4053,

4000-9696969¢
4010-9696969¢
4020-9696969¢
4030-9696969¢
4040-FFFFFFFF
4050-D5AA9EFY
406 0-FFFFFFFF
4070-9696969¢
4080-9696969¢
4090-AEA7969¢
40A0-B596B4Dg
40B0-9696969¢
40C0-9DA69R96
40DO~BFBDBD9g

40E0-9696969¢
A40rO-naanag -

000

FE 11 or ro

ITRICKY DICK' V-1.0

DATA: NORMAL HEX

ALL COMMANDS:C

TRICKY DICK ITﬂE EINGUIST,

DS96AR Y A

D6ACAF N o

DSAAAD o DEANER
'

ADE DOS
33

96969696
96969696
96969696
96969696
FFFFFFFF
H FEAABBAF
FFFFDSAA
97EFEFD9
96AEAE96
96979796
96D6B496
96969696
96969696
96969696

969raaR
BRI A ETITS

BY T TSE

SL~6 T=11+HALF voL
DR-1 S=0F «-—3 254
PR~1 <IL> <445 (j,

96969696
96969696
96969696
9696DEAA
FFFFFFFF
AFFAEADE
ADA7ACAD
9BD99AB6
A7RA796A7
F2EFD6EF
F7A79D9D
9IBIB96B4
9696 9DA6
96969696
969696 DF
IR AUTROTS

96969696
96969696
96969696
EBEADFFP
FFFFFFFP
AREEFBFF
AF9D9696
B6969696
9DAEA7RE
B49BB6F2
9696 9D9D
B496DADA
DAB4BDBF
96969696

M6 IDAGDA
DL,

ALL COMMANDS 1 C

D5AR96 Y DEAA pos SL=~6 Tw=11 VoI, A1
DSAAAD Y DEAA 3.3 DR=1 S-0Fr «--, 254 T [Conhdaniin ]
DSARAD O DEAAEB PR=0 <*L> <¢62, <> SRR o Intormation
: g % Advisors)
00 11 OE 00 00 00 00 00 :eQNeoecee: RIS
00 00 00 12 orF 82 C3 A0 rmemorOBC 1 le A H
C9 Ao c1 AO AO AO AO AO :1 A : N
AO AO A0 AO AO A0 AD AO :
A0 MO A0 RO AO RO AO Ao . : Sl
R DULOULAL 2 GG LG OF BOPO R ®
82 [C2) CF CF D4 €5 D2 A0 :BBOOTER FESHE
RO A0 A0 A0 A0 MO RO Ap . L’«c‘ﬁﬁ 0
A0 MO RO AO AO AO AQ A0 : -E%wy [
RO A0 AO N0 AO RO AO 07 . - H et
00 10 ~o 7 - CoTELTL 4T i @PHDLOAD « DA || f
€5 D2 A0 A0 AD A0 A0 Ao :ER : f'gg_ '
A0 A0 AD A0 AO AO AO Ao syl B
MO AO MO MO AD MO RO AQ . : i };;r bair
A0 A0 03 00 10 05 g4 DO : cCePEDP: e (105
€9 C3 D4 D5 D2 c5 MO A0 :ICTURE i

. 9 sophislicated disk utilities with which you can:

edit normal or protected disks

quickly find and recover any intact file, howevor
badly the disk is corrupted ‘

list programs directly from any digk - protected or not
examine toxtfllos directly from any disk - protected-
or not C

analyse the formatting of notmal or protoected disks
decrypt commercial software - or encrypt
rapidly auto-search normal or protected di
anything you like i3
understand & use the iatest copy protection methods
use your Apple as a powerfu
+ make use of an exhaustive

your own
sks for

ldocument retrleval system
knowledge of disk lore

o
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CHAPTER ONE — An Introduction to The CIA

Welcome to the world of the CIAlI

The CIA I5 a group of 5 powerful dlsk esplonage utilitiex
that w1l allow you to Investlgete, analyse, edit, prolcct,
decrypl, encrypt, locate, list, translate, trace, verify, and
examime programs and datafiles on normal and protected diska.
It conlalns many neuw features never before offered to the Applrs
computing public. What's more; much of the disk lore thal
appears in this book has never found [ts way into print until

now.
Herc's whal the CIA lineup looks 1lke.

TRICKY DICK i3 an all-purpose disk edftor with a difference
- 1t can be used both on normal apd most protected dlsketles.
Not onl)y Lhat, It enables you Lo read In a sector directly from

“a disk and 1lst Lhe sector's contents on your screen or printer

fn Integer or Applesoft BASIC, assembler, hex, and ASCII. Among
may other uses you will find Tricky Dick's tricks invalusble (o
patechlinmg and cuslomlzing your own disks, protecting your
softvare, and reading and altering normal and most protected

programs.

THE LINGUIST dumps a track of raw nibbles directly from apy
disk - protected or not., It also decodes address data found on
the disk and tLranslates raw disk nibbles Into hex, The
translated nibbles can then be listed by Tricky Dick in BASIC,
assemhbler, and ASCII. This means that The Linguiat makes It
possible for you Lo l1ist the programs and textfiles from apy
disk, normal, corrupted, or locked. You can use it to have a
closer look at your favorite games, examine disk formatting, and
recover lost programa no mnatler how badly Lhe dlak they're on I3

currupled.

THE TRACER automatically searches normal and most protected
disks sector by sector for any | - 6 strings you specify In ASCII
or hex. It will also sniff out the VTOC, catalog sectors, and
track/sector 1ists on normal and protected dfsks. You can choose
one, some, or all of fts 9 search options, and The Trsacer will

carry Lhem out gipultaneeualu, scenning an entire disk In 19 -
115 seconds, Wheo (U (Indas something you're looking for It jumpa
back In Tricky.Dick and places a curaor on the ftem {t's located.
This allows you to thoroughly search and edit s dlsk In record

Lime.

THE CODE BREAKER makes use of & specisl tasble {n DOS 3.3 and
3.2 to decrypt the moat populsr "secret code"™ used to hide
commercial progrems from prying eyes. What's more, this book's
chapter on The Code Breaker tells you how to protect snd encrypt
your oun (iles using Lhe same method, ’

<



THE TRACKER closely shadows the dlsk arm, reporting 1ts
every move as DOS ILOADS, SAVES, RENAHES, or doea anything else to
2 disk. The Tracker leaves on your screen or printer a llst of
every treck and sector visited, and every read or wrilte operation
carriead out during Bsny disk scce3s. You cen use Lhis utilily to
find out expctly where a dlak {s craahing, make a permanent
record of your f{les, and learn more about how DOS works.

It consists of well over 50,000
words, snd contslns a arrien of exlLenaltve nnd careflully worked
out tutorisls deafgned Lo turn you Into a dlak cxpert. A3 you
lesrn to use the CIA utilities, they also become your personal
gulides, leadling you step by step [rom 3 beginner's knowledge of
the disk to thst of a pro. Here you'll find a wealth of
{nformatlon relating Lo disk repolr and f(lle recovery, Dos
patches, copy protection, disk formatting, program encryptlon,
and meny other vital topics. MHuch of Lhe material appears here
In print for the [frat time,

THE CIA FILES 13 this book.

Iba CIA Modulaa

In order to make the ClIA as flexible as possible, we've
.adopted s modular approach which worka like Uthia, Tricky Dick Is
what you might call @ chlefl exccullve program, fn that L
controls the operatlons of the other CIA vtilities. They are
accessed Lhrough Tricky Dick, and considerable Information gets

passed back and forth as they work 3 disk over.

The first step in using the CIA s to BRUN Tricky Dick.
Then uhen you need to call upon one of the other utilitles, you
simply BLOAD {t. A single keyatroke tranafers control to Fluc
utility you have Just summoned and enables ft to carry out ilt3
work. Durlng certaln opratlions, the module In question will pass
data to Tricky Dick for apeclal processlng. For example, when
The Trecer finds a string IL's Jooking for, 1t avtomatically
jumps back to Tricky Dick, diaplays the string, and places Tricky
Dick's cu'rsor om the (lrat character. Now Tricky bick is In
chearge and needs only a few keystrokes [rom you to edit the
string and/or the other data In the scclor where ft resides.

s The Tracker who vorks
using Tricky Dick 1In
this book.

<N The only exception to this system |
alone. Complete Inatructlons for
cenjunction with the modules are given In

Goldan Delicloua Gema Bara

As you may have gathered from the previous discusalon, The
CIA programa are NOT copy-protected {fn any way. However, 1n
order to glve you some hands-on practlce using CIA on locked
disks, I heve "protected" track $22 and plaeced 8 "hal(-track"
between tracks 320 and $21. Nevertheleas, all the CIA programs
are copysble, liatable, and modiflable. In fact, this book
contains a number of special patches to customlze Tricky Dick and

pome nf the moadulen,

3
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This means that before doing anything else you should make
at least two backups of the CIA disk. You'll need to use FID on
your Apple System Haster disk for thla purpose (COPYA won't work
because of tracks $22 and $20 1/2). After reading part of this
book, you will also be able to copy track $22 across to your
backups.

i

Uaw Le Wag Ibla Beek

Each of the CIA programs hes at leéastone chapter devoted to
L. Hear Lhe beplinnlng of cach program'a chapter you'll find 8
conclac aet of Instructions lor using that program. I( you Bre
an cxpertenced disk person, this will be enough to gel you going.
flowever, Il you're closer to belng a beglnner, Lhe way to vse
each chapler 1a Lo Lry oul |ts fnstructions in order to get
famlllar wilh thelr effect on the program {n question, The next
stgp is to move on to Lhe tutorlal which dlrectly follows the
fnstructions and work your way through 1t.

A3 you work Lhrough the tutorials from beginning to end of
Lhe book, you'll find that the materisal becomes more and more
advanced. I set {t out this way 30 that no matter what your
level of expertise, you could rind a starting polnt in this book
from which Lo progress to Rreater knowledge about the disk,

If you've already got some experlence, you may find that
some of the material in the f1lrst couple of chapters {3 not new
to you, having appeared elsewhere fn the litersture. Its
fnclusion was necessary so lLhat tven an Apple newcomer would have
a place to start. So Il some of the tricks described in the
beglnning of this book look familiar, take heart and move on to
the next chapter - I'm pretty sure that sooner or laster you'll
find plenty of things to get your teeth Into. ¢

Reop Us & Lins

Our goal Is to produce good, sound, usuable software for o
wide range of intereats, and at a low cost, In order to do that
effectively, we have to know about Waui particular needs and
fnterests. So If there are any impr“vcmenta you'd like to see {in
the CIA, any similar types of software you'd like see written, or
any bugs you apol In the programs or this book, let us know. Due
to our hectic schedules, I can't promlse you a letter in return,
bul you can rest assured that we'll take your complaints,
complimenls, ond ldecas3 serfously when we're putting together
future projects. ’

If and when any CIA updates emerge, we'll write to gy snd
offer them to you at a premium price. We'll also keep you posted
about any other software we've got going. But in order, to keep
this sort of contact with our customers, we need to know about
you. To make sure we do, il you didn't get this program
directly from Golden Deliclous Softunre, drop us a post card with

ynur name and addresas for our recorda, This 13 papl » ploy to
weden yeetr g e Ll ey ) v e M ol e anlluare ma oty e am
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publishers attempt to do, but rather to enable us to keep you
poasated on any exciting new developmgnta {n our product line as

soon 83 they break,

Here's hoping you get many hours of fun out of the CIAI

o2
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CHAPTER TWO — Tricky Dick

Your first CIA contact s Tricky Dick. So get out a blank
lloppy and get ready to enter a new domaln of disk doctoring.

But rfrst, Il you have nobL already done so, make a couple of
coples of the CIA disk, ualng FID, and write protect them. Then
put the orlginal away and boot up one of the coples, MWhen Lhe
ClA menu appears, select option C1. 1 know you're anxjous to get
better acquainted wilth Tricky Dick, bul just before you start,
you might be Jntereated In henrinp.... .

A FIRST WORD ABOUT DISK DATA

I

If you are already familiar with the differences belween a
rav nibble dump dircctlly Irom the disk and » diak read using
RHTS, you can aklp Lhia explanation and Jump to "Tricky Dlck's
Insatructlons™ fn the nextL seclion. Up to now, these two methods
ol feudlng a disk seem to have been documented In 8 manner
comprehensible only to those progammera capable of writing
machine code In thelr sleep. This prompted me to start things
off with 3 detajled discussion desligned clarify disk examination
for you and enable you to get the maximum use and enjoyment from

the CIA.

. The First thing you need to know I3 that when you SAVE or
BSAVE any program, DOS totally alters the program code just
before writing- it to the disk. The next time you losd or run
thal program, DOS changes L righl bsck agealn to {ts originsl
form, The user, naturally enough, never notfices thilas process,
and It {3 carrfed out In a manner Buaranteed not to {nterfere In

any way wilh the running of your Apple.

Hhy should DUS go to all this extra trouble vhenever sny
Informatlon I3 pul on or Laken off the d13k? The answer lies
deep fn Lhe Innards of your machine. The Apple's hardvare (and
that of many other micros) has some lInnate Iimitations which
realrlel the range of byte valueras thatl coen be ollowed to pass
between Lhe machlne and 1uls dl sk urlvc‘n.

How I you type "CALL ~151" i{nto your machine and then 1§at
a large range of memory (by - typing, say, "FBOO.FFFF") you will
probably notlce thal almosl every byte value from $00 to $FF can
be seen 3crolllng by (see Appendlix A ff you feel the need of a
brush-up on hexadecimal numbers at Lhis polnt), Everything that
I's stored in RAM - programs, ASCII code, textffles, etc., - |s
represented by a block of one or more hex values {n this range.
This means that your machine has 256 different byte values to
make use of for representing Information In memory (slnce there
are 256 different hex numbers In Lhe range 300 to $FF),

Unfortunately, when communiceting with its dfsk drives, your
Apple can't handle sugh 4 large range of values, Decause of the
hardvare conatralnta mentioned Above, DOS 3.3 only aends to the



disk, or recefves from ft, values from 396 to $FF (150 Lo 256 In
decimal). Even within “his limited range some bytes are
"{l1legal™ in that they vilolate the Apple's hardware rules,

Otheras ore reserved” '.(‘., set aslde lor SDCC‘GI dlisk use. In
'
diflferenl vnlucs Lhalt

fect, DOS 3.3 has to represent all Lthe 256
appear In RAM using only 6U values on the dlsk, Even more
amazing {3 the fact that earljer versions of DOS had to make do

with even 8 smaller range of disk byles.

Alittle lsater on, I'm goinf to explain these mysterles in
consfderable depth, but for the moment let's come back Lo Lhe
subject of the two difflferent vays of reading a disk. These are
(1).2 rawv nibble dump, and (2) an RWTS read.

Ibe Baw Hibble Duop

refers to the Information

The expression "raw nlbbles”
dlak - In other worda, In tLhe

pxactly 83 It s repreaented on Lhe
speclislly encoded form described above. When you examline Lhls

disk datsa, you will of course notice (if you are reading a DOS5,
3.3 disk) that the hex numbers Lhat appear on your screen range
In velue from $96 to $FF. So, unless you have bulll-in boolean
logic In your brain, Uthls will hardly be recognizable as program

“or textfile code.

you will alao see a lol of data

More interestingly, however,
In fact, you will behold

which {s pol part of any program.
dozena of hex numbers whose solc raflson d'eltre i3 to help DOS do

fts Job In getling Information on and ofl Llhe disk. These "DOS
marks™ will Lell you & greal deal about Lhe disk and will be
covered In detall.later on. For now, sufflce L Lo say thal when
you do a8 rav nfbble dump, you can summon up a display of anything
on the disk except the label - exactly as ft §is wrillen on Lhe

track you select for readlng.

Ihe B¥IS Bead

"RVT'S' i{s an sbbreviation for a subroutine {n DOS called
and Sectlora”. RWTS I's the part of DOS

that does all the donkey vwork fnvolved In puttling data on Lhe

(disk and getting It back Inlo Llhe machine. One of Jls more

{mportant Jobs I3 to translate the rav nfbbles on the dl=ak back

Into code which Is fntellligible bolh to Lhe Apple ROMS and Lo

programmers,

"Resd snd Write Tracks

Another function RWTS carrfes out §s f{ltering out the DOS
marks referred to above. Once a program i3 loaded Ifnto memory,
they serve no further purpose and hence sre discarded Just afler
being plcked up by the read/write head., So whal you get when you
do an RNTS resd {3 a block of data, neatly Lranslated back Into
numbers that represent program or textfile code, and withoul any
superfluous dlak informstion thrown In. Another way of Uhlnkling
sbout this {s to remember that when DOS loads or runs any
program, it aulomstically performs an RWTS resad to gel the

program Inln memnry, A arpvw alhihle “uamp, an Lhe nlthere hand,
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(‘|Hn(‘.'E.l'|fCCt.l lrom L .
o b y from the dlsk ftself, bypassing RWTS and DOS

The software on Lhe CIA dfsk “111 enable you to read a di sk
‘in rl_LI!c:r' of Lthe above wnya, Tricky Dick by Itself can onl (:l,o
on VTS read. But If you also get The Linguist on the case ! ou
will also be able to carry oul a rau nibble dump on any 'd¥sk
tﬂlh:lts]o(‘(;'er, Nuch, much more about, these functions will be
Lci.:;;a'[:icklyn [)d‘ucck.coursc, but [Jrst let's get belter acquafnted

TRICKY DICK'S INSTRUCTIONS

Thx; section briefly outlines the commancds used In operstin
Tricky l)l;k. IT you alrcady posscss conslderable disk knowled g
and expericnce, these should be enough Lo gel you going Ir y(s)u
hnye somevwhat less experlise, Lhe way Lo use this ':.ecl.lon is to
wolrk Lhrouph |t falrly carcfully, Lryfng out Lhe various
commands, and walching thelr cffecel on Tricky Dick's display
I»I'Lcr Lhls, you should work through the Trilcky Dick tutorfal
which follows this seclion. This tutorfal 13 designed nol only
to help you use Tricky Dick as effectively as possible, but also
Lo put you well on Lhe road to becoring a disk expert, F

.Ihc Irlckx Dick Display: Press any Key to get out of the
Inftial display Lnat appedrs when Tricky Dick {3 run. This will
bring up the datla viewing area, bul will lecave Intact the three
lines of parameters at the top of the screen and the conmand line
al the bottom.. These will alvays remaln fn view no matter what
Tricky Dick §5 doftnp., "ALL COMBANDS" ay the lower right of the
dercen prompla you Lo enter Lhe Instruction you wish Tricky Dick
Lo cxecute. Each command Is cchoed on the right of Lthe ':' to
serve as a reminder of your last {nput. . ’

Uelo Screco (£ or 2): I'Mttfng the '/° key brings up a {3t
of each command along with {ts accompahylng key stroke e
belore a"letter indfcaltes Lhat the CTRL key musbL be presa'ed at
the same time as the letler. The help screen can be accessed at
any time. Hit any key Lo get back Lo the dals display.

Select DOS Yersloo £2nl: CONTROL D toggples between DOS
\:frrSions 3.2 and 3.3, telling Tricky Dick which one I3 on the
Cisk It's golng to be working with., The current versfon {s shown
under Lhe worce "DOS" al Lhe top of the display,

Slot. Drive. aod Dexice Select (ZQ): CONMTR
) ? . - 0 OL O brings t
cursor up nexl Lo 'SL='. IT your disk controller card s l(r:l 312:

6 Just hit RETURN; §f not t

A g ype In the correct slot ber,
Trlclfy Dlick will check that an Apple dlsk conLrollenrumcae:d
r:(c)l:l.llly €xlats In the slot you specify. Il 8 card with PS and
P6 PROIly {5 present, DOS 3.2 will automatically be brought fnto

play. The cursor will move Lo 'DR=! promplinfd you for Lhe number

(L)l Lhe drive u.hl::h contalns Lhe disk you wish to work on. After

’y‘pvlng fn this Information, hit RETURN to Ro to 'PR:z', The

Aefanlt vialue (PR-0) wPans | hot printer st putl I diaeh)ed, Yo
1



only need to enter your printer card's slot number when you are
resdy to print out some data [rom Tricky Dick.

2 . LI

Tcock apd Scclor Sclect fia S <24 arrolul_n_l.. Hslctltelcntg‘h.e

brings the cursor Lo the top of scrcen next to = i]] d),u"
track number you need and hit RETURN. The cursor v move do

fah
S = for you Lo key In Lhe sector you w
. e ol @ :’rack or secltor numbers by Llyplng

d. Enter single diglt 15
tl‘:er;;(;lt followed by RETURH. A RETURN alone In res;l)onse to “"T:="
‘natively you can

"n§=" epts the value 3hown. Alterna i an

e : L ;:cll:)crcmcnt Lhe track number shown by hltllng' Lthe '<
s I or withoul preaalng SHIFT at

> ke respectively (elther with L
‘z;e J-meytlmc)p. Track numbers wrap around when you gel to $22.

you can clock the aector number forward

n s similar manner
r bllk by hitting Lhe rip,hl or lelflL arrovwa reaprelively, Ir 'ynll
" 1 ted DOS 3.2 seclors numbera wrap sound when you reach
St wiih b 5 re's sector 30F, However, Lhe

L
s+ with DOS 3.3, wreparound occurs a ; gujodier ;
-’-O'C'comm.nd g]]g\;j you Lo desfgnate Lrack numbers grealer Lhan

$22 or sector numbers greater than 3$0F/$0C.

Beadipg a Sector (ZBl: Press CTRL R to read the S|T.CL.,?:".Z.(:;J
have selecled fnto Tricky Dlck's buffer (8n nrr‘uare ,—(.‘;(“ng
specislly set sjde for dala JLOFEIV,C‘). 1'I|c dfask Y:Llor g
‘should be tn the drive Indicated by 'DR=". T.hc, 3.1"“‘" M
be displayed in the dsts viewlng area on your acrcee »

sfter » successful read.

d
: the disk you have just rea
ypber: The volume of .
ulllyap;;l;:)cm:r HUnder the letters "VOL" in the upper right hand

corner of the screen,

- i (s i) SRS s 3, K

Cursec Moxewent (l.J.KE.H and ul.,.l.ﬂli._ljl-.‘lI.“l:3 Ky and

Lthe cursor around Lhe data display in exac y 4 |

o Applesolt editing. When thesc commands

tske the cursor beyond Lhe edge of Lhe :Acrecln], S
wrapping saround occurs. For example, press Lrog u.‘e Syl e

sor 4 st.thesend of a row causes {l Lo jump g ioning
(c)lf‘rthe next row; pressing 'H' wvhen Lhe cursor {s In the )o”"c
line of Lhe dln'play causes the 15(:1::‘?1::L50C,~r01]3]3£”;1(,)128(,[ Lht_

4 : : >

Scro}lldngtacaanngrcsogrtn1;]I:‘ctdsc“r“¢:Lc:w. Holding down CTHL and IuL‘Ling
'::C[zrf t?lcse p!'our keys Increases the distance c.overed, causing
4 to the edge of the display. =

and M

scrolling oF

they do when used for
Lhe

the *cursor to jump
-

b

Editipg Sipngle Bxiea ip tbe Diaplax: This 13 2cc0mapnldlslhyc:ln;

lacing the cursor over the byte you wish to change, Jono

fn the new hex value. Single-digil hex numbers m_usL be en “u ;

with a leading zero (e.g., enter "5' a3 '0?‘)m.]"dll Sy‘n:“nm;y;';”gt .‘J.

i our -

digit of an entry and then change Yy : .

girii' lsThls moves the cursor away and cancels me en:rgo
Slllll.rly lf. you type the irst diglt Incorrectly and wan

’

change it, hit the 3space bar and starl agoein.

Dala Entry Bodes (Zf. ", !): Just after loading Tricky Dick,
the words "NORMAL HEX" will appear at the lower left of your
screen next to the word "DATA", They mean that you can enter hex
diglits from the key board and these digits will appesr In the
data display under the cursor. Thls sllows you to edit the
screen display before writing it to Lhe disk.

| ]

Keying In the " character (SHIFT 2) places you in "“high
ASCII" mode and causes an Inverse "HIGH ASCII"™ message to appear
fn Lhe lower left of yor screen. In this mode, each time you
press apy key, its corresponding ASCIl code number with the high
bit sael wil]l appesr under the cursor, and the cursor wil)l advence
to the nexl space. This allows you to type slphanumeric
characters Into the data diasplay without looking up thelr
corresponding high ASCII codes. Before you can |ssue any other
command, you'll need Lo hil the CTRL, SHIFT, and 'P' keys
almullaneoualy (l.e,, CTRL #). This puts you back into the
"NORHAL HEX" mode and allows Tricky Dick to accept your keyboard
commands agaln.

Inputting a ' character (SHIFT 7) will place you in
standard, or "low"™ ASCII mode (sfgnalled by "LOW ASCII™ {n the
vaunl place). In thia mode, ench keypress leaves |ts normal
AS5CI1 code under the cursor, To return to normsl Tricky Dlck
functionling, hold down Lhe CTRL, SHIFT, and 'P' keys together,
(CTRL ¢).

Ibe Data Dlaplay: When you boot up Tricky Dick and resd a
sector, the data viewing area will show the [icat ball (i.e., the
first 128 bytes) of the sector data. On the far right of the
screen you will also see an elght-column alphanumeric symbol
dlsplay. This part of the screen glves an ASCII translation of
Lhe hex data. Control characters show up in inverse and sl]
flashing symbols get changed to normal to minimlize distraction,

To view the second halflf of the sector, hit efther CTRL H or
RETURN, bringing the cursor down to the bottom of the screen,
You can now scroll through the remalning data by holding down the
'H' and REPT keys together. From there, you can scroll bsck to
the beginning by hitting CTRL I, rollowed by pressing ‘I' and
REPT simultaneously. Mtcrnallvcly,lhold down the CTRL key and
press 'F', 'HM'  and 'F', {n that order, The column of hex
numbers on the far left which are followed by a ':' tell you what
portion of the sector data you are viewling. They s8re offsets in
Tricky Dick's data buffer and range from $00 to $FF {n B8 byte
increments,

Elippipe Dats Displaxa (ZEl: If you are in the viewing mode
described in the preceeding two parsgraphs, a CTRL F will erase

the alphanumeric symbols on the right of the screen and display
all the data in the last seclor read. The cursor will remain
over Lthe 3same byte during the rlip. The lelftmost column of
numbers indicates buffer offsets, but with the trailing zero
ommftted to retain clear screen formatting,

o
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From this rull sector dlsplay, you can of course get back to
the partisl screen with ASCII by sfmply pressing CIRL F agaln.-
¥hen you do, Tricky Dick displays Lhe next 128 byltes of data
starting with the row in the full display where you left your
cursor., For example, if your cursor was In Lhe row numbered $5,
then after CTHL F you will see the 16 rows of dala and symbols
numbered from $50 to $C8. As belfore, Lthe cursor u@ll remaln over
the same byte during the rlip.

(2. ZX): In either of the above two
displeys, CTRL 2 replaces the seclor dala with zerus beginning
Wwith Lhe byte over which tLhe cursor |3 placed, and l_‘xrl ending
right to Lhe end of the sector. CTRL X rills the scclor from Uhe
cursor to the end with the byte value under the cursor. NolLe
that these commands do not write anylhing on Lhe disk itself.

Scctor Edlling

Dissasewbllvg Sector Dala (L1: Kitting 'L' disassembles the
sector code beglinning with the byte under the cursor and

continuing until the screen |3 fil1led, The middle column of the
display glves the ASCII translatfion of the hex dala Lo jls lefll.
Repeated pressing of 'L' carrfes on the disassembly until the end
of the sector {s reached. After disassembling a screenfull of
hex you can return to the previous hex display by hitling the
Space bar or some olher noncommand key. The cursor will ve
posftioned next to the last byte that was disassembled

Liatioe Aoplesol) and loteser Code (L. L): If Lhe sector
data conlains Applesofll or Integer BASIC code, a llsl]ns can also
be displayed, To accomplish this unique feat, Tricky Dick
requires only that you select the language you uwish Lo {ifl by
pressing CTRL L, then Lyping an 'A' for Applesoft, an 'I' for
Integer, or a '"' for assembler. Finally, hit 'L' for a lls}{nﬁ
wvhich begins uith the byle under the cursor. Kecp typlng 'L's
unt il you have listed all Lhe code In Lhe seclor buflfer.

¥citipg Lo tbe Diak (W apd Y): CTRL W, followed by the *Y°
key writes the contenls of the sector buffer to Lhe seclor whose
8ddress shown al the top of the screen. WARNING: Be sure Lhat
all the'Informetion shown on Lhe screen is correct before
execuling a write - once you do it, the die is castl If you_loul
up here, you will clobber the disk you are working on, pelha?s
Irrepsrably, This means checking Lo be certain you have selected
the correct drive, lrack, and sector numbers - and Lhal Lhe data

*displeyed on the screen Is the Jala you wanl wrjllcn on the disk,

: To help prevent accldents, a unfque salfety factor has been

buflt in here. When you hit CTRL W, you will hear a series 0{ ?
short tones over a perfod ol about 3 seconds, Keying tn a 'Y
during this sequence wriles to the disk and stops Lhe tones,
However, If you have pressed CTRL W by mistake (not hard to do,
sfnce most commands involve the CTRL key), you can simply elecl
to do nothing, and when the tones cease, the write inatruction ‘F
sutomstically cancelled. If you don't wanl to hear 3 seconds o
sound effects, hit any key except 'Y' and they will stop

Immediately.
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Error Yeasagea: When an error occurs durfng the operation of
Tricky Dick, a tone is sounded and a flashing error message
occurs Inside the '¢-->' mark {n the upper right corner of the
screen. Just above, Tricky Dick displays the accompanylng DOS
error code fnside the '<00>', A subsequent normal read or write
operatlon clears both the error message and {ts code from the
screen.  The chart below shows the type of error, its flashing
designator, and Its DOS code. )

Type of Error '<¢-4>' designation DOS code
Write Protect Error ' <WP> 10

Drive Error (Read or Write) 10> uo
Dealipe wilb Nobestandard Sector Hacks (Z5): Here, we come

to the features of Iricky Dick which allow you chuckle, chuckle,
to read from and write to disks vhose formatting has been altered
- ¢lther by sccident or design. In order to do this with the
leasl amount of work, you'll need to use The Linguist Lo
determine the cxacl nature and extent of any such alterations,
The instructlions for The Lingulst are {n a later chapter of this

book.

Hit CTRL S and the cursor will Jump up to rirst byte of the
sector marks. You can then move Lhe cursor along this dats with
the left and right arrows. To replace any digit, simply position
the cursor over {t ane type In the new digit. The change wil)
appear and the cursor will move to the next symbol. A RETURN
gets Lhe cursor back to the data display.

In the top line, "D5AA96" {3 the standard DOS 3.3 address
field header and "DEAA" fs the address (feld trafler. If you have
changed the DOS version to 3.2 the top line will read "DSAABS"
vhich is the 3.2 address header. the next line, "DSAAAD" refers
Lo the data (leld header and "DEAA" |3 that ffeld's traller.
lwportapt: by replacing one or more-of the header or traller
yles with a '00', you can tell Tricky Dilck to accept any value
In that position., For example, 'DEOO' fn the first llne causes
Lhe second byle of all address ffleld traflers to be lgnored
during readfng or vriting. .

The third line showus the dsta (leld header and trafler (the
latter with an added 'EB') once agdlin., The hesder snd trafler
you select here will appear In the data fleld of the next sector
pou wrlle Lo the disk. This line |3 used only for writing and
allows you to alter the values in the data ffleld hesder and
Lraller of any sector you write to the disk.

Filnally, by changing the 'Y's' {n the DOS mark sect{on to
'R's', you can tell Tricky Dick to lgnore the address fleld
checksum (the (frst 'y') and/or the data [feld checksum (the

second 'Y'), The '0' Just below the Ltuwo 'Yty Indlicates that
Tricky Dick will aluays urfte a sector of date to the disk with a
data (leld checksum of $00. ¢ y

o



Priotibe Vacd Covy frow Trluky Divk (200 L2: Pyplop thmr
#llows you to sclect the form Jn whlch you wilish Lhe seclor dala

In Tricky Dick's diplay Lo be printed. The cursor will Jump Lo
the print select parameter, promplti{ng you to type In one of the

following {instructions: 'H' for 2 hex dump wilh ASCII
.Lran:lntlona; ‘A’ for an Applesoft listing of the seclor code,
I' for sn Integer llsting and '*' for a disassembly. The next

step {3 to type CTRL O, followed by two RETURNs. This brings the
cursor in position next Lo the "PR=" for you to key in the slol
number of your prinler {nterfacc. Finally, afler maklng sure
your printer {3 turned on, Lype 'I'* Tor the acllon Lo bepln. Lr
you 3elect the wrong alol, you may (Ind thal Tricky Ulck hangs,
or Lhst other strange things happen.

If you are In tha '®'  *A' gy 'I' madens you willl pel n
1{sting from Lhe 183t curasor poslllon Lo the end ol Lhe sceLor
data, In the 'H'" mode you get a full seclor dump irrespective of

the cursor position.

Bodule Checkzowl (SUIET B): Typing a SHIFT M displays a 1ist
of the Tricky Dick coresidenl modules, their names, and a bricf -
description of their functions, If onc of Lhe modules is already
fn memory, fts name will be displaycd at the top of Lhe screen
Just to the right of Lhe Inverse "Trilcky Dick™, If no module i
- In memory, Tricky Dlck's verslon number will be. displayed.

Exitiog Tricky Dick (BESEI. ZC): Tricky Dick does nol tamper
with RESET, 30 you can use this old standby Lo jump oul any Lime
(except while urlting to a disk, of course). CTRL C also exils
to BASIC and reminds you that you can restart Tricky Dick by
Lyping a '&' (or use CALL 2051). CTRL Y (or 803G) from Lthe
monltlor also gets things golng agaln. .

. Juwplipg to @ Boduleg (ZE): To load a module whlle running
Tricky Dick, type "CTRL C" followed by BLOAD (name of module).
When the disk drive stops spinning, key in a '4' and you are
resdy to roll. When you gel back into Tricky Dick you will
notlce Livat the name of theimodule presently in memory replaces
Tricky's version number in the banner 9L Lhe top of Lhe screen.
To go into a module you have loaded into memory, type CTRL E and
the module's f{ntroductory dlsplay will appear on lhe screen.
Then hit any key and you're ready for actlon.

« If you hit CTRL E wlth no module tn memory, Tricky Dick will
let*you know by sounding a rather pleasant tone. When you jump
to one of the modules, Lhe words "TRICKY DICK"™ at Lhe top of Lhe
screen get changed from Inverse to normal. At the same Instant,
the podule's name swilches from normal lo fnverse. This lels you
know at glance which program you're "{n" - {t's always Lhe one
whose name {3 In fInverse,.

INPORTANT NOTE: The DOS modifications which are explalined In
the follouing tulorial and elsewhere in this section of the book
ONLY apply to a standard DOS 3.3. slave dlak. Il you have a disk
with any other kind of DOS (including 3.2 or one ol the speedy *

»
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bon veralons) do not alttempt Lhe palches Lhat follow uwithoul
waking sure Lhe cade belng writlen over Is the seme 83 In DOS
4.3. The locatlons foer many of the patches 2re bound Lo be
difrerent, and you could end up rulning a disk.

THE TRICKY DICK TUTORIAL

This tuloerial rcpresents the (lrst leg of your Jjourney
Lowards diak cxpertlae,  Alonp Lhe way, you'll plck up a lot of
e Infoarnation, not only aboul DOS wnd diak formatting, but also
aboul the Apple 11 in peneral and how Lo gel even more enjoymert
oul of iL. | stncerely hope this trip |s as much fun for you &s

it wan (or ae uhen 1 Clreal hepan explaring Lhe toner world of

Boot up the CIA disk, select Tricky Dick from the menu, and
ul’mn Lhe Initial display comcs up, press Lhe '/' key. Thiz
brings up Lhe help screen, o source you can alvays appeal to If
you need to recall any of LUhe commands described In the !asl'

secction.

Pefore doiny, anythiny elsc, hli Lhe space bar to bring up
the dalba diowplay. This should ahuw A screenfull of $00's
indicating Lhal Tricky Dlck is ewpty. Uhen you read a sector off
Lhe disk, it Is.dcposited in a speclally reserved area of memory
(called the "buffer™), and immedfatcly copled to the screen.

An fuportant (catuvure Is Lhe column of numbers on the lar
left. This starls witk 2 '00* and ends with a *78' at the boltonm
of Lhe screcen. Each of these numbers Is an "offlset" frto the
buffer, mcaning that it is used Lo count the bytes found there.
The way Lhis works can best be illustrated Ly Lhe second row

uhich starts with '08'.

byle nurbers: SOC €09 $0A $0B SOC $0D $OE  $OF
; / ¥ / / / / / /

2nd row - 08: 00 00 00 00 00 00 00 00
The '08' In the second row tells us Lthat the H|:5L byte In
that row is the Bth byte in the buffer; the next byte fs the 9th,

and so on.

Since you can change bytes simply by placing the cursor over
them and Lypling In Lhe new value, you will rarely have Lo think
aboul offsels. Mowever, in this tutorial, I will be usling the
numbers Lhat appear in Lhe leltmost column as line numbers. So,
| would refer to the row above not as "the second

for exanple,
This notatlon will ultimately

row", bul rather 25 “"row $08",
save you a lot of counting.

As you can see, the numbers referred to above Bre in
hexadecimal. This a policy I will ve followlng Lhroughout the
book, so il you are @ bil rusty on the hex number system, now Is
Lhe Lime Lo turn Lo Appendlx A for a bit of a hrush-up. IT you

11



take heaortl and ¢lve In Lo Lhe

are completely hexed by hex,
10 ycer old school

appendlx anyway, In botl: the US and Enpland,
kids are learning alternallve number systems a5 parl of thelr
normal class work. Il Lthey can do fl, so can you!

NHow let's do some dlsk esplonnge. Start by making a EID
copy of your entire orlginal Applec System Master dlskelle and
leave {t un-writeprotccted. Take the CIA disk oubt of your drive
and put the copy In fts place. If you have tuo drives, leave Lhe
CIA disk In drive 1 and pul the pracltlce copy In the olher drive.
In Lhe latter cnae, sclccl the drive Lhe copy lo 1o Ly keylbng in
CTRL O, RETURK, the drilve number, and EETURN in Lhat order. If
everything Is working 0.K., the cursor should have hopped up Lo
'SLa', then down lo 'DF:=' after thc (irst RETURI, The drive
number should have been cchucd af Ler "Dz, and Lhe Tast BLTURD
should have caused Lhe cursor Lo jump back inlc the display.

If you have Just booted up, the scclor address at Lhe top of
the screen should read "T:0" followed by "5:0". o ncleccl Lrack
11, sector 0 by typlng In the following sequence.

; 1Y 0 RETURN

During this keying-in sequence, Lhe cursor will perform

another serjes of gazclle-like leaps, (inally returning to Lhe

-

dalas display,. The track and scclor paramelers at Lhe Lop of Llhe
screen ahould now read "T=11 5:0" and Lhe screen should Le (11)ed
with '0's'. The last B columns on the right of the screen should
be Mf{lled with Inverse "¢" sfigna. This section of Lhe dlsplay
gives tLhe ASCII translatlons of Lhe sector dala.

Ibe ¥Ypoluwe Table of ConLteols

How press CTRL R and watch the action. After 2boul one
second of dfsk whirring, some scallered bits of data will appear
emong the screenfull of zeros. You are now Jlooklng al the
notorlous Yolume Table of Conlents (allas Lhe VI0C), a part of
the diIsk swhich, ,sooner cr later In every hpple enthusiast's 1life,
gets overwrilten with random data. :

We're not golng to worry too much at the moment aboul (ixing
a clobbered VIOC, bubl rest assured that before [inishing this
part of the book, you will be able Lo perform masterful surgery

on this vital diskette organ, even In IL3s most mulllated slale.

For mow, let's take a closer look al Lhe very Lop line of data
which should read:

on 11 OF 03 00 00 FE 00

The first number, 'O4', has no function and can always be
lgnored, The next tuo numbers give Lhe locatlon where the [irst
catalog entries have been wrilten. They should read "V10F",
telling us that the catalog starts at track $11, seclor $0F (1L
atarts at sector 30C on a 3.2 disk). The '3' Lells you Lhal Lhe
disk's DOS verson {5 1.3 (a '2' = 1.2). The '"TI' Lwo byles alony
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js Lhe volume number of thia disk (decimal 251).
. |
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The next 3 rows are pretty uninteresting, since they contaln
nothing but zeros. The (Ifth row (numberecd with a *'20' In the
leftmost column) contalns a 'TA' as fLs last byte. This
indicates Lhat cach flle's track ind sector list (we'll talk
about these a bit later on) fs allowed to hold up to 37A (declimal
122) tracyk and seclor addresses. ; :

After cnothcr row of zeros, uwe come to the follovwlng line:
12 01 00 00 23 10 00 O!

The (frat number, 'V12°', Indlcalvc: that track $12 was the
laal Lrack allocated by DOS for (l1le osloruge. The '01" followling
it Ltells us Lhat the next Lrack DOS will allempt to wrile to ls
512 + 201 cr £13, Now these two numbers may be different on your
princtlce copy of the System Master disk, since any small
vortation Jr the way FID has writlen oul the filea could alter
its selectjon of the next Llrack Lo bte used. For example, instead
of a '\', you may see an 'FF'. This tells you that DOS will
scarch in a prgallyg direction, l.e., 12 - 1, [lor the next
avoilable traci. In many.Ilmplementations, a hex number whose
high bit Is set, in other wards, whose value is $80 or greater
(see Appendix A), is taken to be a negative number by the systen
(in which case It qualifies to bear the Inpressive Llitle, "signed
§-bIL bLinary number"). ;

Skipping over the two unused '00's' brings us to '23 10°,
This Lells us thal DOS has formatted $23 (decipal 35) tracks on
this disk and that cach track contalns §10 (decimal 16) seclors.
The final *00 01" on this line fndfcates Lhal there Bare $100
(dectmal 256) Lytes per scctor on the present disk (remember Lthat
the 6502 usually handles two byte numbers In reverse ~ i.e., wilh
the high byte last and Lhe lov byte first).

Ibe DIL Hapa

We now arrive at the "bit map" fJeld, the most {mportsnt
area of the VIOC. This beglns on the nexl line, which should be
numbered $38 on your displsy, and extends up to line $CB. The
bit maps are a block of dala vhich®tells DOS which tracks and
scclors have not yel been written on, and hence are available for
storfng ffles. In order to avold clobbering your preclous
programs, DOS s obliged to take a look at the bit map fleld ench
Lime you ask iL to save any new Information on the dlsk.

The bit maps on the work dlsk you are nov examining will
consist mafinly of '0's' fnterspersed with 3 lewu higher values,
This I3 not Lhe most helpful conflguration for you to learn on,
50 let's try a little experimentl which should prove more

educational, Here's what to do.



(1) Take your work disk out ol the drive and put an
unitialized diskette fn fts place.

(2) Hit "CTRL C".

(3) Type "CALL-151" to go f{nto the monftor.
(4) Type "BEFE:24".

(5) How "INIT HELLO"™ the unitiallzed disk.
(6) Key in CTRL Y, jumping back lInto Tricky Dlick.

(7) Make sure the display reads “Tz1im™, "S:=00", and check
Lthat D = the drive which contalns Lhe fjnitiallzed disk.

(8) Hit 'CTRL R', reading In Lthe disk's VTOC.

Right away you will notice, If all hss gone according o
plan, that the bottom of the screcn contalns a couple of dozen
'"FF's' that were nol present in Lhe practlice disk's VTOC data.
This state of affalrs makes explaining things much easler.

_.How hlt RETURHN, followed by a 3eries of ‘H':.,_‘unl.ll line $38
resaches the very Lop of Lhe screen. This scrolls up some more
of the VTOC, exposing anolher batch of EE s, Sfnce the bilt
maps astart with the firat byte In rov $38 (a '00'), this vrings
the largest possible number of them Into view. [L also brings me
to the meaning of all the '00's, 'FF's', and olher hex numbers

scattered around the place.

Whoever wrote DOS employed 8 simple and elegant way of
recording the stalus, full or empty, of every single sector on
the disk - and squeez Ing Lthis vital {nformation fnlo as little
space 83 possible. e (or she) did thia by asalgnling a Lvo bylre
"map" Lo cach Lrack snd struclurlng bOL Lo vary Lhe mapa' valuen
fn 8 uay'uhlch.:lgnals Lhe Lrack's avallable 3seclors. The
HXUJtraLlon'bclou shous how Llhe maps are linked to their

respective tracks.

. trk $00 trk 301
38: 100 007 .00 00 (00 00 00 00

- trk $02 trk 303
uo: 100 00} 00 00 FF FFL 00 00

trk $04 trk $05
ug: JFF FFi{ 00 00 VFF FFY 00 00

trk $1VE trk $1F ;
BO: 'FF FF) 00 00 {00 00) 00 00 :

—

B

S
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. As you can 3e¢, the first '00 00' in row $38 13 the bit map
for track $00. DOS skips the followlng two '00's' snd as3lgns
Lthe .third byte-palr to track $01. | This process continues
throughout the bit map (leld. ' .

But how do we translate this succession of seemingly
meaningless data into Information sbout each sector's stastua?
The answer lles in the [act that all hex bytes are composed of B
fndividual bits (see appendlx A, irf you are unclear on this).
How If we allot each track two bytes lor fts bit map, we
jmmedjately getl 16 bits to play with. This works out quite
nicely, slnce each track contains 16 sectors. And what 1s even
more convenient, each bit can take on one of two vslues - 8 g
or 3 1t So {f we asslgn a sfngle bit to each sector in the
Lrack, ve can showv Lhat a sector is free by setting fls bit to a
‘1v., A '0' value [(or any sector's bit would signal us (and DOS)
that it contalns data. The way DOS links bits to sectors i3

shodén in the exanple below.

sector numbers: F E D c B A 9 8. 1t 6 5 4 3 2 1 0
bit values: o o0 1 1 1 1t 1 "R T TR T R | |

byte values: j F

Assigning '0's' to sectors $0F and $0E show> that these sre
in use; the '1's! paired with sectors 30D - 300 Lells us that
Lhey are [ree. Si{nce your Apple avtomatically trenlates the
binary number 10011111 Into the hex number '3F', and DERRRRRRE
fnto 'FF', the blL map shows up as '3F FE" in the display.

In fact, if you look al the first tuo bytes iIn 1ine 380 on
your screen, you will probably 3ee this very same bit map.
Countling up the bit maps, starting with the one asslghed to track
400 tn line $38, would Lell us that '3F FF! represents the status
of Lhe acclora In Lrack $12 (declmal 18). Track $12 13 where the
NELLO program wa3l placed when you fnitislized the practice diak
and {L occuples seclors $0E and $0F. Hote that when DOS writes
data on a track, f{t aluays astarts with the highesl numbered

avallable scctor and works down.

The table at the end of Appcnd!‘x A allows us to translate
any bil map into a hex value stnce It glves hex (snd decimal)
cquivalents for binary numbers. A glance st the table qulckly
fnforma us Lhat Il ve want Lo show that sll 16 sectors on s glven
Lrack are free, we need to set all fta 16:bits to v1', glving u3
an 'FF FF' byte-palr. S{milarly, to reserve an entire track, ve

need to shove a '00 00! fnto Its bit map.

Freelpg up Ireck 423

All of which brings me to the resson. for asking you to type
{n that 'BEFE:2U4' a couple of pages back. That was a patch to
DOS which told it to fnitiallixe 36 (hex $21) tracks instead of
fts usual 35. Thiyg means you can novw make use of treck 323
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(decimal 35), gaining an extra UK of program storage (remember
that treck $23 fs the 3$24th track on Lhe dlsk because DOS starts

with track $00). Here's how to do ft.

Hold down the 'M' and REPT keys until the rest of the VTOC
has scrolled fnto view and 1ine $F8 appears at the bottom of your
screen. The blt map for track $23 can be found In llne $CO as
shown below.

Lrk $23
CO: FF FF 00 00 {00 00 00 00

. Since DOS f3n't used to formatting track 323, {t writes
'0's' In the track's bit map to make sure it doesn't get used.
You sre now golng to make short work of this trivial obstacle to
grester disk storage.

Using the *'I', 'J*', 'K', and 'H' keys, place the cursor on
the byte Indicsted by the two 'O0's' §In the above fllustraljon

and Lype In two 'FF'a'. Your dlsplay should now look llke Lhls.-

COo: FF FF 00 00 FF FF 00 00

Hext, Lype CTRL F to flip acreens, CTRL-1 Lo Jump to Lhe Lop
of the page, and CTRL F agaln; thla brings you back Lo the [lrst
part of the VTOC,. How place the cursor over the '23' In line

330,
30: 12 01 00 00 23 10 00 01

and chenge ft-to a '24' to tell DOS that It now has $24 (declimal
J6) tracks to contend with,

Finally, check the dlsplay to make sure that track $11,
sector $00 13 selected, and that 'Dz' the drive of the newly
Inftliallzed disk. Then hit CTRL W, followed by 'Y' before lhe
tones stop. . Fimish off by reading back the VIOC with a CTRL R to
make sure your salteratfon took. You now have an exlra Lrack at
your diapossl.

Geliipg Exilre Space on JTrack 02

. At this pofint you may be wondering Il {fL's possible Lo
feclalm even more dlsk space. Il so, read on because ['m golng
to show you how to wrest another 16 sectors (rom DOS' grasplng
clutches, bringing the grand total to 32. Let's begln by lookling
at one of the 3 tracks, which, according to page 135 In the DOS
Hanual, {3 excluslvely reserved for DOS. Start by selecling
track 302, sector $0F, and reading It §n. Follow this with CTHL

F to get the entire seclor's data on the screen at once. Notfce

anything funny? ,
That's right - you are now staring at a sector ful] Pr
Proceecd by hitling the lefl arrov once Lo decrement the

nothling.
3
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sector number to 30E snd then read this sector in. Again you'll
see a screenfull of '0O's'. Il you continue by alternately
pressing the left sarrow followed by a CTRL R, you will be able to
do 8 rapld sector by sector scan of Lhe entfire track, Thios
should reveal that every sector from $0F down to 305 {3 devold of

data.

In spite of the fact that DOS only uses 5 sectors (300 -
$0u4) on track $02, a quick look at Jts bit map tella us that the
entire track 13 reserved. Apple may have done this to lesve room
for further expanslon of DOS, but [or our purposes, the remaining
scclors are golng Lo come In mighty handy for (fle storsge., So
let's grab Lhem right now by reading fn the VTOC and altering the
track 302 bit map as follows. f

Start by readlng In sector $00 of track $11. You should
still have the full scctor diaplay, so preas CTRL I, causing the
cursor to jump Lo the top edge of the screen., Follow this wilh
CTRL F which takes you back to the display of the first halfl of
the sector with ASCI1I. When awltching dlsplays In thls manner,

" remember that Lhe shorter ASCII display will start with the line

jn the full display where the cursor was last placed. The cursor
ftself will always remaln over the same byte through any number
of screen [Ilipa.

We are golng to work on the bit map for track $02 which i
located In line 34O,

trk $02

- 1

uo: {00 00} 00 00 FF FF 00 00

But before we do, we need to ffgure out which byte values
must be substiftuted in. Slnce we want to free up sectors 30F -
$05, the binary equivalent of the required bit map should end up
looking like the following.

sector numbers: F E D C B A 9 8 7 6 5 43 2 1 0

bit values: | A A (R S I NN B | {f ©*-1 0 0 O 0 O

byte values: F-F 8

The table in Appendix A tells that us thst the 'f1111111!
and "11100000" in the bit map translate Iinto $FF and $EO
respectlvely, After shoving these bytea in the track 303 bit
map, row $h0 should look like this.

uo: FF EO 00 00 FF FF 00 00

If it does, and the drive, track, and sector values are
correct, write It to the disk and read it bsck for verificatlon.
This brings the grand total of liberated sectors to 27.



Spatcblipg Space [row Lbe Latalos Track

The finsl 5 sectors of the 32 1 promised you are golng to
come (rom the catalog track. This 13 possible because DOS has
provided us with more catalog space on track $11 than we could
ever f111 with file names. Even with the disk completely full ol
short programs, the catalog hardly ever extends below sectors 3107
or 306 (DOS places flle names on the catalog startlng at sector
30F end progressling downward). Therefore, it is possible to
sefely make usc of 3cctors 101 - 309 for program 3lorage. As
vausl, it 13 neceasdary Lo {ndfcate Lhis In Lhe Lrack $11 bll map
which Is dlisplayed In llne $18.

trk 11
78: FF FF 00 00 00 00i 00 00

The new bit mep which signals Lhe avallabllity of sectors
$01- $05 §3: 00 O 0O 0 0 O O 0011 1 1 1 0. Changing this
{nto hex glves us '00 3E' which should be plugged into Lhe track

$1) bit map to produce:

¢ -

78: FF FF 00 00 00 3E 00 00

Check everything and then wurite this Lo the disk. But don'tL
.leave yet. You have one Important additlonal detail to atlend
to. - Each sector on track $11 tncluding the VTOC contalns Lthe
address of the nexl sector DOS |Is supposed Lo access durling '.1ny
operatfon Involving the catalog. Let's have a look al sector 306
as 8an example of thls. Clock Lhe seclor count forward by holding
down the right arrow and Lhe REPEAT keys simultaneously. When
you resch $06, do a read and take a look at row $00. It should

look like thils
$00: CO 11 05 00 00 00 00 00

The '11 05' 13 a link polnter vwhich Lells DOS that the next
sector $05. If you look at the same
two bytles on sector 307, ‘you will see '11 06' pointing back Lo
sector 306, and 30 on throughout the track. In any dlsk
operation, the VTOC Is accessed first, and its link polnter reads
11 0F', telling DOS to begln searching downward from sector $0F
for the requested file name.

catalog sector I3 track $11,

Kow the one thing we dop'l want 1s for DOS to urite flle
{fames over any program codc that may be stored on track -$11.
Fortunstely, all we have Lo do to prevent this I3 Lo vrite Luo
100'3' over Lhe link polnter In scctor $06. So you should change
rou $00 from the form shown above lo the one below.

00: 00 00 00 00 00 00 00 00

Writing this back to sector $06 Insures that DOS will never
look at sny sectora Jower Lhan $06 for free space when placing
f1le names in the catalog. 1f all the sectors from $0F Lo 3006
sre completely (11]led (an extremely. unl lkely poaalbllity), and

[y
9
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you Lry to save yet another file, youwill sfimpl
: y get a DISK FL
LRHOR", Jeaving seclors 301 - 565 untouched. ¢ des

Before making use of this space, however, there {3 one last
change that must be made. To protect the catalog, DOS has an
fnternal safeguard agalnst saving files on _track $11. This must
now be disabled, so read In track .02' secltor $01, and get linec

$90 up on the screen,
!

90: B3 18 69 11 BD EB B3 8D

Change byte $92 from 8 '69' to an 'A9' and write the sector
back to Lhe dliak, You now have an extra BK of disk storage.

5

Gelling Bid ol DOSJ

) In a rln‘a] frenzy of greed, you could (ree another 21
sectors by writlng 'FF's' in the bit maps for tracks 301 and 302
leaving the VIOC display looking like Lhis:

38: 00 00 00 00 FF FF 00 00

wp: FF FF 00 00 FF FF 00 00

Since Lhis Infringes on the disk space occupled by DOS,
eventually part of DOS will get overwritten by your flles, and
the disk will no Jonger boct. You can still access the (lles,
though, if you (lrst boot DOS from another disk.

Hote: freeing track $00 in this manner-i{3 of no benellt,
since DOS will refuse to write on thls track even Il 1ts bit map
contains 'FF's' and all Lhe olthers are zeroed out. Patching DOS
to write on track $00 is not advlisable because | a flle's track
and sector list happens to end up there, the file |3 likely Lo be
fnaccessible. ’

Bepaicing a Clobbeced YIOG

I think you can now see that If a VIOC on one of your disks
as:cldenk.ly gets corrupted, ft is a trivial matter to rescuc the
files. To demonstrate this, let'ststart by blowing away a vToC.
Take the nevly fnfttlallsed disk out of your drive and pul your
practice copy of the System Master dlskette in fts place. Hext,
read In Its VTOC, place the cursor on the lirat byte In rowv $00
(probably a 3$0u), and type in 'OF', Place the cursor back over
this byle and press CTRL X. The asector will instantly be rilled
wilth ‘0OFY“a*, Write this Informatlon back to the VTOC of your
practlice dlak. If you now try to boot It or load a fle, you
will get a FILE NOT FOUND error (DOS now thinks that the catalog
begina with scctor $0F on track 30F).

To fiIx this, read In the VTOC from a good disk and pll-ce the
cursor on the first byte tn line $38, MNow press CTRL Z, r1114ng
the display with '00's' from the cursor to the end of the sector.
Thia zero's oul. the entire biL map (ield and thus makes aure that
o Fh e o thee ok pet nverwe b LEen o ng fulure unn, Finally,
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fnformation onlo track $11, seclor 300 of the
clobbered disk. It Is now perfectly usable agaln, Its only frault
belng that no more data can be stored on {t. If this were not 2
practice dlskette, the solutlon would slmply be to FID (nolL COPYA
because {t @lso transfers the zeroed-out VTOC) all the files
scross to s newly Inttialised diak and reinftiallise the one thal
got corrupted. Mowever, don't bother dolng this with your
practice copy.

write this

Undeleting Programa

~The first thing you need to know {s that DELETEing a lle
does not sautomstically remove L from Lhe disk. The only thing
thet happens {5 that a couple of bytes on the catalog track get
chasnged and the bit maps are adjusted. The flle's name In Lhe
directory and lts program code sti1l)l remaln fntact. The only
exception to this may occur {f you have saved other programa to
the disk since DELETEfng the (ile In question. Il so, DOS may
have overuritten part or all of it.

Master diskette fn a

Put your practice copy of the System
Rows $08 through $28

drive and read in track $11, sector $0F.

should look pretty much llke this:

first byte of (lle name 3pace

/

08: 00 00 00 13 OF 82 CB €5 :€PPSOBIE:
10: CC CC CF A0 AD AO AD AO :LLO
.. (2 more rows of '"AO's' here)
28: A0 AO AD AD 06 00 14 OF FETOo

/

last byte of [ile name space
The '130F' in row 308 fndicates that HELLO's track and
sector llst (more aboul these later) can be found on track $1 3,
sector $0F (bul see the next paragraph); the '62' tells us that
WELLO §s a locked Applesoft (ile. The next five symbols are Lhe
screen codes (l.e., ASCII numbers with the high bit sel -
remember?) for the letters H-E-L-L-0, and the 25 trafling 'AO's'
2re acreen codes for blanks. Their purpose fs to (i1l In Lhe
unufued part of the 30 spaces allotled by DOS to each [Jle name.
The fourth *A0' §n Jine $208 I5 the Jast byte of file name 3pace.
'06' Indicates that HELLO's length I3 6 sectors.

IHPORTANT NOTE: If your System Haster 123 diflferent (rom
mine, or If your versionol FID allocated space In some other way
than mine did when you made your practice copy, the varfous track
and sector numbers that appear In this book's fllustrations may
not agree wilth yours. This I3 no problem, however, since Lheir

Dp3alllop on Lhe catalog track or elsevhere will always be Lhe
tracking down [1les from

jame. So later on when we start
nddreases recorded In varlous placea of Lhe diak, all you need Loy
du Is nubalilule the Luletmal bon vy Alak I place of Uhe

-

tutorial's instructions.

Now I want you to do the unthinkable, Get out of Tricky
Dick with a CIRL C, then UNLOCK and DELETE the HELLO file on your
practice dlskette. Jump back with a CALL 2051 and hit the space
bar. The diaplay of Lhe HELLO catslog entry, Jjust as it was
before you DELETEd It, wil) reappear on the acreen, How stere
hard at the two numbers on the screeh which were designated in
Lhe fllustratfon above a3 the first and last bytes of the file
nume apace. Huving fixed Lheae Flrmly In view, hit CTRL R and

walch the change.
|
seen the first byte ($13) jump down to

and a 'FF' appear where the firat
g the DELETE.

You should have
replace the last byte ($A0),
byte was. This i3 all that actually happened durin
So here's how your screen should now look.

i
first byte of file name 3pace
/ '

. 00 00 00 FF OF 02 CB C5 :€€ESOBHE:
10: CC CC CF AD A0 AO AO AO :LLO :

1

28 A0 A0 AD 13 02 00 VU OF SBETO:
/

last byte of ile name 3pace

All we have to undelete HELLO §3 to put things back the way
just type an 'AQ' over the "13' {n the last byte
first byte where Lhe 'FF' {a.
looking llke the following

they were. So
position and pul a 13" In the
Lines $08 and $28 should end up
illustration.

08; 00 00 00 13 OF 02 CB8 C5

28: A0 A0 A0 AO 06 00 14 OF

If they do, write the sector beck to the disk.

WELLO will now load, run, and appear during a CATALOG just
like before. However, there |3 stil)l one small detaill we need to
attend to. Read In the VTOC sector and bring line 380 Into view,
If you zeroed out the VTIOC during the f(irst part of this
tutorial, you will probably now find a 'FC' in that line fnstead
ol a '00'. This 1s because DOS haa altered the track $13 bit map
Lo reflect the fact thalt sectoras $0F and OE, previously occupled

by HELLO, are now avallable.

to fix the present VTOC Is simply to write # ‘00!
However, changing bit maps fs not sdvisable with
since you are unlikely to know which sectors they
So ‘the best thing to do i3 to
ory snd then save ft back sgsin

One way
over the 'FC'.
most [iles,
occupled before they got DELETEd.
laad the File Inqueation Into mam
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to the disk. When this Is done, DOS will automatically adjuat
the bit maps for you. :

Edla Tupa Elaaa

\
thet '82' {n the third byte position? Notlce that
it got'chenged Lo '02' sfter the DELETE. This Is the file type
fleg; the rirast value signals a locked, and the second, an
unlocked Applesoflft program. llere's the complete 1llst.

Remember

Edla Tupa Vploukad Leoaksed
Text (T) 00 80
Integer (1) 01 61
Applesort (A) ' 0?2 82
Binary (B) ol an
S-type (3) 08 68
Relocatshle (R) 10 ) 90

Eliwipoatins biddan Ceolrol Chacaalaca

Sometimes control characters are embedded on purpose (a
rather deted protection measure) or accidently {n program namcs
“in the catalog. If this happena, the name will appear vwhen you
CATALOG the disk, bul you won't be able Lo acce3s Lhe file. To
Lo desl with thla minor nujlsance, Jump oul of Llhe
Then UNLOCK and DELETE ANIMHALS on your copy of the
Now type SAVE followed by Lhesc keystrokes:

see how
Tricky Dick.
system master dlsk.

T CTRL A E CTRL B S CTRL C T

This saves a flle called "TEST" wlith control
choracters hidden between cach letler. How CATALOG the dlak.
You will find "TEST" second from the Lop of the liat., However,
{f you try to LOAD or RUN TEST you will end up wilth a FILE HOT

FOUND error,

plus RETURH.

lncldentlyf 2 neal trick for qulickly aspottlng f1le namen
which contaln control chsracters Is Lo Llype INVERSE, follouwed by
CATALOG. Do this with your practice diak, and have a close look
sl the right edge of the vhite field tnwhich the fnverase catalog
entries appear. Directly opposlte TEST you will sce a telltale
notch tellling you that some hidden characters have used up screen

aanc without sctuslly appcaring on the screen.

Now go back Into Trilcky DPick, read In track $11, sector $0F,
and look at line $30. In the ASCII section on the right you will
see the ffle name "TEST™ with an Inverse 'A', 'B', and 'C' in
between {ts letters. These are the control characlers you typed
fn when you ssved the file. You can atill RUW or LOAD TEST by

typing In these extra symbols when you access Llhe {ile, butl Lhls
would be rather troublesome.

Next, pleace the cursor over the second byte in rouw $30 (a
DUy, Hexl Lypoe o S1LET 2 Yau willl aner Lhe Inverne mennnpe ¢

¢ Hips. 1
T

Lo
o

P

F—
B-=A
o

=

C1L- SHIFT\ 2. .

"HIGH ASCII"™ appear next to the word "DATA™ at the bottom of the
screen. This intdlcates that anything you now type will be in
screen ASCIT with the high bit set. Key Inthe letters T-E-S-T
and follow thia with 3 taps on the space bar. You wlill see the
letters echoed in the ASCII section, and the apaces will appear
fn the hex dump as 'AO's'. Now press down the CTRL, SHIFT, &nd
'"P' keys all at the same time. The display at the bottom of the
screenwill change to "HORHAL HEX™ and you wil) be back in normal
mode., Finally, write the altered sector to the disk. All those
nasty control characters are gone and the file will now answer to
Ita real name, g

Elpdipg and Cbaoging a Bloacx Ellela Mddceas and Lenglb

This exercise will take us fUrther afleld on our Jouney
alohg the Apple diak, and ve will be leaving track $1) to trace
'lhc whereabouts of some aclual program code.

Read In track $11, sector 30F. Then hit CTRL F, followed
by CTRI.H Lo gel to Lhe bolbtom of Lhe aector, and finlsh off with
unolher CTRL F Lo Fl1p back Lo Lhe ASCL] display. Lines $DB and
$E0 should contain the followlng information,

DB: AO AD AO 1Y 00 19 OF Bn QeYoD:
EO: C2 CF CF Du B1 B3 AO AQ :BOOTI13 : s

The "19 OF' in line 3$DB tells us where to find the (irst
secltor of BOOT13. The '84' In Lhe ssme llne tells us that we're
dealing with a binary ffle. So let's read {n track $19, sector
$0F and have a look. g

We are stil]l in the lower halfl of the sector display (rows
$80 - $FB), bul need Lo get back to the beginning. Holdlng down
Lhe CTRL key while presaing 'F', '1', and another 'F' should do
the Urick, The 3 rows of numbera starting on line 308 constitute
BOOT13's track and sector llat., A3 the name {mplles, this 1ists
all the tracks and sectors occupled by the (1le. If your copy |3
the same a3 mine, Lhis should show BOOTIJ3 starting on Ltrack $19,
scctor $0E, and running down to track 319, sector 306.

08: 00 00 00 00 §9 DE 19 0D

18: 19 08 19 07 V9 06 00 00

How hit the-left srrow key to get to sector $0E, snd do »
read. Your sceen will display the first 128 byles of the progrem
code. The [first 4 bytes of this data glve the address and length
of BOOTI13.

firast byte of program_code

address length J=
00: 100 17! iFO 0B8] 20, E3 03 @81

o
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In the ususl 6502 reverse notation, this tells us that
BOOT13 starts at locatfon $1700 In memory and s $8F0 (declimal
2288) bytes long. You can relocate BOOT13 3o Lhat it BRUNS or
BLOADS al another address In memory simply by changing the first
two bytes. For example, change byte $01 from '17' to ‘16 and
write the sector back to the disk. Then get out of Tricky Dick,
RLOAD BOOT13, and type CALL =151 followed by '"1600L'. You will
see the firat 3 bytes of the program, 20 E3 03" start al $1600
{nstenod of the orfginal $1700. Do not Lry to run BOOT13 at this
address, however, because It {3 not a relocatable program.

You wil)l now have to BRUN Tricky Dick once morec, since
BOOT13 has blown parlt of It oul of memory. Do this, and read In
treck $19, secclor 3$0E egaln. Ir you plan on putling your
practice copy of the System Haaler Lo usc lster on, you had
better change BOOT13's start addresa back to $1700.

Place the curasor on byte S04 (a 120') In row $00 and hit the
'L' key, This will give you a disassembly of the first sector's

code. The (irst fnstruction should read "JSR $03E3" (meaning -

Jump to 8 SubRoutline which atarts al the address $03E3). This Is
8 kind of fndirectly routed GosSuB to a DOS subroutine which
tells DOS the whereabouls of aome vital dlsk reading parameters.

K'eep preasing 'L' untl]l byte $A9 scrolls Into view near the
top of the acreen. You should now be able to 3ee the word
nSECTOR™ {n the ASCII display column. The additlion of Uhls
ASCII Information to the disassembly enables you to quickly
locate any text in s block of machine code. Keep hitting 'L's'
until you have dlssambled your way through the entire seclor.
When you resch the end, the Jower parl ol your screen will be
blank and nothing further happena In reaponac to an 'L'.

Listing Appleanft pr lokeser Progcams Directly frow Lbe Riak

This works pretty much the same way as Lthe above process.
Resd §n track 831, scctor SOF and find the address of HELLO'S
Lrack snd sector 1ist. It should be located on track $13, sector
$OF, 30 Increment Lthe track number Dby pressing the ' key Ltulce
and do a read. The track and secclor fnformatlion now on your
screen reveals that the HELLO program code atarts on sector $0E

‘and occuples S sectors on the same track.

t the rirst line.

-
+ Nlow read in sector SOE and take a look a
that it

The 1llustration below showa how Lo Interpret the data
contains.

start of program code
length line no. /
00: 71 O0n} J19 081 J0A 00} B2 20
\ 7
memory locatjon of next 1ine

The firstl 2 bytes tell us that MELLO i3 $u71 (decimal 1137)
bytes Jong (no starting addresa |s plven at the beglnning of an

(Y
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Applesoft program because It automatically losds at $801). Bytes
302 - $03 arc a poinler Indlcatling that when HELLO i3 In RAH, the
next Iine will start at $819. Each line of an APPLESOFT program
starts with this type of polnter, though, of course, you don'L
see it when you LIST the code. Moving on, the 'OA 00' is the hex
equivalent of the [lrst line number (line 10). Finally, the
program code {tsell starts with 'B2", the Applesoft token which
stands for 'REM'.

Now press CTRL L, followed by 'A'. The cursor will jJump to
Lhe top of the ncreen and change the TCALY' to a 'CALD'. This
Lella Tricky Diek thal you wanl a l1isLing of some Applesoflt code.
Pul Lhe cursor over the 'D2' and press ‘L' Lo 113t the flrst
sectorful of NASIC. The continuatjon of this code can be found
by moving on Lo acctor 30D and Lyping 'L' sgaln. You can Jook al
the whole of any Applesoflt program by noting In Its track and
segtor listL the seclors fL occuples, then vorking through Lhem a3

explained here.

By the way, when you are llsllng the flrst sector of en
Applesoft program, placing Lhe cursor anywhere to the left ol the
first token may result in a spurlous [jrsl line number. This {3
because Tricky Dick Interprels the length and polinter bytes a3
AASIC tokena. The rule Lo follow when LISTing nny sector 1a to
place Lhe cursor on Lhe first byte to the right of Lthe rtrat '00'
in Lthe sector. '

Integer Jiatings work almost exactly the same 23 those of
Applesoft. If you wantl La Lry one, get the address of the track
and seclor 11st for ANIMALS from track $11 (the !81' In front of
Lhe (ile name tells you that Jt's 2 locked Integer program).
Ihe f1rab line InLthe firal aceclor should look 11ke Lhe followling

Il1lustrallon.

) first byte of program
length line no. ./
00: ‘6D 10} 08 100 00 SF Bl EB
\
length of rirst line

The preliminnry informatlon Lells us that AHIHALS {s $1060
(declmal 4205) bytes long, the first line 13 8 bytes long, and
its line number Is O.

Type in CTRL L, then 'I', to sultch on the INTEGER BASIC
Ilater. Pul Lhe cursor over the flrst program byle (Lhe 'SF')
and hit 'L* to dlaplay a 1isting of the first sector.

To return to the asaembly 1i3ting mode, simply type CTRL L
followed by a '*'. You csn also gel any of the sbove liatings on
your printer a3 explalned under "Printing Hard Copy f(rom Tricky
Dick®™ In "Tricky Dick's Instructlons” In the first part of this

section. .
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If you have followed along with me this far, you will have
put to use most of the Tricky Dick commands fin realistic dlsk
editing teaks. So by now, you should be able to use Tricky Dick
pretty easfly and find little difflculty fin dolng more advanced
work, But wheat |s l&r more fnportant, you already know more
sbout the DOS 3.3 disk than about BOI of all Apple users. This
{3 only the beglnning, hovever. By the time we [inlsh our work
together, I hope to elevate your standing from Lhe top 201 to Llhe
top 11 of the DOS fntelllgensia. So turn off your machine flor a
while and take a well-desecrved colfee break belfore we begin
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CHAPTER THREE — Intermediate Level Tricks with Tricky Dick

These aren'l really. any more dirfficult than the things
discuascd In Lhe foregolng tutorlsel, but I'm golng to describe
them in somewhat less detall., So if you elready knew something
about disk formatting when you bought the CIA, sand found the
tutorfal a bit elementary, this {3 the place to atart, put don't
forget that the following techniques, apply to pOS 3.3 only unless

otherdise stated.

Avplding DOS Language Lacd Llokbaer

DOS 3.3 has particularly pesky subroutine which stores a $00
in the first byte of the language card uhenever we do 8 PRLG.,
This In turn makes DOS think Lhal the language card 13 emply., S0
§f you happen to have INTEGER DBASIC (or some other program)
and then boot up from the quboard, you always have Lo

there,
rebool your System MHaster and hang around while ft reloads
INTEGER.  Hoal al Lhe Llime, however, & perfectly good Iimage ofl

INTEGER 13 stil]l tn the language card In aplte of the LANGUAGE
HOT AVAILABLE message you get when you try to call 1t

Fixtng this 13 a pl'cce of cake. Just read in track $00,
sector $09, and write 3 'EA's over Lhe '8D 00 EO' in line 100,

Jeaving 1L looking like this.
DO: CO A9 00 EA EA EA UC un

Then write It back to the disk. Any dlsk with this patch in
fts DOS will leave INTEGER In peace when booting.

IMPORTANT MOTE: I know It seems obvious, but don't forget to
reboot Lhe DOS you've Juat altered ulth the lolloxing patches If

you wanl Lo scec Lhem In actlon. 7/

Switchipg Lbe UELLO Elle

To make this slmple alteration, resd In track $01, sector
$09. Starting with byte $75 Iin llne $70, you will 3ece the nome
of the HELLO program. If you want another ffle on the dlsk to
run autlomatically on boot-up, put the cursor over the first byte
ol Lhe NLLLO [1)lets name (a 'CB' for 'H' on mosbl dfsks), snd key
fn SHIFT 2 (the ™ chsracter). How Lype In lhe new ftle's neme
and press down the CTRL, CSHIFT, and @ keys together, returning to
normal operatfon. If the name of the new file Is shorter than
that of the old one, there will]l be some unwanted characters
Lacked on at the end. Be sure to type 'AO's' (ASCII for 3paces)
over these before writing the sector back to the disk.

Pslog a Bipacx or EXECabla BELLD Elle

Normally, when DOS flnlshes booting into RAH, it lssues a

"RUN command to start the HELLO programn. However, {f youused the

foregoing method to swuitch HELLO to a machine language Or EXEC
f1le, you will obviously wanl DOS to fssue the correct BDRUN or
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EXFEC conmond on toot-up.
%0D tnd change byte $42 from a ‘06" to:

(1) a '"3u' to BRUM a 5lna}y HELLO program;
(2) a '14' to EXEC an EXCC file.
low wrfle the scclor back Lo the dfak. You may wish to make
Lhis and the foregofng patch on a COPY of your ClA disk s0 that
ft's DOS RRULS Tricky Dick fmmediately on boot-up. If you do,
you should leave line $h( looking llke Lhe example belowu.
U0: 03 A9 34 DO 05 AD 62 2A
\
binary HELLO r)ag
Loadioc & Prograw belweeo DOS aod ILs Dufflera

Having cerrfed oul the preceeding Lwo opecrationz, you might
decide that [t would also be useful to place your program fn some

decure spot In memory where subsequent loading and running of
other fJles coannnl overvurite | L. The Leal vay of doing v hin |s
Lo move the DOS buffers down and load your program on Loep of

Lhen, A sfmple DOS patch will fnsure their complete salely ecven
{f DOS 13 coldalnrtcd. :

To set things up, read In track $00, scclor $0C.
‘00: D3 1C BV VE D 1FE 79 2A

The next step I3 to subtracl Lhe lenglh of your program in
bytes from 31CD3,_.the number shown fn reverse at Lhe beginning of
I'lne $00. So If your rlle was, say, 5200 (cdccimal S512) bytes
long, you'd have Lo work oul Lhal 31CDY - $700 = F1ADA. Tou
ahould now reverae Lhe high nnd [ow Lyles of Lhila reaul U In Lhe
classical 6502 wanner, Llype them over lhe 'D]} 1C', and write the

vhole works to the ¢isk.
' .

00: D3 1A BV 1E BD 1E'75 24

Vhat happens 15, the '"1A D3’ gets changed to '9A D3' on boot
up, moving the buffers dovun Lthe requircd amount. This allows you
to fix your pirogram to run $9D0O0 $200 = £9B00 In RAM,

»Yllouipatioe Lbe Pause durdipe a CATALOG

If you manage Lo accumulatle & large number of files on a
single disk, you may fiInd It uselful to have conlinuous scrolling
during a CATALOG. Ir so, read In track $01, sector $OD of Llhe
disk vhose DOS you wish to provide this service. Then simply

change byle S34 frow a 'CE' Lo a '60' as shown below.

30: BD 20 ED FD 60 9D 33 DO
\

chanped hyle

30

To do thls read in track $00, sector

-

.

!

¥rite this back to the disk and you will find, after

rebooting, that the patched version of DOS will not stop after

each screenfull of ffle names during a CATALOG, but will scroll

rapidly through to the end of the Iist., Irf you hsve an sutostart
monftor, you can use CTRL S to stop/restart the listing,

Cbapglog Lbe “DISK XOLUBEX Calales besasss

In order to personalfze your disks, you might 11ke to have
Jome message other than "DISK VOLUME 25&' appear when a CATALOG
fs executed. If 3o, read track 302, isector 302 and change the
"DISK VOLUHE™ message (written backwardsl) that beglins at byte
$DO. IT you write over the space ($A0). at byte $AF, you can
squeeze In up to 12 characters by hitting SHIFT 2 (the ™ sign)
and typing them {n backwards. So if your new heading fs to be,
3ay, "Sammy's Diak™, lines $A8 - $BB would look li{ke the
flkustration below.

first byte of entry
|
AB: C9 C1 C2 D3 D2 C1 C2 CB :TABSRABK:
BO: D3 C9 Cu A0 DI AT D9 CD :5ID SYYM:
B8: CD C1 D3 O4 11 OF o4 00 tHASDQODE:
‘ |
last byte of wentry

If you carrfed out the preceeding inatructions, end
rebooted, you should get the following hesding on each CATALOG,

SAHHY'S DISK254

-This looks s bit messy, so to get rid of the '254', read {n
track $01, sector 3$0C and type 3 'EA's' over bytes $CO - $C2,
ending up wlth:

CO: EA EA EA 20 2F AE 20 2F

After writing this back to the disk and rebooting, your
catalog message will blaze forth in its most pristine form,

Eultliog beadinga oo Lba Catalow Track

There are few more frustrating experiences than searching
through dozens of disks (or a pProgram you urgently need,
reallzing that you have overlooked ft, and then having to start
the wvhole tedious business from scratch once again. Some order
can be broughl to disk chaos by Inserting headings on the catalog
track and making sure the type of ffles that they apply to are
placed underneath., For example, ft might be useful to get the
following display upon CATALOGIng a dfisk.

T 000 GAMES .
T 000 ~-ne- g

"B 062 PIRATE'S SWAG

"N 071 ROBIN HOOD'S LooTt

o
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With » {nttialtzad dlak In the drive, type in Lhe
following sequence: SAVE XXXXX SAVE YYYYY DELETE XXxxx DELETE
YYYYY. Then examine track $11, Sector $0F and you will see Lhe
‘X' snd 'Y' strings Jusl beneath the HELLO entry. The 'X's" will

newly

most likely be In llne 3)0. 50 alorl by placlng Lhe cursor on
Lhe 'FF' In the line above (byte 3$2E) and Lype in ‘24 00 00°'.
This should leave your cursor on the first of Lhe 5 ‘DB's' (ASCIT

for 'X') in line 30.

Now you can press SHIFT 2 and type In the letters G A M F
S, leaving the atring 'C7 CI1 CD CS D3* In place of the 'D8'3'. Be
pressing CTRL SHIFT P (CTRL ?) to

sure to (iniash this sequence Dby
get back Into normal mode. Lines $28 and $30 should look 1like
this.

28: A0 A0 KO A0 02 00 24 00 BESE:
30: 00 C7T CY CD €S D3 AO AO :@GAHMES

The next step I3 Lo press '"M' 3 times to bring your cursor
over the '13' at the end of the string of '"AO0's In llne sud.
Type in 'A0 00'. Thls should bring you Lo the beglnning ol tire”
deleted entry for the 'Y' program.

Now you have only to repeat Lhe above process. In other
words, Jusbt type *2U 00 00' over the "FF OF 02' In line 3$50.
Then -follow this with a SHIFT 2 and hit the '-' key 5 times,
leaving a trotl of '"AD's' over the '‘D9Y's'. After CTRL €, move
strafght down to the '14 02' and replace this with an 'AO0 00'.
Finally, check everything and write Lhe scclor back Lo the dlsk.
Reboot and do a CATALOG to make sure Lthe heading got sel up 0.K.

fnstead of a normal heading, pre3ss
typing In the heading's letters.
screen

If you want a lashing
SHIFT 7 (the ' character) before
Inverse characters can be obtained by changlng Llhe normal
ASCI1 numbers a3 lollowa:
change the 'C' to a '0'
‘D' Lo a ‘1!
to a '2'

numbers beginning with a 'C'" .....
numbetbs hegimning with a''D' ,.... change the
'*A0' (a space) change bthe 'A'

If you change the ASCII for "GAHES™ In this manner, you

would end up wilh:

: 30: 00 07 01 0D 05 13 RO AO 0GANES
-
You can now transfer your favorlte games to lhe disk and
they will automatically appear benealh the heading. If after

doing this you still have some 3space lefl over, you can easily
use the same procedure to shove anolher heading underneath the
games on lhe catalog, Ffurther files can be added below this, and

30 on.

By the way, when you SAVEd the 'X' and 'Y' {{les, It sectors
dala.

were sel asidec by DOS to store thelr nonexlstent
Subhannuent by DELETEEnp Chienr rend fanted Tl b mngpen boeec b bt
&N
3
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Another point to take note of wes the '24' we put in the
dummy ({les' track polnter byte, This vas done to prevent Lhe
cotalog headlng from Leing accidently DELETEd. If you now Ltry to
access "GAMES® with any DOS command you will get an I/0 ERROR,
since track $2U cannot be reached on the Apple drives (the '-'a!
because they are fllegal catanlog

|

are asalfe In any casc

charsclera).

Uidiog tbe bello Ellc eo Lbe Galalog

If you used the foregolng method to create headings snd
want to get the word "HELLO™ out oftlhe way - or you sjmply want
Lo conceal the existence of your HELLO program during a CATALOG -

you can make It do a disappearing act as follows. First, read in
jtrock $11, sector $0F and put the cursor over the first 'AQ'
after the HELLO rfile's name, Then type in 19 '88's' and check

fnverse 'H's' which will hsave
after "HELLO"™ (or whatever the
since $88 1s the ASCII value

work by counting up the
appeared in the ASCII display
file's name {s). There should be 19,
for CTRL H.

Having done this, you now need to let DOS in on your little
secrel so that It can recognize HELLO on boot-up. So what you
now have to do Is change Lhe DOS record of the HELLO ile's name

as described a couple of pages back under "Switching the HELLO
seclor

File". Follow those Instructlons toread {n treck $01,
$09 and add 19 '8B's' after the HELLO program's name, The
program will run automatlcally when you boot the disk, but of

course, DOS wil)l lgnore any direct commands referring Lo HELLO,
since HELLO now contalns 19 extra control characters.

A couple of points are worth nollng here. First of all,
IL secems thal 19 '88's* {3 always the correct formuls, regardleas
of Lhe file name's length (but you can't hide flles whose name3
are longer Lhan 11 letters due to the 30 charscter max|mum
permitted by D0OS). Secondly, the reason this method worka i3
that CTRL H's output backspaces to the monitor. So what happens
is that the NELLO file's name geta printed for a tiny fraction of
a sccond, too quick [or anyone Lo spot {t., Then along comes the
next filename to completely overwrite It

Cbapeiog RDNS Ercrer Heasagca

If you feel capable of a8 more elequent turn of phrase than
the author of Apple DOS, you might like to change the wording of
some of the DOS error measages. These begin on track $01,
sector 308, byte $75, and end on the next sector ($09), byte $3D,
So let's assume, for exsmple, that you want to change 1/0 ERKOR
message to CRASH OUT (clearly a [sr nmore descriptive cholce).
Start by reading in track $01, sector ,308. The message starts in
l1ine $CB. -
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CB: W1 su u3 CB ug 2F WF 20 :ATCHIZO

Posftion the cursor over the 'U9' press SHFT 7 (the !
slgn) to go Into normal ASCII mode, snd Lype "CRASH OU". How
press CTRL @, followed by SHFT 2 (the " 3lgn) Lo switch Lo high
ASCII (the last character is fn high ASCII to flag the end of Lhe
message). Type in the final 'T' and wrile the sector back. Boot
the dlsk, lesve the drive door open, and Lype "LOAD HELLO"™. Your
sltered messsge should qulckly appecar,

This can be done with any of Lhe error messages. Just
remember Lo end up with a high ASCLI characlter, and make sure
your own messxage's lenglh does nol exceed Lhe one you are
replacling.

Sows ldess for Advapced [rodkrawmers

Here are a few Trlcky Dlick ULIdbita Lhol you assembiy
langusge programmers may (ind useful. And even Il you don't know
your way around sn sasasembler Loo well yet, some of these may
prove helpflful.

When you have one of the CIA modules In memory, hitting CTRL
E csuses Tricky Dick to jump to L and begin cxecullon, This
feature makes {t possible (or you to Install your own program and
ecce3s It with the same Inatruclion. Furthermore, you can easily
Interface your code wilh Tricky Dick Lo call Tricky's internal
routlines. !

The first thing Tricky Dick does on CTRL E is attempl to
distingufsh a CIA module from leflt-over garbage In RAM. In order
to do this, fL EORs the byte al $B8000 wilh the one at $8001,
then CHP's this wilth the byte at $8002. If a match is found, it
JSRs to $8003 where the modules' code begins. Il a match does
nol occur, 2 tope i3 sounded and normal operalion Is.resumed. To
use the CTRL € hook, you need to assemble your programs Lo run at
al thls address and scl up Lhe rirst J byles accordingly.

Tricky Dick contains both a 3.3 and a 3.2 RWTS, The 3.3
*version begins at $3800, and the 3.2 at $3000. They both use Lhe
same JOD which starts at $815, oand share Lhe device
clraracteristics table which starts at $826. The information in
these two Jliats i3 in exactly Lhe same order you would normally
expect, A JSR to $121F Invokes a svbroutine which looks atL 3$82A
Lo determine. which DOS version has been selected, then calls Lhe
appropriate RWTS. Reading or wrilting with this RWTS will be done
using the DOS marks shown §n Tricky Dlck's display. Tricky
Dick storea fls scctor data Into a bulfer starting at $2E00.

If you ‘want to BSAVE Tricky Dick with any patches or changes
to {t, use A$803, L$3800.

You can ce8l) each of the 3 versons of RWTS In the machiné
fndependently., Thus, you coudd, lor example, use the DOS RWTS at

$8800 to read a diak, and one of the Tricky Dick RWTS' to write
ft out agaln - or vice versa. WIlth Tricky Dick and a module In
memory, there I3 atl1)l rree core (rom $4000 to $7FFF for use a3 a
bulffer or anything else. After your program has done Its thing,
ft can return control to Tricky Dick at any time with an RTS.

Boxipg Llpaer Lo Lbe Dlak

Well, that Just about closes the files on Tricky Dick flor
now, though I'l11 be returning to some of this utility's more
sophisticated capabllities when I show you how to vork on copy
protected disks., However, without a little help from Lhe other
members of the CIA, there are just some jobs that Tricky can'l
do. You'll find Lhat for 3some of the work you'lll be wanLing Lo
carry out, you're golng Lo need to delve {fmto the.most
fnjaccessible parts bolh of normal and abnormal disks and make
complete sense of all the fnformatfion they contalin, hat's why.
you now nred to meet THE LTNGUIST.
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CHAPTER FOUR — The Lingulst

Often during the course of your career In disk esplonage,
you're gofng to want to scrutinfze a floppy at the most fntimate
level and obtaln a precise translatfon of what you find there.
It might be that a Ak follure hina Acemlingly renileredd youe moal
preclous [f{)le Srrecoverable. Or, JL may Jual be Lhal you are
fnaatiably curfous to discover the latest animation techniques
used In your favorite games. In facl, whatever your reason for
having acqulred sn Apple, the need to know more about Lhe
Boftware thot makes (¢t apring to life 13 an Inescapable part of
owning snd using {t.

The ability to do this qulickly and easfly will help you out
of maeny atficky sftuations, and Immeasurably Jfncrease your
knowledge and enjoymenl of your machline. Because of the
Linguist's unique talents, you'll soon be able to examine, make
3ense of, and translate {nto machline recognizable form, the raw
dates (rom apy dlsk avallable ol lhe Ulme of Lhia wrliblling -
regardless of the extent to whilch Its formatlling has been
accldently corrupted or delfberately altered.

The Lingulist allows you to do a ravw nibble dump of an enl lre
treck, examine Lhe dala al your lelaure, and Lhen carry oul a
Seclor by sector translationafl Lhe raw disk nibbles Into code in
the form that your machine normally deals with, In other verds,
the Lingufst will transform all 3 of tLhe encodling lormals used on
Apple disks (642, S&3, and Uau) fntLo a recognizable and

executable form,

Incidently, I've noticed that a lot of Apple usaers are
surprised or al lesst uncertaln when the subject of disk encoding
comes up in 8 conversatlon. few computerlsts are aware that the
the fam{lfar form of program code, the one you can view by typing
CALL -151 and 1isting ft, gets unrecognizably altered when it |3
“ritten to the disk. Far fewer stil) can Lell you Just how the
encoding proceaa'vorks.. Tou already recefved a lecting
lnlllalfon 4ntd’ the ranka of the DOS é¢lite [n "A First Word aboul
Disk Data" {np chapter two. In the present chapter you will learn
8 great deal more obout ULhia subjJect and several others. By Lthe
time you finish the book, you wlll be the envy of your local
users' group 83 you nonchalantly extol the speed advanlages of
WalU over 642 and 5&3, and confidently hold forth on other cqually
cioterlc diak toplcs.

The i{omediate Importance of all this Is thet after dumping a
track ‘of raw nibbles and Lranslating them [nto ordinary hex, you
can fmmedistely jump back to Tricky Dick and display thls code as
an Applesoft, Integer, or a3sembly llsting. Of course, Tricky
Dick 13 also no alouch at translating. DBul where a dlsk has been
too badly clobbered, too heavlly protecled, made seclorless,
encoded {n h&h - or simply requires a raw nibble sxemination to
eotablish the formatting - old Tricky 13 just not up to the Jjob.
That's when the Lingulst asprings In.lo sclion at the touch of 8

o
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CTRL E to help out.

HOW TO INSTRUCT THE LINGUIST

Juzt Az wilh Triecky Dfick'sa fnatructfons, If you're an
crperh, oyou can e el aluebed plpnt avuny wilh the Lingulat mercly
Ly using Lhls scclion a3 a reference gulde. On the other hand,
Il you would describe yourselfl as somcwhat below the disk master
level, Lhe best thing Lo do i3 try out each fnstruction
carefully, walching Ils effect on the screen, Having done that,
you'll be ready f(or the Lingulst tutorlal, "The Apple DIak
Language School", which Immediately follows,

Ibe Lineulst Needs Trickx Dick: Tricky Dick and The Linguist
have vhat you might call a permancnt Intimate relationship., That
fs, The Linguist will not work properly unless Tricky Dick Is
also present in memory, This 13 Because the program uses some
of T. D.'a foternal roultinea In order Lo both conaserve RAM and
Lo malnlaln an elffcient Interface with the uvser. So |§r you Lry
Lo run The Lingulst alone, you'll gel some rather strange

ellfects.

Once Tricky Dlck {3y In memory, hlt CTRL C and BLOAD The
Lingulst. It loads in alL $8000 |n memory and can be accessed atl
any Utime from T. D.

Gelling frow Qoe Lo Lbe Olber LZE. 2C): When the Lingulsl |,
In memory, you can Jump to it al any time from Tricky Dlck by
pressing CTRL E. Vhen you flrst enter The Lingulst, the disk arm
recalibrates and emits Lhat grating machine-gun rattle we have
all come to knov and hate. The sound effects nptwithstanding,
Lhis does nol in any way harm your drive. Once {n The Lingulst,

3

yOu can always gel back Lo Tricky Dick by Lyping CTRL C.

IThe Dele Screep (£ or 2): If you happen to need a brief
reminder aboul any of The Lingulat's commanda, Just hit the '/
key to display the help screen. This brings up a list of
Instructions, together with Uheir accompanying keystrokes, A '"
belore a letter fndicates that the CTRL key must be pressed at
Lhe same Lime as the letter. You'can call up the help sacreen at

any Utime.

Ihe Lipeulsl's Data Display: Hitting the space bar gets you
from The I.inpuiat's Introductory or help screens to the data
dlaploy; several of the Lingulal's commands slao automaticelly do
Lthe same. This screen shous you one memory page (256 byles) or
code In the data buffer, which starts at $4000 and ends at $7FFF
In RAM.  The UY-digit hex addresses on the far left of the screen
correspond exacltly to memory locations In the buffer. This
allows you Lo calculate the buffer location of any block of code
by simply counting up. For example, the positfon of the tenth
byte in row $01000 would be $UOO0A.

o



The ™ALL COHHANDS" message at the botlom
you enter the instructfon you want the
tach command 15 echoed on the right of

Enlerineg Covwwanda:
of the screen prompts
Linguist to carry out.

Lhe '7'. An Incorrecl enlry Ia alghnalled by o briefl "ping".

Tcack Selccl [($ 2 2): You can decrement or Increment the
track number (which appears after 'T=') a half track alt a time
by hitting the '¢'" and '>' keys respectively. The track numbers
progress up to $7F, at which polnt wraparound takes place. This
Is to allow the use of The Lingulst with drives capable of
reading BO-track diskettes., To clock the track number forward or
backward rapidly, hold down onec of the two keyna and the REPT key
simultaneoualy. An ofLen qulcker way Lo Inpul a track number |3
to type In a ';', folloved by the number. Thls only works for
whole tracks, bul the next adjacent half track can always be
3pecified by hitting the '<' or '>" keys.

Seecklpg Lbe DIak Arw Lo Irack 300 (2S5): HitUlng CTRL S
recalibrates the disk arm, pulllng 1L back Lo Lrack 300. IUL comes
In handy for clocking back the Lrack number rapidly, and also to
glve your drive a refcrence point Lo (ind the selected Lrack
(during a rav nibble read your machine makes no check of Lhe
track numbers on the dlask Lo (Ind Lhe currenl track).

Beoaddog a Track (-B)l: Hit CTRL R to read the dealred Lrack
fnto 'The Linguifst's buffer. Be sure to selecl Lhe correcl drive
vhile stil)l In Tricky Dick beforec jumping Lo Lhe Linguist. One
buffer page of data will appear In the data display arca
Inmediately alfter o rend, It the Introduclory or help acrecens
were up al Lhe Lime of Lhis command, a swilch Lo Lhe data dlaplny
will avtomallcally take place.

Paging Lbrowgb Lbe Buller (acrowal: Pressing the right arrow
changes the data display to the next page In Lhe buflfer. So If
Lhe data from, say, locations 34000 to $WOFO arec dlaplayed,

$U100

hitting the right arrow once (lips to the data located from
Lo $41F0. This can be continued untl]l you reach Lhe end of the
bulfertat $7FFF, In the ' same manner, Lthe lefl arrowv pages

backward a page at a time unLil you gel Lo the beglnning ol Lhe
scrollling can be accompllished by holding

buflfer, Extremely fast
dowun one of the arrovws and REPT at Lhe same Lime. The controls
are "locked"” so thal you never accldentlly stray lower than the
beginning or higher than the end of lhe bufller
>
Juwn Lo Lbe Begdoondong ar End of Lbe Bulfer (ZB. ZNH): You can
fnstantly get back to lhe beginning of the buffer at $1000 by

hitting CTRL B; CTRL M takes you right Lo the end (page $7F).

Cucaor Yoyewenls (I. Ja Ko Y and ZI. ZJda 2K ZH): 1, J, K
and H move the cursor around the data display just like they do

when used for Applesoflt editing. When these commands take the
cursor beyond Lhe edge of the screen, scrolling or wrappling
around occurs. For example, pressing 'K' wuhen the cursor is at
the end of a row causes L Lo jump to the beginning of the next

Lhe boLtbLom Line of Lhe

rovy preasing 'H' when Lhe curaor I'a In
o
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display causes the screen to acroll up one line. Holding dowun
CTRL and hitting any of the U keys increases the distance
covered, causing the cursor to Jjump to the edge of the screen,

A continuous sacroll can be obtallncd by moving the cursor to
the top or bottom of the sacreen and pressing REPT together with
the 'I' and '"MH' keys respectively, This can be contfinued until
Lhe first or last line of the buffer data appears on the screen.

Decodlpg Lbe Addreaa Eleld loforwmatlon (curaec controls): At
the bottom lefl of your screen you willl find a scparate line of
data conslating of o H-digit sddress followed by & 2-.diglt
numbers. IL dlsplays a tranasat{on ffom Y44 {nto normal hex of 8
consecutive disk nfibbles starting with the byte under the cursor.
This enables you to decode the address fleld Information by
placing the cursor on the first byte to the right of 'DS AA 96"
address (leld header of any sector. The data line will display
the resulls fIn the following order: Lhe buffer sddress of the
byte under the cursor, the disk's volume number, the current
track number, Lhe number of the secltor whose address f{eld you
are examining, and the address (leld lchecksum. The bufller address
fa always a U-dfgtt number and the other ftems are each 2-diglta
long. All 8re In hexadeclmal and the sector number represents
the phxalcal sector on the diask. The meaning and Interpretation
of this data will be fully explalned In the tutorlal which

follows the Instruction sectlon.
Since mast dl3ks use 444 nibblea in the address fleld only,
the M4u Lranslatlon will ususlly be mesningless If Lhe cursor |3

placed elsevhere among the sector data. One Important exception,
however, occurs when enlire files have been deliberately encoded
In the 44U mode (as can be found In many current games). Il you
are workling with such a disk, you can decode 8 string of B ugu
nlbbles by posltioning the cursor over the (Irst byle of any Hu&u

byte-pafr.

Cbavelpg Lbe Dacodiog Bode LZD): To switch between the 642,
583, and Y34 decoding modes, hit CTRL D, followed by the number
alfter Lhe '4'. For example, I ypu are presently in 642, you
vill see a '<62>" jJust under the '¢(-->' at the upper right of the
To change to, a3ay, 543, type In a CTRL D, causing the
and cover the '6'. This 13 your cue to press

screen,
cursor to leap up

the '5' key which automatically changes the displayed mode to
v58 3r. If you previously changed Tricky Dick's DOS versjon to
J.2, the display will already show '543',

Trapalakdpg a Seclor (2T): After having selected the
encodling mode, place the cursor over the first byte after the 'DS
AR AD' (on a normal disk) data (leld hesder of the sector you
vant to translate, Then press CTRL T (which evokes a high-
pitched squecek), and Jump back to Tricky Dick with a CTRL C. The
sector's raw disk nibbles will have been translated into normal
hex bytes. The translatfon will be {n Tricky Dick's buffer and
can be displeyed on Lhe screen In the ususl msnner by pressing

39



in Tricky

any key. You can also use the procedure described
Dick's Instructions to get an Applesofl, Integer, or asscably
1isting fronm Lhis code.

If you are Jumping back and forth between Tricky Dick and
Linguist to translate a serles of sectors In the above
marner, you may be hampcrec¢ somewhat by Lke recallbrate each time
you press CTEL E. A patch to the Linfulst which ellminates this
13 8026:2C from the monilor. However, Il you change Llrack number
you puskl let The Linguist recalibrate Lo get ils bearings. Do
Lhis with CTRL & as described previously. To patch back Lthe CTR[T

The

E recalibration, type in 8026:20 (rom the nenflor.
Remenber that Il you are translating U&h, the disk is likely
Lo be seclerless, Vhat you. fet when using this encoding mode is

e translatton cfl 512 ¢~ ot Ot 'Y oot R et oo o

normal hex,

You probably won't neced to dq
this often while using The Lingulst. If you do, however, y b
will have to go back Lo Trichy Dlck with a €TRL C, chanpe Lhe

drive number from Lhere, and Lhen jump Lo The Lingulstl wilh cinL
= :

Cbapgdpg Lbe Driye luober:

The other Tricky Dlck parms such aa the seclor nunher, DOS
verslon, and sector marks arc nol relevanl Lo the operation ol
The Llngulsl. This is because The Lingulst reads in an enlire
Lreck al a time and complelely ignores Lhe disk's formaltlng.

no printer
It's easy Lo

Gettlipg Hacd Cory froo Ibe Lipgulsk: Although

dunp subroutiné has been fncluded In The Linguist,

get hard copy of a glven scclion of the bulfer, Flrst make a
note of Lhe beginning and ending bulfer addresses on The
Linguist's hex display of the block of dala you wvanl to print,
Then gel fnto BASIC by hitting KESET once or CTRL C twice and
turn oniyour ppinter carc. Finally, enter the monitor vith CALL
-151, type Clirst addrc5<5 ¢second address> (e.g., Hooo.uo1o),

cnd your printer will start churning out Lhe copy.

THE APPLE DISK LARGUAGE SCHOOL - A LINGUIST TUTORIAL

-

Afler the precceding briel breather to get you acqueinted

with The ULingulist's fnzlructions, wc're now ready o begin
another leg of your Jjourney towards genfus-level dilsk I.Q.
““hereas in the Jast tulorfal we covercd the terraln rapidly,
hopping from sector to zector in the catalog trock, and even
leoping several tracks In a afngle bound, we'll now be procecding
at 8 vuck slower pace. In fecl, wve're golng Lo Lravel on [lool In
this chapter, carefully plcking our way from byte Lo byle on one
trock 2t a time, and pausing often Lo deliberate on whal we find
Lhere.

o

v

'
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Let's start by getting Tricky Dick going, pressing CTRL C,
and typing "BLOAD THE LINGUIST"., To meet The Lingulst lace-to-
bringlng up the {ntroductory screen, Though

face, type CTRL E,

your drive will lmmcdlately begin to emit the dreaded dragging-a-
rake-across-a-corrugated-roof 3sound, nothing I3 wrong. The
Lingulst {3 merely seeking the disk arm to Lrack $00 to

Dolng this gives The Linguist a reference point to

recalibrate.
the arm to the requested track.

start counling from when It steps

This gives

Now press the '/' key to view the help screen.
that you can

an encapaulation of The Llngulstfs fnstructions
always turn to any Lime you need a-remfnder,

some real diskovery. Put an
inftialized diskette fn your other drive (or the same drive |r
vou ¢only oun one) and make 3ure the drive number, shoun after
"DK=""1"3 Torrect. Jf nol, you'll ‘Nave' to go back tao 1r1cKy
with a CTRL C, change the drive number as described in chapter 2,
and enter The Lingulst with a CTRL E.

Now let's get down to

This {3 probably B good placé to expsnd s little on the two
ways of reading a dlask dlscuased In chapter 2. An additlonal
difference betveen a rav nlbble dump and an RWTS read Is that the
latter, belfore doing anything else, looks at certain fnformation
Lo determine Lhe Lrack number over which the disk arm |[s
posltioned, It then uaes this number 83 3 reference
point from which L steps one Lrack at a time to gel to Lhe
requested track. However, during a raw nibble dump, no snalyatas
whalsoever of dala on any track i3 ever made. Thls sllows a raw
nibble dump Lo succeed regardless of Lhe contents and lormatling
(or lack thereof) of the disk under conslderatlion.

this process makes it fmpossible to ansver
Lhe {nftial question, ™"™where |3 Lhe dfsk arm?", So b
recalibrating to track $00, you glve -the raw nibble dump routlnc
a starting point from which to count up the tracks, This
provides a clue to the way nibble coplers operate. Slnce they
circumvent 0DOS entirely and deal direclly with the raw dlsk
nibbles, you almost always get the recalibratlon clatter Just
before Lhey start copylng.

Unfortunately,

%
By the way, at this poinlL you may well be seething at my
confuslng practice of referring to dats 83 "bytes"™ when they're
sftting In RAH and then switchlng to Lhe term "nibbles™ to talk
aboul Lhe 3ame dala once they get stored on the disk. After al),
aren't nlbbles supposed Lo be shorter than bytes? Well,
unfortunately, "nlbblea™ has become the "officlal™ term for dlsk
data for certaln technical reasons which don't warrant a
descriptlion here. Just remember that the "dfsk nibbles™ you see
In The Lingutiat's deta dlaplay are the same 3lze »s Lhe "bytc:
we looked at with Tricky Dick - 8 blits long.

Now hit the '>' key twice to clock forward to track $01 and
CTRL R togrend In the entire track and (1lp to the data

press
You will end up wilth a .sorecenfu)l of hax numbers, the

diaplay.

W1
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first two 1ines of which should look something like this:
ersl data byte tn buflfer

B000-9BAFFUEF DFFSFSDF ESF6Fu

; ET ESF6F3E6
//“;)IO—ES[)M]FD DYFFBDYD 9FA6BBFD DF[)}FEB]
bulffer addresses

P
Jomtuhl:ra:cmt:ot:nlcllaL‘Oa‘] L(hough the above 2 lines actually exist
In 3sector SOF b p
aot o ¢ ecxact)
you:kdellsyplta(; ar.z;'l'hcian:n datn reslding In Lhe FirstL L\:oyr(:)ltlwa;:f
[ . 113 13 because a rau nibbl 1 )
e ble dump 3lmply turns on
SlarLd"rlvre (l;nlolor, m‘ovcs the arm Lo requested Lrack, and Lhen
o) ucﬂ lng al whatever pofint on Lthat track the arm happens
sEoras s 3:) at. I't keeps on reading until It r1lls the datLa
g a1 8 cee. Thus, each tlme you read the same track, although
bl TahDIlJurc a:l Lhtc data, the dump vill beginal adifferent
o contrastxs with an RWTS read I ¢
breatly T ol o . read which always poea
apecifilcled scclor and . 2 Jf g
Lthe beglinning of thal seclor. sl rewdli pretsely s

Dats Storaee and Lbe Bufller

" " y )
\lhlc.hrhrchcb[‘:‘lr,:;;]:: pslabc]::klﬁi r;ncrlnur:: (34000 Lo $TFFF In NWAM) In
. dala from Lhe track ]
;::g;;f:; Lh: 'U000' and 'UO10'" in the last lllustlrlalhlaoan:::
i e a the beginning of The Linguist's bulfer. The

erlng system works jJjust like Tricky Dick in thal the number
;)rtu Lthe extreme left Is Lhe memory address of Lhe (irst byte in
lh:[rcﬂ:(a)ectllvq“ roxiII Aln other words, the irst byte {n the row
i rEs -w th‘ 0TS ytl)nfr‘l‘t“s‘l'u'f:b‘ a1’ 3WUVYT 1 memory.
next byle (an 'AF') can be found at $U001, and so on.

How let's play around w
arrow once and nole the Insltlar:nllah:c:tinssp::ici*bl't‘“ ““;ut;s";'éég}“'
-j:wtal fhe beginning of Lhe lirst Ilne tells you'thal y‘ot;mha;:[
bura‘_ermovTT]ci ds‘f;O(i (decimal 256) bytes forward Lthrough Lhe
e k.ey b ",pa ay"vl:)l move along one page each Lime you press
(decjmaj'zsb) 1‘ Lgc " y the way, refers Lo a block of $100
i Tyl [r'yccs ij RAH beginning atl an address ending in
(Joe. page su0 lol paag‘:.- (sfnrll).mogr““on e

-~
l“’rOVYou lcr:m get the same effect In reverse by hitting the JeflL
A . . you do 3o now, you will see page 340 pop back i{nto
P I your cursor is on the boltom line of the display cach

‘U;nlcmyl(;u hit "H', another llne of 16 bytes will scroll fnto view.

e ar effect In reverse Lakes place when you press '"I' with

il rsor on the top line. llolding down the REPT key together
h elther 'I' or 'H' moves things along a bit faster.

Mow since the buffer extends fro $!
i : m 1000 to STFFF in memor
I3 thus $4000 (decimal 163061) bytoea long, you might llke .‘l()ln:‘

rap

pld meann of velllng (rom ane enid Lo Lhae olher, The | Inpgul sl
| " %
4

By

B
=
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provides a couple of ways of doing this. You can get extremely
fast scrolling by holding down the REPT key together with elther
right arrow. Remember also that CTRL N takes you

B shoots you back to
I you 1ike.

the left or
right to the very end of the buflfer and CTRL
the beginning. Go ahead and try these commands out

a good time to point out a couple of
Important detnlla aboul Lhe wny raw disk data |3 placed in The
Lingulst's bulfer. First of all, Lthe totesl number of nibblen
stored on any one track usually runs around 6,300 (decimal). The
exacl quantity depends on the speed of the drive In which the
disk was inftialized (a cruclal factor In a couple of copy
protecllion tecchniquea ['11 be tnlking sbout later on). Since The
Lingulst's buffer Is over 16,000 bytes long, this makes It
posssible to store more than one Image of the requested Lrack.

This seems like

} Thus, the fir3t image starts at 34000 in the buffer and
almosl always ends somewhere on page $58. The second Image
usually starts on page $58 or $59 and flnlshes on or aboult page
371. Thin leavea un with enough space betuween pages $71 snd $TF

Lo ature close Lo 9 accltora of a Lhird Image.

Why bother with more than one fmage? Remember that during 3
rav nibble dump, no analysis whatsoever of the track's data 1is
corrled ool Thisn meana Lhat, unlike an RWTS resd by Tricky
Dict, Tie Lingulal ducs absolulely no checkling Lo make sure the
data has been correctly read. So ft's not at all fmpossible to
find a glitch-or two somewhere In one of the track images, When
you use The Linguist to translate a3 sector of raw njbbles and
subsequently get Tricky Dick to llst ft In recognizable code, any
errors In the sector's orfginal data will make the 1isting more
WAL GO an L ot whurta uatea e d Ir vau rina a ‘1ew “@pparentdiy
meaningless byltes in the fInal display, youcan always go back LO

the treck dump and translate one of Lthe .other fmages of Llhe

corrupled seclor.

Ibc‘ Sync Bxles

Press the right arrow a few times and vatch for a longish
'FF's' in Lhe midst of ;the olher data. They should
pofnt when looking through the raw
s wunen you reach the first batch.

bytes (or sync nibbles) whlch
in.

string of
always serve as 3 focal
nibbles, so stop Mipping ..
These 'FF's' are the notorlous sync
enable the machine to lock in correctly on the data {t reads

Just to put you in the plcture on sync bytes, I'm goling to
digress a bit here to describe then more fully. First of all, If
you look in Appendix A, you'll find that 'FF' In hexadeclimal
Lranslates fnto '11111111" fn binary. llovever, the sync 'FF's!
are somewhat specfal In that they have 2 exlra zeros tacked on

the end to glive '1111111100', a kind of 10-bit byte.

These extra 2 '0's’', belleve It or not, enable the machline
to correctly divide up into 8-bit byles the thousands of bits
thal come pourlng In on ench rend. Forlunately, Lhe preclise way

u3



‘to tell

r

unfolds Is of no relevance to anyone bul a
professfonal englneer, 23 state of affalrs which allows us both to
escape 8 detalled 3 pages or so of explanatlon. Nevertheless,
there are a couple of Lhings about 3ync byltes which need to be
mentioned.

this process

Firat of »11, you need to know Lhat Lhe 2 '0'3" arc thrown
away well before the sync byles gel stored In memory., In lact,
fL 3 this very throwing away process which makes these bytes do

Lhelr job, Secondly, the sync bytes mark Ulhe beglnning of the
Lwo maress Into which the aecclor Ia divided - Lhe addreas fleld
and the dasls (leld. Lel's have a look al the address fleld
frst.

Ibe Addreas Eleld

To help along the discussion of these two sector parts, I

have reproduced a block of data from my raw nibble dump of track
of data in your

301, Don't worry about locating this same patch
own dump. Juat compare {L with any group of bytes which beglns a
longish string of 'FF'a". v
sddress fleld sync bytes address (leld hcader
/7 / / / 7 / L | \
uiA0 .- FF FF FF FF FF FF FF FF FF FF FF FF FF DS AA 96
41p0 - FF FE AA ADB AF AE FA FDB DE AR ED AC F1 FF FF FF
\ 7/ \ 7/ \ 7/ N 7 N § \ P T )
volume track secctor check- traller gnrbnge data (ield
sum sync byles

{s the first part of each sector and 15
preceeded by aboul B - 11U 'FF' sync bytes. They ensure that DOS
fs correctly locked in to read the bil stream just before
encountering a sector's address informalion so as not Lo overlook
the cruclial Informatfon Lhat follows. This Information begins
with the address fleld "header" or "prologue", whose purpose Is
pos, "the address .ffeld starlts here - gel ready Lo
1t". . On*normal disks, this header is a string of 3 bytes
starts with the two reserved values, 'DS' and YAA'. The
third byte in a DOS 3.3 header Is "96' as shoun above and In a
3.2 header it's a 'BS'. These rescrved byles are never vsed
eanywhere on the disk Lo repreaent file code, which ensures Lhal
DOS doean't mistake fJle data for a header.’

-~

The address ffield

analyse
which

DOS then has 1ts hands f(ull for the folliowing flew
microseconds during which it has to carry out a surprising number
of operstlons, It next has to read {n, decode, proceas, and
store (In locations $2F - $2D) the volume, track, and sector
numbers. Durfing all this fL also has to compule the "exclusive
or" product (explalined in Appendix A) of these 3 values with a
fourth, called the "checksum". Il the result of this operation
{3 zero, DOS carrfes on Ils work; if not, fL bombs oul and you

get the dreaded 1/0 ERROR message.
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This points up the functlion of the checksum, which DOS puts
fn each sector's address fleld whenever you INIT a disk. The
checksum 13 calculated by comblning Lhe cruclal information {n a
serfes of excluslve or's a3 follows: volume number EOR treck
number EOR sector number EOR 300 = checksum, DOS always writes
Lhis result on the disk fn the 3spol shown [{n the last

Illustration

Whenever reading or writing a sector, DOS uses the checksum
to verify that the address (leld data has been correctly read.
To do ULhls, DOS' RWTS roullne performs another aserfes of EOR's of
Lhe address fleld Info. MWhat it ends up with 13 8 300 sfter the
'z' slgn llke this: volume anumber EOR trsck number EOR sector
number EOR checksum = $00. If a result other than $00 Is
obtafned, It means that the address fleld Informetion of that
partlicular seclor has been fncorrectly read or previously

corfuplted.

to verify the trafler to
This I3 8 kind of extra check
DOS hes Just processed wa3

arrive at 8 strange snomaly

After all DOS still has

that work,
make sure that fUL reads correctly.
to be sure that the {nformation

actually from a data flfeld. Here we
during an INIT ft salwsys writea the 3 traller

In DOS. Althouph

bylLes shoun in Lhe last fl1lustration, It only checks the 'DE AR
byles when 1L reads a scclor. In fact you'll occeaslonally notlce
when examining dlsks that Lhe second digit In the 'EB' has

aomehow gotten changed Lo something else, altering the byte's
value Lo, aay, $E9 or $ET.

The additional traller byte may have been fncluded to give
DOS a small amount of extra time before fngesting the upcoming
data fleld, belore which ft has to compare the volume, track, and
seclor numbers with those requested. In any case, DOS does gel 2
little breathing room because the traller {s often followed by
several byles of garbage lellL over from previous recordings on
the disk, plus another 4 or 5 3ync byles. Only after LUthls
fnterval, does the RWTS have to begin dealing with the data fleld

(which I'11 deal with mysell a little later)..

Daka Encodiog Copatralola X

You'l)l notfce in my last fllustration that each of the firat
U ftems of addreas Informstion In lline $N1B0 conalsts of 2 bytes,
For example, Lhe volume number, which by default 13 $FE (decimal
25u4), Is represented by "FF FE' In the address fleld. But why
not write It in a saingle byte as ‘FE! and do likewise with the
other ftemsa? The anawer lles fin some 3erfous operating

constralnts imposed both by the hardwere and by the neceasily of
locating the beginning of each byte {n the bit stream.

Unfortunately, there are several such constraints, For
example, one ol the requirements of the sync proce3s described
above I3 that any byte that pas3ses between the machlne and the
diak drive must hsye Its Tth bit set to s '1*. So, 83 you can
see from Lhe chart itn Appendlx A, we are slresdy precluded (rom



storing sny byte on the disk whose value Is less than $80.

Moreover, other DOS 3.3 hardware restrictions dictate that
no byte on the disk can contain more than one palr of consecutive
'0' bits. So, for example, 11111000 ($FB) or 11001100 (3CC)
would not be permitted. This dictate raises the minimum byte
value to 396. Furthermore, the bytes 'DS' and "AA' are reserved
for use only in headers and traflers. So after all |Is sald and
done, DOS 3.3 I3 left with only 64 permissable values within the
$96 - $FF range with which to represent data on the disk.

The DOS 3.2 hardware was even less generous. It has the
high bit rule, the 2 reserved byles, plus fts hardware's more
stringent requirement that no disk byte can contain apx
consecutive '0's'., That means that in 3.2 there are only 32
allowable values range from $AB to $FF.

If this weren't enough hassle, DOS has the additional burden
of time constrants when it reads the address field information.
It must assmilate and process each byte in exactly *32
microseconds (4 per bit) - no more, no less. Horeover, extra
logical and storage operatfons take place during Lhe processing
of this Information, so DOS Is placed under considerable

pressure, °

Since the full range of hex values can't be stored on Lthe
disk, s single bylte of address fleld information (or any other
dsta for Lhast matter) neceds Lo be translated Inlo a
representsation longer Lthan one byle belfore belng Ltransferrecd
BCross. When this data is later retrieved from the disk, 2
reverse translition has to Lake place. Let's (irst Lake a look
st how this Is done with the address ffeld values before looklng

al how ordinary*(lles are handled

Ibe H&Y Epcodling Ic;bnluu:

Sf{nce the address rleld daLa can concelvably take on any
velue, DOS needed an encoding technlque for representing every
byte from 300 - $FF (256 in all) using a substantially restricted
range of numbers apd the technique had to be )Jightning flast.
Fortunately, the 'Wal' encoding technique | have been previously
talking about neatly solves Lhese problems.

>

¥ Now for the bsd news. Tt takes 2 bytes of Us4 to represent

! byte of normal hex. Nevertheleas Lhis cen't be avolded, 0O
follow slong with me while 1 do o UsY encoding of the valuc $0E
to obtain the 'AF' and 'AE' bytles which represented the track
number in the previous fl1lustratlon,

Step 1: Use Appendix A to reprcsent $0E in binary

$0E = 00001110

N o)
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R

Step 3: Shove '1's' {n front of eacﬁ bit
10101111
10101 1V10
Step n:.ConsulL Appendix A to get the hex tresnslatjons
Vo101 1111 SAF
| 10101110 = $AE

. Of course, DOS doesn't have Lo bother with Appendix A to do
any translating, since mjcrocomputers only process binary data;
displaying this dala inhex is merely one of thelr concessions to
our mental frafltlies. This means that DOS doesn't do steps | and
4, so only 2 operations are {nvolved In encoding an ordinary hex
value into Its 44U equivalent, Decoding It I3 equally as fast
and easy, since it simply employs a two-step process which 13 the
reverse of the one above. Other disk encoding techniques have to
rely on looking up bytes fn a special table, and hence use uUp
extra valuable clock cycles (I'11 be talkling about these other

techniques Jater).

Yow Lo Irapalate Lbe Addresa Eleld Weader

Getting the ordinary hex equivalent of the saddress field
bytes is even easler for the lucky posaessors of The Lingulst
Lhan §t Is ror DOS. A}l you have to do Is place the cursor on
Lthe first byte after the 'D5 AA 96' data field header (an 'FF' on

most diska):
addressfield header

A WA
U\A0 - FF FF FF FF FF FF FF FF‘ FF FF FF FF FF DS AA 96
AF AE FA FB DE AA EB AC F71 FF FF FF

WIGO0 - FF FE AA AD
\
place cursor here

The translation will appear in the separated 1ine of dsts in
the bottom left of your screcn a3 shown below:

buffer address of 13t byte volume sector
\ /
41B0: FE 01V OE F1
\ \

_track checksum

uy




The H-digit number at the beginning gives the memory address
in the Linguist's buffer thal contains the (irst byte the cursor
is sitting on ('FE' In this case).. So we know Immediately that
the 'FF' and 'FE', shown In the {llustratjon belfore Lhe one
sbove, are At memory locatlons $41D0 and $41B1. The rest Is
pretty . self-explanatory - all bul the seclor number, that f{s.
This requires some extra discussjon which 1'l]1 get to in a
second.

The consldersble speed advantages of U4lUh over other encoding
techniques have not gonc unnoticed by top games programmers. In
fact, a number of current games now usc U4l to sLore their high
resolutlon Imagea on Lhe dlnk. Thia 1a one of Lhe (aclorna which
accounts for the striking speed wilh which plclures appecar on
your screen durlng the course of play. This speed |s usually
further enhanced by dolng away with secloring altogether and
loading an entire Lrack fInto the high-res screen "on Lthe (ly"
(l.e., one byte after Lhe other as qulckly as fL comes off the
disk). The extra storage demands of 4&U are usuvally offset by
"crunching” (i.e. reducing the code necessary Lo represenl) the
high-res Iimages by amounts clalmed to be as high as 20001. .

These techniques also offer the games pros protection of
sorts, since nibble coplers ‘need considerable extra coaching Lo
copy sectorless disks. Moreover, Lhe additjonal difficulty of
"cracking"™ U444 encoded files i3 often enough to discourage all
but the most obsesslonal enthusfast. Furthermore, untLil The
Linguist came §in out of the cold, no commercially avajlable
utillty was copable of translating UsU disk code. This meant
that top games wrlilers' could resL assured Lhat thelr assiduously
gusrded programming secrels were unlikely Lo be rumbled by every
hobbyist with a-disk patching program and a smattering of machine

code.

These considerations aslde, you can easily cope with such
disks, and I will be coming back to them In greater detall when
we work on The Linguist's data translating faciflities. Now lel's
have a Llttle ahat about DOS sector numbering.

Logical ya. Ebyalcal Seclors

there are 2 types of sector numbering systems - the
physfcal and the "loglcal" The physical seclor numbers are
llpac physically present on the disk ilself. This Is the Lype of
scctor that appears In the Lingulst's translation of the address
ffeld data, On a 3.3 disk, these numbers are run consecutively
on the disk. However, since tracks are clrcular, sector $0F I3
followed by sector $00 both on the disk and In the buflfler.
You'll know insltantly when you're looking at sector $00 because
fts address field sync gap contains a much larger number of
'FF's' (usually more than 50) than do the olher sectors.

In fact,

This arrangement makes §t possible to find a glven physical
sactor quickly In Lhe Litapulat'a dtaplay hy counbting up blacka of
Ayt bhybeas whltle poglog Vi oopbe bheshulber, bor ronmple, 11 yus

.
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wanted to get to sector $02 from 300, paging forward through two
strings of 'FF's' would bring you to fts address fleld.

HHowever, although this i3 how sectoring vworks In a2 raw
nibble dump, the story in an RWTS read; and hence vhen using
Tricky Dlck, is entirely different; Here, the physical sector
numbers get translated into completely different logical sectors.
This means that when you seleclL a particular track and read, say,
scclor $0U wilh Tricky Dick, you won't get the same sector data
that appears §n physlical 3sector 804 in a Lingulst dump. In fact,
what you is the data from physical bector 307, as shown in the

fllustration below.

Thls procedure was not Incérpornled to snnoy and confuse us,
but, just like Lhe universal use of hex instead of decimal, to
make life a lot easier., In fact, the system of logical sectors
adds considerable speed to 2ll DOS operations. To see how |t
wbrks, hit CTRL C twice to get Lhe BASIC prompt up and type In
CALL -151, followed by DFBB.BFC7. You'll end up ulth the
following display (without my labels, of course).

logical sectors! 0 1 2 3 4 5 6 7
/A B S S S S S 4
BFB8- 00 OD OB 09 OT 05 03 O1
DFCO- OE OC OA 0B 06 _0h 02 OF
A U N N N N Y Y
logical sectors: 8 9 A B C D E F

physical sectors:
physical sectors:

This Is the "sector translate® or "soft skew" table which {is
vsed Lo bring about the "sector Interleaving" or:"sector skewlng"
process. DOS.Lranslales Lhe physlical sectors {t reads from Lhe
disk into logical seclors by counting up In the above table. For
example, physical sector $0B occuples byte number $02 In the
Lable, 50 physical sector $0B {3 logical seclor '$02.

When you start using The Tracker, you can see this process
in actlon and compare both typea of sectors as the data {tself |s
befng read off disk. This'ls because The Tracker allows you to
select a display of efther loglcal or physical sectors for any

DOS operation.

%
The speed advantage of sector skewing come from the fact
that arter DOS reads In a sectorfull of data, ft has to digestL It
a bit before moving on to the next sector, Trylng to do this in
time to read the very next physfcal sector on the track, 1s
impossible, and would clearly result in a grave case of
indigestion.

In fact, while DOS Is processing one sector's dats, several
more sectors pass under the head. By staggering ("{nterleaving”,
n"skewing") the sectors In such a way #s to avoid accessing them
consecutively, 8 considerable number of unnecessary disk
rotatfons are eliminated during DOS'S work. The table above
helpa perform this function for-DOS 3.3. You can see thal
although Lhe Japifal aealora (Lhune napeolfied by RWTH) run

u9



consecut{vely, thelr physical sector equivalents actually beling
accessed from the disk are not In consecutive order. The
physical sector order ashown In the. above table gRives DOS time to
process one sector's data before Lhe nexdlL appears under the

read/vwrite head.

So If you cen't read a particular sector number with Tricky
Dick, you cen Lranslote |t uslng the above
physical sector number, and use the Linguist's translatfon
functions to have a look at the code it contains. I'l1l be
Rulding you carefully through Lhis process later on In the
chapter under "Tranalating Raw Diak Data wilh ULhe Lingulat®,

. DOS 3.2 used a different method of skewing ILts 13 sectors.
Instead of resorting to a Lable look-up procedure as does 3.3,
fts Inftialization rouline stagpers the numbering of the physical
Sectors on the disk. So (f you look al a 3.2 disk, you will see
that the numbers are not consecutive from seclor to sector, but
run llke this,

- -

00 OA 07 Ou 0V OB 0B 05 02 OC 09 06 03

The normsl skewv factors for both versions of DOS provide a

kind of middle ground where nll Lyprea of DOS aprraltiony recelve

roughly equna)l 3peed benellLs, llowever, Lhe mdvontope of the |,

‘method [s that ft |3 readlly modifiable by simply sultching

around the values In the soft skew table, whereas with 3.2, the

formatting of the disk flsell would have to be altered.

Somelimes, altering the sector access order speeds up certafn DOS
operatlions.

Ibe Datas Elcld

Let's have another )ook at my dlsplay from the dfscussion on
the address rfeld. This time I'11 show you lines $UIDO and
$41CO0 with labels pertalning Lo the data fleld.

datalffeld sync bytes
\

)

% -0 1 T
U1BO - FE AA AB AF AL FA FB DE AA EB AC F7 FF FF FF FF
Y1CO0 - FF D5 AA AD ED FE AT DF

DE DB FB FB DE DE E7 DF

AR NN !
dets fleld header beginning of sector's [lle data

our examination of the

> This begins where we left off In
Is structured.

sddress ffeld, and 1llustrates how the data ffeld
It starts off with far fewver sync bytes (usuvally 4 or 5) than
does the address f(jeld. These are followed by the ‘D5 AA AD!
header vhich Is the same on 3ll standard 3.3 and 3.2 disks. The
header enables DOS to ident{fy the beginning of the sector's data
ffeld vhich starts in the above {llustration with 3 'D9* byte.

In order to gain some more fam{lfarity with all this, you
might try finding the beginning of a data rfeld and verify the
Above marks. Then hit the ripght arrovw once or twice and look for

3
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table Into 1Ly |

the very next sector's address ffield sync bytes, Near the
beginning of them, you'll see the dats fleld trailer, vhich 13
Lhe same as thst of the address fleld, = 'DE AA EB", Here's an
example from one of my disks of what I mean.

last bytes
ol sector data fleld N
SOE's dalta checksum more garbage
/ /N N -y VAR A
96 9E 96 cbD AT DE AA EB E7 CF F3 FC FF FF FF FF
AN WA AV W S

sector $0F's wsddress
ffeld sync bytes

data fleld lrnll(é

As In the address fleld, & few bytes of garbege moy
sometimes be seen among the valld marks. This I3 no problem and
;I3 lgnored by DOS. What {3 Important, however, Is the checksum,
vhich as you can see above {3 2 single byte of dats. It works In
much Lhe same vay as the address fleld checksum, {n that It )3
the product of 2 serles of Exclusive OR's. Each byte of the rav
sector data f{s EOR'd to the next until the end of sector s
reached. The result Is then written out 33 the last byte., This
1a verified by DOS Just nfler the sector's nibbles are read {nlo
WAM, :

You 3also need to remember that DOS treats the address and
data ffelds entfirely differently {n vorking with any disk. Both
are formatted and assigned their respective sync bytes, hesders,
trallers, etc., wvhen you INIT a d{sk. Hovever, easch time DOS
puls a new sectorfull of file data to the disk, ft rewrftes the
data field's sync bytes, header, trasller, and checksum. This
differs from DOS' treatment of the address ffeld, which it never
touches after It once INITs a dfsk.

Digelpg Lbrougb Lbe Baw Dala

When you first flick through The Linguist's display, you
wi1l]l probably take one look at the row upon rowv of densly packed
numbers in the various sectors' data flelds, and rapidly resch
for your copy of Space lappers. What kind of weirdo could
Po3sibly make sense out of this 8ndless fleld of alphanumeric
gibberlsh? Well, let me tell you sbout a strange mental
pPhenomenon, 83 yet unexplalned by cognitive psychology, thast most
disk snoopers experlence falrly early in thelr endeavors,

You will soon find, after very little prectice at sll, that
you can merely glance at a data fleld of rawv file nibbles on
almost any disk and be able tell]l fnstantly whether ft's valid
code or garbage, whether {t's the product of 3.2 or 3,) DOS, and
which of the 3 encoding schemes has been used to write It out.
What Is even more surprising, you'll rind yourselrl doing this
without being able to remember the value of a single byte that
appeared fn the display. What you'll develop is & kind of global
perception {n which the mere "look™ of a screenfull of rawv hex
VLD tell you all you need te know.
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_theat the lowest permissible value for file encoding

>~

So let's get started rlght now on your development of this
srcane sbility by analysing the:sort of stuff Lhat might turn up
{in 8 sector's data [(leld. I've already talked quite a bit
pbout one of DOS's 3 encoding technlques, Lhe lgl, Now {t's time
to get aquainted with the other two, 543 and 642

ROS 3.2 apd 3.3 Epcodipg Tecbolaues

The 543 mode was used by DOS 3.2 In order to satisfy the
herdwere restrictions I LlLalked about earlier. Remember Lhat {n
3.2 sny hex velue that passes to and from the disk must have the
high bit set and be devold of conseculive '0' bits. Furthermore

$SDS and $AA are reserved for headers and traflers. This means
ifs $AB and

than one disk nibble must be used Lo represent an
hex vslue. '

thst more
ordinery

On the other hsnd DOS 3.3's restrictlions are a bit more lax
in that, though the high bltl rule Is stfl]l observed, bytes with 1
pslr of consecutfve '0' bits are o.k. The same twvo reserved
bytes are used and we end up with a minimum permissible valwe: of
$96 for wriling data to the ¢isk., DOS 3.3 uses the 642 mode for

data storage.

In order to get a translation of a sgctor's raw disk data,
you need Lo tell the The Lingulst which encoding mode was In
eflfect when the data was stored. Since the two DOS's each have
thelr own type of encoding, In most cases the easlest way Lo go
about this Is to tdentify the DOS version on the disk you are

working with,
Before )Jearning how to make Lhis dl:tlnctloﬁ, you might be

fnterested in knowing why the two encoding techniques are
referred to as 'S543' and '642'. These nicknames are derfved (rom
the fsct thst the flrst step in both recipes for cooking uvup a

programa conslats of chopplng up Lhelr

disk verslon of your
constituent bytes, In 642, blits 7 and 6 of each byte are cut off

and pJaced ly thelr own special DOS buffer. And, as the name
fmplies,"the S43 method starts the ball rolling by lopping offl
each byte's highest 3 bils and storing them separately. A
further short series of operatfons {s then performed before Lhe
final data chop suey is ready to be delivered to the disk. 1I'l)
be talking In detall about this subsequent processing a bit later

on In our travels together.

In both DOS versions, when a block of '00's' gets translated
for disk storage it |Is represented as a block of the particular
versfon's lowest permissible value. Since DOS 3.3 puts '0's' {n
211 sectors during an INIT, emply sectors on a3 3.3 dlak will
usually be fi)led with '96's' - which translate back Into '0's'
during an RMTS read. DOS 3.2, however, only writes in the
address (feld iInformation during an INIT, leaving the empty
dats flelds filled with "FF'a"'.
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version a disk was INITed under {s to page through a Lingulst
dump looking for empty sectors. Track 302 Is worth looking at
first, since under a normal DOS only {ts flrst [ew sectors are
used and the rest are filled with zeros; track $22 {s also a good
bet, since DOS will tend to save files there only after all or
most of the other tracks have been written~on,

Coauw  viro

Another quick way of lelllni whether 8 disk Is 3.3 or 3.2
formatted is to look at |ts sector length., Since DOS 3.2 has
fewer values to play with than 3}.3 when treanslating dasta, [t
naturally has to use more disk nibbles Lo store the same amount
ol program code, In fact, a DOS 3.2 physical sector contafns
exactly 410 rav nibbles, whereas a 3.3 sector only holds 3%2. oOf
course, In elther versfon, a physfcal sectorfull of dasta get>
translated Into 256 bytes of ordinary f1le code when {t's loaded
into RAH.

You don't need to count nlbﬂles on your screen, however,
since it's easy to estimate sector size simply by flipping pages.
*Try the folloving: hit one of the arrow keys a few times |In
succession. If you notice that on most presses, you jump (rom
one block of address field sync bytes to that of the adjacent
sector, you've probably just resd a track of 3.); 3.2 sectors
usually require Lwo arrow key strokes to get from the beginning
of one sector to the beginning of the next.

The most obvious way of fdentifying the DOS version {3 of
course simply to look at the address fleld hesder. As mentjoncd
previously, Its third byte differs between versions ('B5' for
3.2, '96' for 3.3). This may not help you much when lookling at
though, because they are often formatted with

nonstandard headers.

Yore oo Eour !p Eour

I've saved the easlest jJob for the last. You'll remember
from my previous discussion of the subjecl thal Uit encod)ng
splits a byte in half, and then places '1's' in front of each of
the bjits of the resultant U-bjt nibbles,. What we end up with Is
tuo B8-bit bytLes, wilh all Lhe odg-numbered bits set to "I',

-bit numbers: 7 6 S 3 8 2 10

byte f1: 1 BY'B1YB)18B
byte £2: 1 B1B1BI!B
The 'B's' represent the bits of the original byte before

belng encoded. A quick examination of the chart {n Appendix A
will confirm that 3ll the hex ‘bytes whose % odd bils are set
consist of letters only. This means that any byte which has one
or morc of the numbers from O to 9 in It can't be the result of
hat encoding. S0 JI' The Linguist,presents you with s screenfull
of letlers, you've got 4N dats on your hands.
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As I mentioned earller, one important sign that might lead
you to look more closely for Uush encoding I3 a lack of secloring
on 8 track you're examining. In this case, you can often see
blocks of sync bytes al regular Iintervals throughoul the track,

but no headers or trallers.

Since this |3 supposed to be 3 hands on tutorial rather Lhan
a lecture course, probably the best thing for you to 'do rlght now
s to compare the above formatiling and encoding difflferences by
rending and examining both a 3.3 and a 3.2 disk with The
Linguiat, MNow |5 el3so the Lime to have a look al any orfglinala
of games disks you might happen Lo have in order Lo sce |l you
can find some U4U to practice on. Surprisingly llttle practice
will develop your eye to Lhe pofnl where you can plck the correct
DOS and encoding mode used in a matter of seconds. However,
before we sctually ask the Lingulat to do any translaling, you
have to be sble Lo tell If a secltor contalns ....

Goodiea or Gacbagel

Another knack you'll find useful i3 the ability to determine

whether a perticular track or sector is [illed with viable code,
or whether Il containa Invalld or corruplted data, Belng able Lo
do this wlll, amang olher Uhingna, anve you Lrylng Lo lranalale a
Useless block of disk nibbles Into a program listing. Ay you'll
discover In the héxt chapter, this skil]l will also help you find
out I a dlak contalns any hldden "half trackas"” (Lhoac written
belween the pathuaya on the disk Lhal normal tracka accupy).

Garbage tracks and sectors can be most readlly spotted by
looking for 1llegnl bytes In Lhec data fleld. Certaln easily
recognizable Illegal byles are common Lo all J encoding modes and
are ahown below.” !

95 or less

98 - 99 DO -~ D2
9C DS
AD - AS D8
AB - A9 £EO - ENM

't e BO =BT . E8
no FO - F1
CO - CA I8

\ A few rules of thumb can easlly be deduced (rom these

'val.ue:l: look (or bytes smaller than $96, and those ending in '0%,
1" 2 or vgir, If you find more than a couple of such byles in a

single sector's data-(ield, you should strongly suspecl Uthat the
nibbles don't represent valld [lile code. Ifr only a few are
present the sector might be worth Lranslating anyway, but Il a
lot are there, don't bother - the data Is llkely to be

meaningless,

Trepalatipg Baw Disk Rata wilb Lbe Lipeuial
Now we're golng to gel The Linguist and Tricky Dick workling

together on a Lype of ecaplonape that nn olLher dlak wlll Ly
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avallable at the time of thia urltlng can carry out., Hake sure
that both programs are loaded Into memory,. then place your
orfginal System Haster diskette ln your drive, Next read iIn
track $11, sector 3$0F and take a look st the catalog entry for
HELLO. The fouth and fiftn bytes in line $08 should tell you
thal Lhe HELLO's track and sector 1list ia on track $13, sector

$0F.

Examining this 11st tells that HELLO starts on sector $0E of
Lhe same track and runs doun to sector $0A, Thls {3 our cue to
jump into The Lingulat with CTRL E. HNow select track $13 and
press CTRL R. Our job is to find the sector which contains Lhe
beginning of the program, but we know from our previous
discussfion of that, we won't be looking for 3sector SOE. To
deltermine the physicsal secltor we need to translaeste, take 2 look
al Lhe sector skew table shown a few psages back. This tells us
'lhal logical sector $0E translates {hto physlcal sector $02.

Yo get sector 302 up on The Linguist's displey,  start
looking for a gap of address fleld sync bytes at the beglnning of
The Linguist's display. If none are present there, you're sure
Lo find aome on the nexl pape by hitting the right arrow, How
pul vour curaor aver Lhe (1ral byle alflLer Lhe ‘DY AA 96" maddrenn
11eldd header. The data line at the lower lefl of the screen will
tel) you the physfcal number of the sector you are examining.
Whal you have Lo do now la atart (lippling pages by pressing Lhe
rieht arrow some more while alao counlling sync gaps. Stnart your
¢count on Lhe acclor whoae number you Just translated and
incrementl ft each Lime you come Lo an address [(i1eld sync gap.
When your count reaches 302, you have arrived.

. Check to be sure Lhat you're on 302 by putting the cursor on
Lhe volume number and reading the sector number at the botlom cof
the screen, Il you have fndeed arrived at the right sector, take
a look at the encoding mode Indicator at Lhe upper right of the
screen,

<00>
(-=)
present ecncoding mode --> (62>

This should Indlicate thsat yo\"re In the 642 mode as shown
above. If not, hit CTRL D and type Ina '6' (you would of course
Lype a 'S" i you wanted S&43, or a 'U' [or Uih),

low The Lingutst is resdy to show off 3some unique
translating skills. Place the cursor on the Firat byte after the
‘DS AA AD' data field header. This should be a '9A', Now hit
CTRL T and the entire sector will be translated and moved to
Tricky Dick's data buffer fnstantly, A subdued squeek will be
heard when this occurs, . . .

To view the trenslated data, hit CTRL C rfollowed by RETURN.
Tricky Dick'a rprat dlaplay lline ahould Jlook 1ike thnt

Pty nled e o,
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00: 71 Oh 19 08B OA 00 B2 20
. \
put cursor here

Ploce your cursor over Lhe (frst byte after Lhe '00° (Lhe
'e2'). ‘e have good rcason to beljeve that the file §s in
tpplesoft, so hit CTRL L frollowed by *A' to s3elect this type of
1isting. Finally, press ‘L' and you should 3ee Lhe firat 9 lines
of FLLLC in its orfiginal BASIC. The first 3 lines should lock

1ilke like this.

REN -~ DOS 3.3 HELLO
20 REM
30 TEXT: PRINT

If you feel like some more practice, go back into The
Lingulist and find IELLG's next sector in the rav nibble dump.
This §Is $0D which trans)lates Into 2 physical seclor number of
504, You just Lranslated $02, 50 you only have to counta. 2
sectors forward. To get some furlher practice, go back to the
catalog track and find ANINALS Jts '81' file Lype marker tells us
that ft's an Integer 1) e. Find the Lrack ILs firsl seclor |s
localed on and carry out Lhe same opcrations Lhat you performed
oh HELLO." The énly differcnce 15 that you mdsi select 'I' for an
Inteper 1iating nlfter preanling CTRL L.

Finally, it's probably a good Idea to translate a binary
file Just to round off your mastery of The Linguist. APPLESOFT,
whose flle entry can also be found on scctor $0F of Lhe catalop
track, 13 b good candidate. When you get to Tricky Dlick Lhis
time, don't forget to select a '"' for an assembly listing '

Although a sequence of several actlons s called for when
you want to tranalate 3 raw nibble dump, you will rind that after
precticing on only a lew pregrams, Lhal the aclions will become
automatlic. Furthermore, this procecdure has 3 number of fmportant

uses which cansbe applied Lo zny disk.

For example, auppoar you hnve o hloun disk and you find Lhat
the formatting of somc of Lhe sectors |5 30 badly damaged Lhal no
amount of effort with Tricky Dick rnablen you to read them, You
cnn use The Lingutat and Tricky Plek Ion coneert Lu poel n o printer
11sting of the missing code. This will enable you Lo rescuc any
Jhtoct file from any blown dlisk, no malter hov badly the disk
Jtself §s corrupted. Or, let's say you have 3 disk whose
foraatting has becen heavily altered by Its publisher, but whose
code you're dying to hove a look at. Again, thesc tvo utilities
con wori together to satisfly your curlousfty about any dlsk

preacntly avallable.

In fact, I suspect that you've been walting impatiently
througout the last 3 chapters for an exposition of that most
forbidden cf 3ll tcplcs, spoken about only In a guarced manner in
rront of your Jocal dealcer, sn¢ trested like top military
ararebla by Lhe uaerrn' nng i, Vel), you won't hnave Lo wall nny
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longer... If you've followed me this fer, you've scquired the
prerequisite disk.- lore to understand |
of the principles of

which will help you
protected disk and enable you to edit somevhere
80 percent of them. Mot to mention, of course,
learn how Lo pul some dlabolical
So all you have to do now to 1ift the

surrounds this subject

o

in consf{derable depth nost
dare I utter the words - Copy Prolection.

The Linguist and Tricky Dick form a unfique and Infallible team

and make 3ense

is turn the page.
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vell

the code on any
in the reglon of
that you'll also
disk locks on your own software,
secrecy that



CHAPTER FIVE — The Secrsls ol Soltware Prolection

In the last chaspter, you got a briefl introduction to a few
of the untque achlevements attalnable with Lhe poverful
combinatlon of Tricky Dick and The Linguist, tHow I'm going Lo
show you how to use this {rrcpressible duo not only to carry out
sophisticated software esplonage, bul 2lso Lo sveep aside most of
the counter-messures preaently employed by anfluare wrilers and
publishers to prevent such sclivillcs. HHaving slready lesrned
how to read any disk you wish, you are ready Lo play an even more
sctive role - that of actually cgiling copy protected code. This
chaptar will equlp you Lo caope wilh moal forma of nonstandnred
formsatting so Lhal you can repalr Jocked disks, patch them, and
Investigate thelr softlware Lo the fullest possible extent. :

WRITE ON THE ORIGINAL

DO NOT ATTEMPT TO
COULD IRREPARADLY

IMPORTANT MNOTE:

VERSION OF AKY PROTECTED DISK. DOING SO
CORRUPT IT AND IMVALIDATE ANY EMTITUEMENT 1O A REPLACEMENT FROM
THE COMPANY CONCERNED. ALWAYS HAKE A COPY FIRST AHD WORK

EXCLUSIVELY WITH THAT.

Sorry, I felt that I had Lo get that boring but I{mportant
disclalmer off my chest right up front, If youy choose to fgnore
{t, remember - you have been warncd. MNow lel's get down Lo some
more exciting Issues. .

Hany a lonely hour and much shoe leather have been expended
by expert programmers while walking the streets and riding an
angle Lo produce an unbeatable disk lock. As a resull of Lheir
Herculean efforts, a plethora of strategles, some craftily
Ingenfous, others crudely simplistic, have been fnvenled Lo
corral wandering program code. Though highly numerous and varied,
however, almost all copy protection tricks can be classiflfed
under one of only Lwo catefories: formatting changes and tlming
dependencles.

Thc' ftrst*and by far the more common of these Involves
tampering wIlth the ssme dilak formalling components you deall wilh
fn the last chaptler. Indeed, 1L I3 mere child's play Lo produce
8 disk whose headers, trallers, checksums, sync byles, address

Information, location of the VTOC and catalog, etc., have been
applied In seconds

altered, HosbL such proteclion methods can be
by chmnging & couple of bytes In DOS snd INITing o diak. The
then recognlzed by the DOS on the INITed

funny formatting |s
Clakette, but nol by normal DOS which §s used by FID and COPYA.
This meons the disk will bool and run normally, but you won't be
able to bsck It up usling a8 stendord copy program,

how to actually
stay tuned
some of

In case you're curfous about
protect your own disks with some of the above tricks,
and koep slerl - a3y you wark Lhrouph my Inatructiona,
these sccrels will be revenled Loyou In s moat uncxpecled wuy,

By the way,
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‘nlbbles) somewhere on the disk.

. The second protection cstegory, that of making disk
operation timing dependent, usually Involves a lot more than Jjust
tweaking DOS a bit, Speclal roulines are employed which efther
time Lhe reading of or count up a block of nibbles (usually sync
If these routines fail to rfind
the quantily of nibbles they are looking for, or are unable to
achieve the requlred timing, they 'abort the booting and/or
running ol the programs, usually wiping memory in the process.
Even with the skil1ful use of nibble coplers, It {3 often quite
difficult Lo gel Lhe number of thest crucisl nibbles exactly
correct on a copy. This i3 due In major part to the substantial
Liming differences between Apple drives, » fsctor which software
pPubllaohera oflen greally enhance by ‘drastically altering the
speed of the drive Lhey use Lo make the original.

 Elrat Steps io Beadiog Pralected Diaks

Tou'll know soon enough Il 8 progrsm you are interested In
I3 ecopy-protected when you hear the familiar sound of dfak
sufclde on your first attempt to read It f4fth Tricky Dlck. The
accompanying '1/0', flashing merrily auay at the top of the
display, Is Tricky Dick's uay of- telllihg you that this |s vhere
the fun beglins, With the supreme disdafn such trivial
interruptions Lo your enjoyment deserve, you next carry out a

couple of simple checks.

frst of these 13 pretty obvious, but (s sometimes
one's zesl for {nvestigating more fntriguing
possibilities. And that Is simply to try toggling the Tricky
Dick DOS version to 3.2 (il you are In 3.3), followed by a
reread, to eliminate the possibility that the "protection" method

The
overlooked 1{n

"Involves nothing more than merely formatting the dfsk to boot

under bolh DOS types. Such a dlsk usually contsalns a 3.2 format,
though 1t (s designed to work equally well with 3.3.  HNaturally,
a sullch to the other versfon should also be tried first {f you
orlglnally selected 3.2 to read the disk and vere unable to do

50.

IfT a2 DOS toggle doesn't cut any fce, the next step Is to hit
CTRL 5 and make a few chonges In Tric y Dick's RWTS paraemeters.
This command starts things rolling.by puting the cursor at the
beginning of the DOS sector mark display. After your work {n the
previous chaplter, these should now be like old friends to you.
Jual Lo meke absolulely sure that we're both In the same ball
park, however, I'm reproduclng Tricky's DOS mark dlisplay below

for reference.

curasor comes here after CTRL S

/ :
DH5AA96 Y DEAA --- address fleld: header, checksum atatus, trs{ler
DSAAAD Y DEAA -~~ data [leld: same a3 above, but for READING only

DYAAAD O DFAAED - danta fleld: snme, but for WRITING only

Start out by psfng the right arrow to skip over the 'DSAAG6'
addresa (leld header and pluce the cursor on Lhe 'y! directly




following ft. Any time this letter s visible, Tricky Dlck V“).

compute the address fleld checksum In the

?':'Lcomvpctrln:;h to. r'ead the data rfeld following IL?Or;noach:?sy ll;ep’t-:O;:

el et e HYOH, 'c‘limlnallng this check durfng any subsequent

eyl .dd;css f]‘]; the right arrow once more and change the

ve tevore peud e traller to '0000'. This tella Tricky Dick
rom now on alao,

Pa
R :s':'vcr Athc 'DSAAAD' data f(leld header and change the next
e o cL- N 3 you might suspect, Lhis makes Tricky chl;'s
e A “?. 'D.fAn“'L Lhe dala fleld checkaum, | Inally, move on and
ATt g R[TU“."A ?p:L. fllr]:Jln Lraller Lo '0000°", flnl:hlng. ol’(" Ly
. cac a ustments should lea
corner of Tricky Dick's dlaplay looking llke lchlvsc the upper Lell

D54A96 N 0000
DSAAAD N 0000
DSAAAD O DEAAEB

Wh .
at sorbt of relfabllity mifpht you expect Il you altempl Lo
AL

read a d g

prov,dc7lab; urllhoul the benefft of Lhe veriflcalttion VJ‘%S" narka

B e ;Ut': act, J of them represent a prime ¢ase ol o;?#klli

< 1or of DOS In his (her?) effort to glve vou rrror €

5up¢r{;;;;;.. ne wvwo trallers and the addrean fleld checksum are
c .and conlrfbule almoal nolhiny Lo accurale operation

dirrczrztdzzroilelftc?ecksum,’houevcr. Is a horse of a somewhat
to misread a "“-)b) 3 not altogether unheard of for a compuler
Under normal cf e or Lvo vhile loading ina sectorfull of code.
mismatch which ;Ogcumstanc¢5' this would result In a checksum
sector. So canc l%ivld quickly detect, causing It to reread Lhe
involve a amnlll)i ng the checksum as described above does
"slong with Lh ut nonnegligible risk of getting some falsc data
of JUl)chuenL]; guorol‘:ll::. I Jeave to your Imagination the results
the disk Trom sihlich llﬂc:m:cc.ctor corrupted fn this manner back to

Thiy brings me to : i
Elangas Lmbie RB : _ an Important tip: If these parameter
Sinnges mnat you to read the disk, try' changing the data ffeld
: Sl reglaatu: ba‘;:k”lo 'Y' and reading again. Il you succeed
3sure 1al the data you 8 5 .
boREl pEBirds Shodind: w Ehis. y gel from then on will have

glvé;ﬂ;vizﬁnffr:Ltf tr; t;oub)c to set up your parameters, don't
ely ey don't enable you t d
Jector you have a shot at, Qu , Sl 1 Sk mas adn
) ' fte often protected dfsks cont
3?11 i fi: trackfuls of legitimate code, the rest being com%oilg
thtybjanilgsé ran?om v:lue:, or other garbage, Remember also
.2 sectors have no data (leld header
Written only when (ile dat o, ebore BE
a I3 placed on the sector If yo
attempl to regd a sector of this type with Tricky Dick [ ‘17
get an I/0 error, P yon

So always ex
plore the dfsk thoroughl
y tryin varl
3ecloras on verfous tracks untll you come Lo ;nc yougcnn 3r2$5-
2
ni

that once you find a sector accesasible to Tricky
ft which can also be read

sector $00, and then move
After that, try Lracks
he disk.

Chances are
Dick, there will be seversl more, near

The best place to start Is track $00,
Lo the other sectors on the same track.
$01 and $02 before looking around the rest of t

I'm only talking for the maoment about
getting 3some protected code fnto Tricky Dick's screen and
eyeballing ft, this skill will pay off later when It will enable

you to do important work with protected disketles - such as
finding and (Ixing a clobbered VTOC snd/or catalog, hunting down
the altarl of 8 program, dlacoverlng and changing the varlous
levels and optlons of a game, etc. In sdditfon, ft will even
allow you to protecl your own disks. But let's not move shead

Loo rapidly Just now.

Ny the way, although

All other consjderatfons sslde, the foregolng few simple
le you to read from (and urite to a copy of) 8
Of course, these changes

i
changes ulll enab
aurpriatng number of locked dlaks.
represcnt only Lhe preliminariea; Lhe CIA utilities have » number
of other methods up thelr sleeves for extracting the Informatlon
you reéquire {n oFdéer (ot e s S | 4P P ROALAM o e -

Paipg Ibc Lipguial apd Iclcky RIckK 10 JRDWEW

If after incorporating the above chsnges, you 3till are
unable to read any part of a particular disk, 1t 13 time to call
on The Lingulst to glve Tricky Dick a helplng hand. Alter
getting The Lingulst into memory, use ft Lo read in and examline
Lrack $00 of the diskeltte you are interested ‘in. Bear In mind
here that changed sddress and/or data field headers to be our

next most likely culprit.

track dump 8nd determine the header values just
fn the last chapler. If one or both have been
changed, go back to Tricky Dick, hit CTRL S, and change the
sector mark display accordingly. For example, if you found that
Lhe address (leld header was DC AA 96 and the data ffeld header
was DS AA DD, your dlisplay should look like this before dolng. 3

read.

Examine the
like 1 showed you

DCAA9E N D000
DSAADD N 0000
DSAAAD O DEAAEBD

foregoing messures may.sound, they will
allow you to ed{t about B0% of all protected disks avaflable at
the time this book was written. In addition, cancelllng the data
field checksum will often allow you to read {n, and hence rescue,
a clobbered sector on 3 normally formatted disk. And of course
ft ts not unheard of for the other sector marks to get
overuritten or changed accidently, a sftustion esasily corrected
with the techniques above. .

Sifmple though the

v

————



Of course, the CIA has even more tricks for reading the ﬂ;'v%q " As part of our fun In this chapter, I'm going to ssk you to
unrendable, and 1'11 be talking about these In due course. - write down one or two things sbout track $22, end also to try to
In the meantime, 1 need Lo deacribe briefly how you go about read some of Its sectors. MNothing regimented or school-marmish,
vrliting an altered arelor bock Lo oo pwonal nalarad dllnal (Phat 10, F—-Q‘ Lhongh - Junt a Meu qulerk projrela bo pel ynu Lelking to Tricky
copy of such a dlsk, II' fL happens Lo be protecled)., The only T bick and Lhe Llngulst a bll more fluently. Leter on, yau can
further sdjustment you necd to make concerns the data rfeld marks check your results against mine which I've recorded on the last
shown In Lhe third line of the scctor marka dlaplay. Thia linc, . page of thls chapter. *
If unchanged, looks like Lthe fllustration below. - '

Your first assignment i3 to check the sync bytes and make 3

note of them in hex. Paradoxically, altered sync bytes In no way
Interfere uith 3 normal RWTS read, but do put something of 2
stlraln on nibble coplers. This |3 becsuse RWTS (inds valid dste
by simply recognlzing Lhe daots fleld hosder and reading fn the
next 256 bytes. Nibble coplers, on the other hand, cannot be

DSAAAD O DEAAEB

Every Lime » neclor Javwrlitien on Lhe dlak by RUTSH, Tl data
field hender, checkauvm, and Lrollcr ore rewrltien, Theae § moarka

_arc.repeated Iin the third line of Lhe display so that you can
resd » sector In and write It out wilh a different header or dependent on this header, since fts 3 bytes can take on a large

traller, Let's sny you wanl to copy & o am W e number_of values. This means that they hsve Lo home in on the
drive one Lo another disk In drive two. Lel's assume the drive sync bytes 1n broecr’co YauGlettegheoingliod of escn-Secibr-donu
one disk's data rfleld hcader and traller are DSBBAD and DDAA, drten also the Ltrack start). So {f you're trying to copy ® disk
respectively, and you want to change Lhese to DSCCAD and DFAA. whose sync bytes have been pltered, you'll usually have to tell
The appropriste data mark djsplay should look 1lke the following, your' favorite copler what they are by means of one or more
minus my comments. wrs parameter changes

|
!

10

\

Having written down the sync bytes, you're next Job is to
read the dala on sector 300 of track $22 uvsing Tricky Dick.
You'll remember from the last chapter that Tricky Dick reads
logical sectors, while The Lingulist's dump shows only physlical
sector numbers. Fortunately, loglical sector $00 is also physical
sector $00 vhich means you won't have to use the chart below to
find {t in The Linguist's display. You'll also recall from the
last chapter that sector 300 1s easy to distinguish from the
other sectors in a rav nibble dump because Jts address fleld sync
bytes usually outnumber those of other sectors by about J to 1.

DSAA96 Y DEAA (normal address field header)
DSBDAD Y DDAA (data rfeld header values of drive 1 disk)
DSCCAD O DFAAED (data ficld hcader values Lo go-on drive 2 dlsk)

!

e

Your only remaining task would be to read the sector from
drive one and write ft to drive tvo. This technique i5 quile
handy for prolecling your ovn disks, @a toplc which I will
be discussing al length a little later on.

i

__{

Don't worry -too much about the extra 'EB' at the 'end of the
third 1ine. Although you can change it at will, It is ignored by
RWTS and has becn included in the display merely to allow you to
distingulsh at a glance the data field marks used for writlng
from those used for reading. The '0' In the middle of the third
line has no functjon except to remind you that the data fleld
will be written do disk with'a checksum of zero.

After finding sector $00, all you have Lo do §s check out
fts headers and trallers, jump back to Tricky Dick, put any that
are non-standard {n the DOS marks display = and voila - the
sector maglcally appears on your screeen. If all this doesn't
vork qulite so magfcally on the f{rst attempt, hang fnthere and
keep trying. Resist the temptation to look at the explanations
In the back of the chapter, and instead, hit CTRL E to check out
the raw data agaln. ]

-

Just to glve you some practice in dealing with alteréd
formatting, I have "protected” Lrack $22 of your CIA disk using o
\varlety of the formatting changes you're likely to come across In
commercial «nftuzre. _This. and a hidden half track ['1]1 soon be
discussing, are the only part of your UI1A ‘013K wirten' a3t adewdy
Nov?ver, afLter completing Lhis chapter, you will have no Llrouble
copying trsck $22 across to your CIA backups il you wish, Jusl
be sure Lo zero out the track $22 bit map In the copy's vVToC, as
I described when we worked on Tricky Dick together.

a
&

Got 1t? Goodl Now have a shot at readling sectors 1, 2, and
lﬁét,uml'vawcrrffﬁffﬂW-JﬁJﬁﬁh,Jﬁ;Vnu work through them In
that order. Consult the chart below to translate ‘thne ‘oryxk-3
physical sectors fnto logicsl sectors for Tricky Dick's beneflt.
Remember that a complete explanation is at the end of thlis
chapter In case you truly get stuck., When you examine sectors 2
and 3, I'd like you to write down the dsta ffeld hesders and
trallers you find there. They will provide you with some
interesting surprises which 1'11 be discussing further in the
answer sectlon,
bbbt antt sinrl fvau didn't _Think 1 x

HH

Following my {instructjons above, you might want Lo
femediately try putting 'K'3' in the checksums and '0O's' in the
trajllers in order to reac¢ track $22. Let me save you the bother
of dolng thls becsuse, nen nen, It wuil v =uin R e e
v o SURUNNY o maMe thinog Lhal. easy, oib’youwij. ahR A Bt L L] .
have Lo dump Lhe track with The Lingufat nnd have o closer look. * _‘=_4~q' — : = -

3
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Logical Sector: o 1 2

Physioal Sector: o b B 9 7 5 -3

If you've arrived at this point asuccessfully, writing to an
sltered format will certainly prove to be no awent. All you have
to do 18 get the right DOS marks in the Tricky Dick display and
ume CTRLL W In Lha usual way. 1'1) rxplatn more fully Lhe varloun
horizons Lhls opena up when I ahow you how Lo une The Tracer., In
the meantime, if you want to practice writing Lo track $22 just
to get the feel of It, be my Rueat.

Haw Lte SdiL Haldl Icaaka

A3 you may recall from Chapter 4, 1t 15 poasible to format a
treok half way between one of the 34 pathways normally set aside
by DOS for Lrack pleacement. By writing out a "half Lrack™ In
this middle position, the disk proteclter Inaures that 1t will be
a ) wimmgy e
However, his ingenious machinations will not prevent you
getting at the goodlies with Tricky Dick and the Lingulst.

m

Under normal circumstances, you will need to wuse The
Linguist as shoun In the last chapter to dlacover the locatjon of
any half tracks on a protected diskette. However, In order to
walk you through s half track editing Job herec, I've formalted
one between tracks 320 and 321 on your CIA diskette. This mcans
you'll have to use your orfginal CIA disk for this exerclse,
since the hall track won't have gotten transferred to your

backup.

If you've just been practicing on track $22 of your CIA

disk, start by BRUNning Tricky Dick Lo reset Jta sector marks.
In any case, you must always "clear™ fts RWTS by reading track
$00, sector 300 on your CIA diak. This precavtlon will cancel
any previous miareads thal may have been [lagged within RWTS, and
hence will svold a possibly fatal recalibration at a later stage

in the proceedings.

Now hit CTRL € which takes you back to BASIC. Then type CALL
. -151, followed bLy 3DFu:DO 1A H 39A4: DO 56 EA. Go back to Tricky

Dick with a CTRL Y plus RETURN,

Next jump to The Lingulst and read track 20 1/2. To do
this, hit the ';' key, 3set the track number to $20, and then
press the '>' key once. Thls changes the diaplay to 20+ HALF".
Mow hit CTRL R to do a nibble read. We aren't In any way
fnterested in the raw nibble dump from thias track, however, but
are slmply resading It 30 a3 to posftion the disk arm over the

half track we want to get at with Tricky Dick.

Finslly, ‘go back to Tricky Dick and hit CTRL R. The sector
should be read In and you should ace the message "THIS IS A HALF
TRACK"™, folloved by the number of the seclor you've juat read,
If your drive Lla nol In perfect ndjuatment, Lhia may nol work Lhe
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firat time. If 1t doesn't, have snother try. If you get more

problems, have your drive checked out.
/T .

But what was the 'DO 1A' for? ,Well, first off you need to
know that whenever RWTS {3 ln:Lruc{ed to move the diskarm to a
glven track, before doing enything, it mska the question, "where
{3 the arm st thias very moment™. To get the answer, it resds the
miimber of Lhe track over which the arm 13 presently sitting.
Thin Ia eany enpugh mlnoe the addrnan rteld fnformation of avery
seclor contains the number of the track {t belongs to., If RWT3
finds that {t's slrendy placed over the desfred track, then {t
starts looking right there for the sector that was specifled.
But If not, It uses Lhe present tratk 83 a reference point from
which {1L counts up or down to get to the track it really wants,

What we have Just daone 3 to patch Tricky Dick's RWTS so it
Lhinks that the arm i3 alresdy correctly positioned, no matter
what number the number of the present track {a. Thus, |{t
searches no further, but immediately goes looking for sector you

You can now read from or write to any or all of the sectora
on the half track, AS LONG AS NO RECALIBRATION TAKES PLACE. This
could happen If for some reason RWTS had trouble asccessing s
sector. What you may then get 13 the sector you requested, bul
from track $00. If this happens, 3almply jump to The Lingulst,
reposftion the arm by reading track $20 1/2, snd try once more.
And here from.my vast collection 13 yet another INPORTART NOTE:
If you don't see the message "THIS IS A HALF -TRACK* written in
the first few bytes of any sector you now read {n, don't write
anything on ft - you're In the wrong place and must go back to
square one. : :

Of courae 8 half-track msy have also had its headers,
traflers, or checksums diddled wilh, 3o you'll want to check
theae out with The Linguist before using Tricky Dick on It.
Also, 1t goes without saying that when you are through editing a
hall track, you should (1x up Tricky Dick's RWTS s0 it .will work
properly. So always remember to go into the monitor and type in
JOFU:AD 78 N 39AU: CD 78 O4, >r betjer yet, BRUN Tricky Dick.

~If you're working with a half-track on s 3.2 formatted disk,
the patch (or Tricky Dick's 3.2 RWTS {3 3S5ET:VA 20 N 3222: DO 56
EA. Everything then works exactly as sbove. To put {t back to
normal, use 35E7:AD 78 N 3222:CD 78 ou, &

fddtdug Rdaka witb Wiexd Tcack Numbata

A protection method which has recently cropped up {s that of
changing the track numbers {n the address field information ao
thet some or all tracks have numbers groater than $23 (decimal
35). lo fact, the usual pattern {3 to have track $00 desfgnated
83 $FE and then to decrement this number for each successive
track. Though permiasible, setting Trioky Diok's treck number
Lo, aay, 3FF In order Lo read Lhe raal track 300 won't work here.
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Thias §a because ARWTS will une the current Lrack nn a reference
point to count up Lo the onc IL 13 supposed Lo (Ind. Slnece 1L
moves forward one track for each count, and therc are only $23
tracks on the disk, the srm would be pushed against the stop
trying to get to trach S$FE. This brings things to a halt and
causes Tricky Dick to display an crror message.

This is no big deal, however, since exactly the same
procedure used to read halflf tracks will work for those with funny
numbers. Put In the RWTS patch, read secltor $00 of the CIA disk
with Tricky Dick, and positjon the disk arm over the deaired
track with The Lingulst. You should then be able to access the
trock's sectors with Tricky Dick.

PROTECTING YOUR OMM DISKETTES

If you've done your homework diJlipent]ly durlngg. Lhia
chapter, you-wil]l have discovercd a3 couple of quitLe chchlvs

protecticon methods already. Making use of Tricky Dick's abiIiLyv

to alter the data fleld marks and to patch directly to Lhe disk
will glve you further tools to enable you to lock a disk up so
tightly that only Lhe mosL knowledgeable of nibble copier fans
will be able to back-it up. Keep In mind that the folloving
changes apply to DOS 3.3 only. Pul the newly Inttializced
diskette In your drive Lhat you produced In Chapter 2 (that's the
one with track $23 initiallzed) and we'll start by playing around
a bt with the data ffeld on a couple of seclors.

Cbapgipe Data Eleld Harks

Boot up the Chapter 2 disketle and type {n the following
BASIC program:

I\ S HOMHE
: 10 VTAB 11U
' - 2Q HTAB 8 1
" 30 PRINT "1 BET YOU CAN'T COPY MEI"
ho END

llow type SAVE HELLO so that the program is installed on your
‘practice diskette. BRUN Tricky Dick and find HELLO's track and
seetor list (uhich §s probably located on track $12, sector $0F).
Yofi can choose to protect Lhis sector, the following scctor which
contalns the program code, or both.

Lets try the T&S 1ist rirst., Read it in with Tricky Dick
and let's decide how evi]l we want to be. We can change this
sector's data (jeld trajler, header, or both. Let's say you want
to change the data fleld header to DS BB CC, and the data field
trafler Lo FF AA. The flrst thing to do Is scbt up Tricky Dick's
DOS marks display to look like the following.
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DSBBCC O FFAAED

This sllows you to read in ® DOS 3.3 sector whose data flelc
marks are normal, but to write that ssme sector bsck wlth ft-
marks changed as shown. So alli you have to do now 1s resd 11
sector $OF (or "whatever HELLO's T&S 1llst sector {s) and write |1
back. Do this and try typing RUN HELLO, If you have bee:!
successflul, your disk drive .will start to sound like ® ministure
cement mixer as DOS strives valnly to read your program, It wil!
quickly give up and send you the dreaded 1/0 ERROR message. Jus!
Lo admire your handivork, losd In The Linguist and dump the trac!
upon which HELLO lives. Loglical) sector $OF (If this Is wherr
WELLO'S TAS 113t ended up) wll) be easy to find Bince It's the
same as physical sector 3$0F on the disk. Just find sector $00'-
bip block of bytes and back up one.

There 1a one cruciaslly important step yet to be osrried out
- you've got to let Lhe DOS on your protected diskette In on thr
tricks you've just been up to. If you neglect to do thils, of
course, you won'L ever be able to LOAD or RUN HELLO. The probler
here is that DOS needs both to recognlize the changed marks on thr
sectors you've just doctored apnd the normel sector mark:
everywhere else on the disk. Does this mean you've got to d¢
something drastic - llke maybe rewriting RW¥TS or something?

In fact, the solution 1Is sbsurdly simple. All you have tc
do 1s make sure your changed headers have at least the 'DS' byt:
in common with the normal headers. Then you patch DOS so that 1!
accepts the next two header bytes, frrespective of their values,
when searching for the start of the data [leld. In other worda

‘you fix DOS to look lor any header of the form 'DS XX XX', wher«

the 'XX's' can take on different values on different sectors
This means that you can have as many different dats field header:
on the disk as you llke a3 long you ensure that they all star

with 'DS'.

The rationale for this strategy Is that your changed and
normal headers must both have a reserved byte (f.e. elther a 'D5’
or an 'AA') in common so DOS dotsn't sccidently mistake 3 other
bytes of disk data for 3 header. If you use the "AA' for this,
you end up with XX AA XX, which caused booting problems In m

benchmark trials.

Now let's patch the DOS on your newly protected diskette 3¢
that it can handle varied headers. Change Tricky Dlck's sector
mark display back so that it shows the normal 'D5 AR AD’
headers, then read in track $00, sector 3$02. Get lines $FO0 and
$F8 up on the screen and type a 300 in place of the bytes o!
buffer locations $F3 and $FE as shown below, ;
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FO: C9 AA DO F2 AO 56 UBD 8C
\
change to: 00
FB: CO 10 FBE C9 AD DO ET7 A9
\

change Lo: 00

The values you are aboubt to replace with '00's' tell DOS
where to go Il a misread of the header's second and third bytes
occurs, In fact, the 'F2' and 'E7', plus the 3 numbers in (front
of each of them, say "IF the byte jJustl read |Is not equal to Lhe
correct header value ('AA' or 'AD') THEN jump along S&F2 or $E7
memory spaces to anolher sel ofl Instructions”. The fnstructions
In question stop everything and outpul an error message. laving
now replaced the cruclal bytes with '0's', write the seclor back
to the dilak,.

Your '00' patches tell DOS to jump along zgrp memory spaces
ff a misresd occurs.
byte {s Incorrect, don't jump anywhere at all - just continue as
{f nothing happened”. This fnsures that DOS will execute Lhe
seme chaln of Instructifons whether or not it encounlers Lhe
values It expects when reading the seccond and third bytles.

Your last Job 13 to fix DOS so that {t will accept both the
normal address (leld traller bytes, and those you have altered.
Here, there 13 even more latjtude for crealtivity, since any Lwo
legal (and some "fllegal”) values will work. Ir facl, youn arc
now goling to tell DOS to keep on doing tts thing, lrrespective of
whst bytes ft sces I{n Lhe traller. '

Read in track $00, sector $03 and get lines 30 - 40 on Lhe
dets dlaplaey,. Then change byltes $37 and $3F to '00'. Finfsh off
by changling byte 40 to a 'DO', and wrlte Lhe acctor back Lo Lhe

disk.
' a 30: BC CO' 10 FB C9 DE DO 0A
\

change Llo: 00

38: EA BD 8C CO 10 FB C9 AR
\

change Lo: 00

4o: FO SC 38 60 A0 FC 8u 26
) \
chenge to: DO

This tells RWTS to branch 0 spaces i the ffrst traller byte
Is fncorrect, just as before. The patches In lines $30 and $U0
change the verification procedure so Lhat R¥TS looks for 300 as
the second traller byte, then continues normally {f this value Is
not found., Since 300 I3 an lllepyal byte, and hence con'l appear
I thim bemlder b b b, BT iy

\
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had happened. So DOS will now lhnort the datea ffeld traflers

entlrely, allowing you to change }he:e [rom sector to sector at

will. How try rebooting and, volla, "I BET YOU CANT COPY MEI"

- appears on the screen,

You can now repest the foregoing tricks on the sector
contalning your HELLO program code. The most effective way to
make use of these techniques |Is Lo change the data field marks on
several sectors of a program you're trylng to protect., It's also
a good fdea Lo change the headers from sector to sector within
the same track. This latter measure makes the process of nibble
copylng the disk somethling ©of a horror ashow with many copy
programs. Also try using data hesders made up only of "illegal”
bytes as explalned In the answer seclion of this chapter.

Boxipg Lbe YIOC

One place on the disk that gets overlooked by every standard
Apple copy program (and most people using nibble coplers) Is
Lrack $23. As I've already mentioned, DOS I3 not conflgured.to
use this track, even though ft {3 éompletcly accessable on 99.91%
of all Apple drives (i7,your drive 13 one of the 0.1% that can't
use this track, take It back to your desler and demand that it be
made to work properly). This makes Lrack $23 an ldeal place to
hide something you want to keep from any would-be backer-uppers
of your software. And what belter ftem to conceal there than the
VIOC, since no DOS operatlon can go forwerd without [lrst
visiting this vital sector?

With any disk which has been Initisalized and doctored to use
track $23 as described In chapter 2, use Tricky Dick to read {n
the VTOC at track $11, sector $00, and write {t bsck to any

.sector of your cholce on track $23, How read In track 301,

sector §$0B and change byte $01 from an '11' to a-'23"', This
tells DOS to go to track $23 to (ind Lhe VTOC,

00: A9 11 BD FA BS 60 20 1D
\
change to a '23"

The only other patch you hlve to make |3 to track 301,
sector $0F by changing Its byte $0D from & '00' to whatever

sccrur ik itk ey U ~Aonreattins YORE v o,

08: D7 AE FA BS AD 00 uC s2
b
change to thesector number you selected

Finally, go back and zero out the original VTOC on track $11
by reading It In, pressing CTRL Z with Lhe cursor on byte $00,
and writing it back to the disk. Il a normal DOS s used to
boot or catalog the disk, the only thing that happens {3 that DOS
puts the "DISK VOLUHE 254" message at the top of the screen. If,
on the other hand, you want 3 crashout to occur in this
Altuntlion, almply wrelbe an $FF In hylte 301 of Lthe nowv reroed
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sector $00 on track $11. This causes a normal DOS to try to seek
Lhe diskarm to track SFF on o CATALOG or boot.
00: 00 00 00 00 00 00 00 00
N
change to 'FF'

You have probably deduced that the VTOC could be somewhwere
other than track $23 by sinply replacing the "11' in the first
patch with the number of the desired track. However, you will
need Lo protectl the dlak Inolher wonys, alnce COPYA w1l coop up
tg; moved VTOC slong wilh everylhlng clae, unleas 1L Ia on Lrock

Wherever you decide to put the VTOC, be sure to alter Jts”

bit maps to show thal the seclor jt occupies is not to be vrjtten

Lo. Whlle you're working on the maps, you might as wvell free vp
track $11, sector 500 also. That way you can use it for profram
storage. The bit maps are covered jn detajl In Chapter 2.

Protectioe BAH ki

Nlo matter how much you mess around with Lhe diak formall]ng
there stil)l remains one importanl potential .leak Lo be plugafJ
‘A would-be program purlolner can simply hit RESET while your
software §s running, and then save ft to a normally formatted

disk, This is easlly dene by booting in DOS from a normal slave
diskelte alter f]rst moving any file code on pages $08 and $03
(the only program storage areas that are disturbed by Lthis

process) to a unused part of memory with the monitor move routjne
(described on pages WU-U6 of the Apple manval). After Llhe boot,
{t remalns only to restore the code Lo pages 5006 and $03 and Lo
SAVE or BSAVE your program,

ft's just as easy Lo take precauvtlions apalinst
Is Lo carry it out. First of all, a single
effectively prevent anyone from interrupting

Fortunately,
this process a2s {1t
byte DOS patch,will

your praogram WYith an autostart ROM HESET. Starl by reading In
\rf:ck L00, seclor 20D of the diak to he proltecbed, anl |\i;nr" an
TFY In byle $31 on shown Lelow,

30: AD 53 9C €D F3 03 49 AS
\
change to 'FF'

Mow write the sector back to the disk. When DOS §s booted
l?, this patch will cause a flag (the "powerup byte" - see page
37 of the Apple manuval) to be allered so that when RESET s
pressed, your machine will think Jt has just been turned on and
vwill boot up sgaln. This effectively stops anyone [rom breaking
ifnto your program while it is running.

Another way of protecting RAM Is to alter the DOS command

;:?l! s0 that commands like SAVE, BSAVE, or CATALOG won't work.
vIs table is located at the end of track $01, sector $07, and
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runs from byte $80 to byte $FF {plus a bit on sector $08): Using
mands thet might be used

Tricky Dick, you could change any pOS com i
to rip off your programs. Or, you could simply write .'00's' over
|noperative. The chapter on The

rendering them completely

them,
this one describe

Tracer which followvs s the process lp detall.

A better ldea, however, i3 to modlri DOS so that pg direct

keyboard commands of any kind can be entered. This does awvay
with the necessity of revectoring RESET to reboot and stop3
people from LISTing 3 BASIC program. The following method
applies to DOS 3.3 only.

' \
The first step 13 to resd in track $00, sector $0E snd put
next two byte?d

the cursor on byte $ED. Change this and the
(i.e., the '59 81U AB') to 'uC ES BC' (JHMP $DCES) a3 shown belov.

Then write the sector back.
EB: 20 AU A1 29 7F AC ES BC

. What you've done 13 modify thé DOS routine vwhich takes spart
all direct entries f(rom the keyboard to 3see i{r they're DO5
commands. Instead of comparing an entry with the DOS command
Lable the routine 1s now set ot'JuMP to $BCES in DOS. This
section of memory {s completely unused normal
circumstances, but we're soon going to lix thet.

under

sector $06 and put the Tricky Dick
cursor on byte 3ES (which should be an 188'). When you boot DOS,
Lhis part of the sector gets loaded {nto the unused memory
locations that start at $BCES, 3o thls I3 where ve want to put
our patch. Here you have to type {n a fairly lengthy set of
instructions, 3o be sure check your work before writing it back
Lo the disk. Change lines $£0, $EB, and SFO to look like the

{l1lustration below.

Next read in track 300,

patch starts here
/ .

EO: AS EB 91 AO 91U A9 08 B85

E8: CE A9 00 85 CD AB AN 90

FO: CD CB DO Fh E6 CE DO H17

¥ \
patch ends here
The above patch {s sctually s loop wvhich wipes most of the
control Js transferred to it, the

W¥hen
t $800 writing zero after 2€ro, and doesn't
oun code snd crashes.

machine's memory.
subrouti{ne starts a
stop until it overwrites part of 1ts
These two patches change things so that whenever 8 command
{s keyed in from BASIC, 8sny program {n memory (except code
residing on page $03), plus @ goodly chunk of DOS, will be
totally eradicated. The subroutine terminstes when ft finelly
jumps to one of the '00's' it has written over ftself, This I3
interpreted as 2 BReaK ‘instroction, ceusing the monftor to
display the usual "', register contents, and BResk address.
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If the memory around that address is now inspected,
what'as lefl of the subroutine, though somcwhat disgulsed, can
3till be seen and perhaps Interpreled by an assembly longuage
programmer., And I that programmer rcally knows hls DOS, he
might just rfgure out where the calling statement was patched fn.

However,

So to mnke things even morc difflcult, therc Jla onec (inal

patch to go {n, Read In Lrack $00, scclor $0D and change line
£70 to look llke this:
$70: uC 03 EO uC 65 FF uc S8
AN
bytes which have been altered
Hhat you've done |3 changed the address thal tells the 6502

where Lo go when JU encounlers a BRcaK Instruction, Normally,
Lhis destinatlon i3 $FA59, a3 monfitor subroutfne which brings
about the familiar reglster display and "beep". When DOS s
booted, ft 3tores Lhis addresa al $3F0 Inmemory where |1 15 Lhen

that may UbLe
I's onc of

consulted for any DRenK handl Iny

operatjon of the machine. This documented

vell
Lthat you've no

Lhe

"page 3 vectors" (sce page 65 of the Apple manuval)
doubt read aboul and/or used.
The new address thal you've Just patched 'nto DOS tells Uhe

6502 to jump to 4E003 and starl execution lLhere whenever a BReaK

occurs, However, thls address is Lhe entry polnl for RASIC, and
merely causes the BASIC promplt to be dlsplayed. Since Lhe memory
roullne terminates only when 1L writes '00's' tnto flsell

wipe
and one of them getls
returned to BASIC after the

interpreted 3as a BReak,

control is simply
dirty vork §s done. .

So let's say somebody tries to LIST or SAVE one of your
proteclted programs. To his amazement, he gels absolulecly no
reaponac cxcerpl annther "1 prompl. Weecnuae DOS haa bheen wulped
cul, koyboasrd commpndas ore poaased abraolpht o an Lo Ehe WAL
Interpreter, so the user can now cater any PASIC command he likes
(although DOS commands merely eliclt a SYNTAX ERROR). Bobt it's
too late - your f)rogram Ils gone 350 there's nothing Lo LIST, and
POS is fnoperative. He'll play hell (lguring out what happened

subrouline has nol been

of the memory wvwipe
Lhe cvenla

because Lhe addrexs
dlaplayed, nor do Lhe sequence ol
\make 2ny apparcnl scnse.

Lhal heve voccurred

B

Javing effectively nonplussed the compelition, let's sce how
you dld when the shoe wason the other foot. The discussfon below
will allow you to compare your work on lrack $22's allered
formatling with my analysls of 1{t.

WHAT WAS OM TRACK 322

Sypc Byles - These consisted of the gzllerpaling values, FE
Lhe address (ield sync gaps (nobody sald sync

AB, throughoul all

bytes 211 have to be the same value). Toggling the sync byte

values llke Lhia stops almost cvery bil copler Il 1t's being
te

necessary during Lhye

opersted {n automatic mode - even {f the sppropriste sync byte
parameters are correctly speclified. As I mentioned earlier,
nelther these nor sny other altered sync bytes have sny eflfect

whatsoever on the standard Apple copy programs.

Seclor 3$0Q - Resding this sector r\equlres that you change
the Tricky Dick sddress (leld hesders to DC BF AA a3 shown below.

DCBFAA Y DEAA
DSAAAD Y DEAA
DSAAAD O DEAAEB

Sector $01 - Use the same address headers as above, plus D9

AA AD in the data fleld header., HNote that to write to this
sector you would slso have to chenge the data headers in the
fthird line Lo Lhe correct value.

DCBFAA Y DEAA \

. DYAAAD Y DEAA
DSAAAD O DEAAEB

Here the data fleld header and trafler have

Seclor 402 -
sultched places; the address hesder {3 the same 83 above. You
could alio have used '0000' in place of the 'DSAA' trafler.
DCBFAA Y DEAA
DEAAED Y DSAA
A DSAAAD Y DEAAEB
This switch reslly fouls up bit coplers, because thelr
analysis routlnes often look for correct header and trailer
“values, and {f they are found, make assumptions about the
beginning of the data fleld accordlingly. -

Joolour 404 - HNere 1 pulled = bit of » fast one. In most of
the current lliterature purporting to teake you undernesth Apple
DOS, ft is clalmed thal "fllegal” bytes con't be used on the disk
for hardware reasons. This 13 not strictly true, howvever, and If
the tl1legal byte doesn't contaln Rore than 3 consecutive zeros,
It will often work. Witness the data field header on this sector
which 13 FB8 C7 BB -~ all of whose Lytes sre sllegedly unsuable.-
In addition I changed the data treller to FF FF FF, Just to keep
you on your toes. Your Tricky Dick psrms should have looked llke

this (FFFF could be replaced uith 0000).

DCBFAA Y DEAA
F8C7B8 Y FFFF
DSAAAD Y DEAAEB

Using 1llegal bytes In headers Is quite handy because these
bytes are "reserved" {in that they will not be found elsewhere on
tihe disk - a status normally enjoyéd only by 'D5' and "AA'. A3 a
f1legal values are really good for screwing up many of

result
- since these programs often expect to

the current bt coplers,
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find st lesast one occurrence of 'D5 ‘or 'AA' In 811 headera. So
ir you're really Into copy protecting your own software, you
might try some of these values fn your disks' data headers, and
experiment around a bit to see exactly which of them work.

Another possibility Is to use 1)llegal values as data lleld
sync bytes. The way to do this |s type CALL -151 to get Into the
monitor. Then key In 'NC60:' (ollowed by whaltever sync byle

‘values you wunl Lo uar, Fianlly, THIT o diaketbo Yau can
trenafer programs across Lo Lhls disk In Lhe normal way., Altcer
doing this, use somec of Llhe measures descrlbed previously to

protect ft further.

Well,
close for the moment,

this brings my discussion of copy protection Lo a
Bul we are by no means (infished wilh the

subjeclt. In the next couple of chapters, you'll be learning how
to examine locked software cven more closely when 1'1] be talking
about 3some secrets of software prolecclion never belore

documented. Now JU's time for you to extend your clrcle of
friends to The Code Breaker.

¢ .
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-+ CHAPTER 81X — The Coda Breaker
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If you've been doing your ho‘rneuork up to now, your disk
savvy hss reached the point where you're ready to delve into one
of Lthe most esoteric Bapects of DOS. In-this chspter you and 1
are golng to be looking at @ method of protecting program code
from prying eyes known only to a few of the most priveledged
softuare "inalders™ (untll] this béok hits the dealers' shelves,
that 1a). You'ra golnp Lo dlaocover how, by asltering only two
bytes in DOS, ILt's posslble Lo scrsmble s whole diskfull of
software, yet enable It to work perfectly well once loaded into

RAH.

What I'm talking sbout is s aimple method of encrypting
programs as they are written to the disk and decrypting them a3
Lhey are loaded back into memory which, up to now, has
effectively stopped the lJikes of you and me from investigating |
thelr secrets and patchlng them to suit our needs. Thia
vemarkable method of software disgulse 13 sccomplished by
altering two cruclal blocks of data in AWTS - the nibble and byte
Lranslale tables, Just In case you aren't familiar with these,
I'11 explain them flrst, and then describe The Code Bresker's
{nstructions alterwards. 1f you alresdy know all sbout the
tables, you should Jump right to the {nstructions s [ew pages

hence,
UNEAVELING THE RWTS TRANSLATE TABLES

Probably the best way to get Into this subject i3 to refresh
abrielf summary of what I sald I'n Chapters 2 and
U about the way flle code gets changed just before being recorded
on the dlsk. You probably remember that dsta to be stored
undergo 8 serles of Lransformationy designed to circumvent
certaln hardware limftations fn the Apple. You'll no doubt Blso
recall that the first step of this process involves removing some
bits (two &n DOS 3.3, 3 in DOS 3.2) from the front of-each byte
and putting '0's' In thelr place. Followling thils, the chopped-
off bits are reassembled fnto spkarcate byles which themaelves
get two leading '0's' stuck on the front.

your memory with

Now you might have noticed an apperent contradiction in 81l
of this: I sald In Chapter 4 that all bytes written to Lhe disk
have Lo have the highest blt set, yet I also said in the same
breath that thelr high two or three blts fnverfably end up as
zeros. The resolution to thia parsdox Is where the translate
tables come In. Thetr Job is to tranafornm these bytes into
"legal® values which have the high bit set, and which have also
mel the other hardware Imposed requirements for disk storsage. .

.

Ibs Hibble Irapalale Table
o
The caslest wpy to end up with legsl disk bytes {3 to set up

15



s 1ist or "table” fn menory which containa all the legal values,
Lhen to use the bytes wc wanl Lo tranalate as offaselts (Lhere'n
that word yet again) into the table. For example, let's say that
poS 3.3 ends up with the value '1A' (00011010 in binary) to be
stored on a disk, What it does {3 count doun $1A (decimal 26)
places irnto the Lable below and use the value found there. Try

this out yourself.
3.3 Hibble Tranalate Table

of [set:00 01 02 03 0n 05 06 07 08 09 OA 0B OC OD OE OF
table value: 96 97 94 98 9D 9E 9F A6 A7 AB AC AD AE AF B2 B3

offset: 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
teble value: DU BS B6 BT B9 BA B0 BC BD BE BF CD CD CE CF D3

of fset: 20 21 22 23 2h 25 26 27 28 29 2A 2B 2C 2D 2E 2F
tsble velue: D6 DT D9 DA DB DC DD DE DF ES E6 ET E9 EA EB EC

30 31 32 33 3u 35 36 37 38 39 3A 3B 3C 30 3E 3F
Eb EE-EF F2 F3 Fu FS F6 F7 F9 FA FB FC FD FE FF

oflfset:
table valve:

the '96' iIn
value S$BF.
‘1A and

If you counted alogn $1A bytes, starting with
the above -table, you should have come Up with the
This Is the legal value Lhat peta substituted for
subasquently wrlllen on Lhe Jlak,

The table above 13 the "nibble translate table" and |s used
by DOS 3.3 In the last stage of translating data fn RAM to disk
nibbles. Its use Is a part of the "b6&2" encoding schehe
discussed in chapter 4., The table starts at $tBA29 in DOS, ‘and
you can see It in its natural environment by typing CALL =151,
followed by BA29.BA68. You can also lind it with Tricky Dick on
track $00, scclor $0u, bytes $29 - $68 in the data display.

Ibz'uxhz Iranalate Table
. . ® :

What goes on must eventually come off, so there also has to
be some provision for tronalating disk nibbles back Into dald
which has some meaning Lo your Apple. And since table look-up
was Lhe last step In writing, {L seems jnevijlable Lhat the same
‘process wvould be the flrst step involved In reading back. In
face, 1t 1is, and it requires 2a different table which Is
f1Yustrasted below.

3.3 Byte Translate Table

offset: 96 97 98 99 9A 9D 9C 90D 9E 9F AD A) A2 A} Al AS
teble value: 00 01 98 99 02 03 9C on 05 06 AO AV A2 A3 Al AS

offsct: A6 AT AB A9 AA AD AC AD AE AF BO B! B2 B3 DU BS
tsble valuc: 07 00 AB AQ LA 09 OA OB 0OC 0D NO nt OE OF 10 W

teble valur: 12 13 DA 10 15 1h 17 th 19 1A CO CY C? cn oY

ThA

offset: D6 D7 0O D9 BA DI DC DD BE DF co C1 Cc2 C3 Cu C5 .
(O

o

f

'

* would be translated

;. table value:

. offset: C6 CT €B €9 CA CB CC CD CE CF DO D1 D2 D3 DR DS
Lable value: €6 C7 CB C9 CA 1D Cc 1C 1D 1E DO D1 D2 VF D® DS

~ me rn rC4 2% F1 FO F w.. "o
cr.r Offset: p6 D7 DB D9 DA BB DC UD UL UF LU C©F te ©J v v
t 20 21 DB 22 23 2 25 26 27 2B EO EV E2 E3 EA 29

' offset: E6 E7 EB8 E9 EA EB EC ED EE EF FO F1 F2 F) F1 FS
table value: 2A 2B EB 2C 2D 2E 5F 30 31 32 FO Fi 33 3% 35 36

offset: F6 F7 FB F9 FA FB FC FD FE FF
table value: 37 38 F8 39 3A 30 3C 3D 3E 3F

This §s the DOS 3.3 "byte transiate table” which starts »n
¢BA96 and ends at §BAFF in DOS (type BA9G6.DAFF from the monitoe

or look at track $00, sector $0I, bytes $96 - $FF with Trick

Dick). MNotice that the second bxle of each address in the by!
table is the same as 23 the abo:

legal disk nitble, For example,
table tells us that '96' had Just been resd ofl the disk, !
into '00' (which you'll rind at $BA96).

|
DOS 3.2 Irapalatlion

The 3.2 table look-up vorks'just in s manner quite simil:
to the 3.3 process mentjoned above. The maln point of departu
Ia Lhnt n different pnir of transiate tables ore used. Theae »
shown below, and you'll notlce that Lhey oare much shorter Lh
Lhe 3.3 tables. This 1s because there are fewer permissid
values used to encode dats for disk storage by j.2's "5
encoding system. The nibble table shown ‘below runs from $BAAD
$BAAF in RAM (and Is in sector $06 of Llrack $00, bytes $9A
¢B9 on a 3.2 disk). The table shown Just after ft Is the }
byte table and ranges from $BCYA - $BCBIY (track $00, sector $0

bytes $AD - FF).
3.2 Nlbble Tra&slale Table

offset: 00 01 02 0} ot 05 06 07 08 09 OA o 06C 0D OE OF
table value: AR AD AE AF BS b6 BT DA BB BD RE BF D6 D7 DA DB

offset: 10 11 12 13 1y 15t 16 17 18 19 1A 18 1C 1D 1E F
Lable value: DD DE DF EA EB ED EE EF F5 F6 FT FA FE FD FE FF

3.2 Byte Translste Table

offset: AB AC AD AE AF BO By B2 B3 Bu BS B6 BT B8 B9 BA
table value: 00 0} 08 10 18 02 03 Ou 05 06 20 28 30 07 09 38

offset: BB BC BD BE BF CO C1 C2 vj v~ S RSRSTIEXT LA
Lable value: M0 OA 4B =~ =R R 0C pD OF OF 11 12 13 10 15 16

offset: CB CC CD CE CF DO p1 D2 D3 ba DS D6 DT D8 D9 DA
teble volue: 17 19 1A in 1C 1D 1E°21 22 23 24 60 68 25 26 10

€6 E7 EB8 E9 EA

offset: DB DC DD DE DF EO E1 E2 E3 EU ES
2C 32 13 9f

tnble value: 7027 fo DA 90 29 2A 2N - 2D 2 2F 3
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offset: E3 EC ED EE EF FO F) F2 F3 Fu F5 F6 F7 FB F9 FA
table value: AO 31t AG €O BB 35 36 37 39 34 CO €O DO 30 3C D8

<

offset: FG FC F
E

FEF
teblc volue: EO 10 Fo

F
Fo

-~

I think you can already see that the use of translate tables
fn the encoding process opens up wide vistas for pvotecllﬁg
solflvware, Consider what would happen {if you ceclded Lo
fnitialize a disk with 2 few byles swiltched zround In Lhese
tables, and then SAVE'd or BSAVE'd a2 program. Only Lhe alterecd
RUTS on the diskette, thus protected, would be able Lo correclly
translate the disk data bLack into a sensiblc sequence of code
when Lhe progran was retrieved. A normal RVUTS5. on Lhe olher
hand, would substitute all ... Lrwuadfdaedbvrp valupy In alace
Lhe disk nibbles. llowever, sorme of these (Lhe oncs you
dellberately changed) would be Incorrect, resulting 1in
meanfngless values belng deposited in RAIN, Any attemplt to
execute thils gartaped code would quickly result In a crash.

7
A

F—ed

ort -

s,

. -

And that's only If somebody succecded In LOADI
. ng or BLOADIng
your program §n the flrst place. In most cases, even gelling Lhe
. ;framb]cd program off Lhc disk would be fmpossible for a standard
‘TS since the large majority of Llhe program sectors' data fleld
gnfjk:ums'wosggsap?car fnvalld. These checksums would make sense

o the . whose Llrans]late tables contained tI opr

alteratfons, " e sipropriate

So }ueaklns the tzbles blocks the two maln access routes to
your software. First off, the checksum effect slops any copy
program which uses a standarc¢ RWTS (rom backing the soflwarc up
Furthermore, even Il somcone fffures out how to stop RUTS from

calculating the data (leld checksum (which for DOS 3.3, by Lhe

vay, merely requires typing CALL =151, followed by E92E:0), Lhe
code he ends uvp with will be usecless. This stops sufcuarc
peeping Toms from using any of Lhe presenlly avallable disk
utflitlies' (except thé CIA, of course) to even Jook at your code.

Since installing this "secrel code™ on a disk Is preltty
sirple (a3 you'll see In this chapter's tutorfal), It Is not too
\surprising that it Is rapidly becoming widely used by commerclal
soflware houses. As you will learn from the instructions that
folFow, The Coc¢e Brecoker can be vsed Lo alter Trilcky Dick's
Lranslate tables so that a disk protected in this manner can be
read and written to. And what's more, you can use The Tracer Lo
find Ltables that have been moved from thelr standard locatlon.
Once you have found the tables you can then compare Lhem wilh the
stencderd versions vwe've already looked at In this chapter. Any
chenges cen then be typed into The Code Breaker, allowing you Lo
reasd, 1ist, and vrite In the vsual manner. In Lhe tutorlal later
i{n this chapter, I'11 also be discussing In detall both how to
put this type of protectjon into your own software.

ek |
oo |
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IUSTBUGTING IUE CODE BBEAKER

As with the other modules previously discussed, The Code
Breaker only works In conjunction with Tricky Dick, and i3
entered from the latter by means of the usual CTRL E. Hitting
CTRL C while in The Code Bresker gets you back to Tricky Dick.

. Before Jumping Into the Code
ot number of your disk controller
sand the DOS

Irdckx Dick Prepacallena
Breaker, you need to set Lhe sl
card, the drive number of the taprget dliskette,

version.
When you first enter The Code

Hitting any key
This

Ibe Code Breakec Rlaplax:
Breaker, you will see fts lnLroduc}ory screen.
to.the . nibble table display.

will consi3st o1 efuvnti“enct
the DOS verslion you selected while in Tricky Dick.
will be reating on the table's firat

The Code Breaker's cursor
fn the table 13 shown the value

byte. To the left of each byte
that {t replaces.

Just 1ike the previous modules, a
'/t or '27' takes you to the help screen, This diaplays each of
the commands and glves a brlelf summary ofl them. It can be
summoned up at any time while you are using The Code Breaker.

The Bele Sercen LL ok 2):

EdiLipg Lbe Irepalale Tahlga: Once you have the nibble table
on the screen, you can move Lhe cursor from byte to byte with the
Y1, YJ', ‘'K', and ‘'H keys, Just as {n the. other utilities.
CTRL I, J, K, and H enable you to make big jumps around the
display in the usual manner. CTRL B takes you to the (irast entry
in Lhe table, and CTRL N shoots you down to the last byte.

es In the translate tables i3 carried by
over the byte In question and typing the

Remember to type a leading zero in front
‘03" {f you want to

Changing byte valu
posfitioning the cursor
new hex value over It.
of any single-diglt hex number (e.g., type

enter a '3'). .

Saxipg Lbe Gbanged Iable KIS1: When you have finished
altering the translate table Lo match the one you found on the

target disk, hit CTRL S to Incorporate this table Into Tricky
Dick's RMTS. The CTRL S command puts your changes both in the
nibble table and in the byte table, enabling Tricky Dick to read
from and write to the encrypted disk. Il you accidently
duplicate a value or type In an "{llegal™ value, it will Tlash
when you hit CTRL S. This I3 your cue to use the instruction

described In the next paragraph,

Ecasipg a Miatake LZB): If you mistype a value when editing
Lhe table, hit CTRL R to restore {t to its original state., This
causes all the values you typed in be scrubbed and displays the

previous values.
<
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Bestaecipng Lbe Standard pDOS Table L2D): IT after alterling 2
translate table (cither before or afler consolidating the change
with CTRL S) you wish to return Llhe standard DOS version Lo
Tricky Dick's RWTS, simply hit CTRL D. The standard table will
be displeyed by the Code Breaker and Incorporated by Tricky Dick.
Aluays remember to do Lhils if you have finished working wlth an
encrypted dlsk and now wish Lo use Tricky Dick on normally

encoded soltware.
THE CODE BREAKER TUTORIAL

In this tutorlal [I'm golng to adopt 2 change of pace.
Instead of asking you to work with somelhing on the CIA disk, I'm
going to show you how to make up your own praclice materfials.
This spprosch will provide you wilth a doublc-cdged sword. First,

you'll learn how to uac Lthe Lranslate tablea Lo prolcebl your ovn

software by Wr
Once you've done Lhls, you'll
for learning to use The Code Dreake
) encrypted In the same manncr.

then have an idcal practice disk
r to decipher saftware already

Epkryptipg Your Bresraos

a simple patch to the translate

As I've already polnted out,
and vsually

tables scrambles any programs3 written to Lhe disk,
also alters the data fleld checksums so as Lo make the disk
uncopyable by any utilitly using a normal D0S. Only the DOS on
the disk thus protecled will be able to make 3ensc ol Lhe
programs recorded upon It. Add a few more prolecction measures
from chapter S and you've gol a pretly formidable disk lock.

Start by booting In a normal 3.3 DOS and placlng your Systemn
Master ‘disketle In Lhe drive. NHow Lype o LOAD IIDANSS THIHLE,
List the program, just Lo make sure fLl's therc, and type CALL -
151, rollovwed by BDA29L. This will display the beginning of the
nibble translate Llable used {n writing program code to the disk.
You can verily thls by comparing the [irst few bytes (96 97 9A',
wete.) with the 3.3 nibble Lable 1 reproduced a few pages back.

About a quarter of the way dovn Lhe screen you will sce the
followlng line.
>
DA32- AB 727
store the value $09, ft. first

When DOS 1s ready to
substitutes $AB In place of it. You can confirm Lhis by lookling
ft up In the 3.3 nibble shown earller, or counting up from the
'96' st the top of the screen. Let's change this byle to "AA' by
typing In BA32:AA. After keying In BA29L once agaln, the line
should you changed should look 1llike this.

NAY2- AR TAX

{ting It on Lhe disk in a speclally scrambled o , =~

..
=
|

What you have done so far |s modify the nibble table 30 that
whenever RWTS encounters the value $09 during 8 write cycle, it
will substitute 'AA' in fts place lInstead of the standard value, !
$ADB. Though $AA i3 a nreserved® value to be used only for:
headers and trajlers, we can still get awey with using it here
(because we haven't touched 'D5' which is also used exclusively
for headers and trajlers, and DOS really only needs one such
reserved value). . ¢

Whenever DOS saves your program code on the disk, it always
randa IL haek na a final eheek. And, of courac, you'd 1lke to be
able Lo run your program laler on. This meana we also have to
alter Lhe byte Lranslale table which i3 used during the read
cycle. So type DAAOL and have 3 look at the followling tvo 1ines
aboul a Lhird of Lhe way doun the 3creen.

BAA9- A9 AA ;1 LDA $AA
BAAB- 09 0A j  ORA $0A .
Whenever RWTS reads an 'AB' off Lhe diask, it comes to

locatlion $BAAD and retrieves the hex number at that locatlon (the
rule Is: add the byte value to $BA00, 1.e, $BA0O0 + $AD = $BAAB).
Thus, $AB gels translated right back Into the orjginsl value,
$09. MHowever, ue've Just act things up to translate 309 into
SA.A. so we've gol Lo make sure the reverse process also works.
This means we need to put the '09' In location $BAAA 30 that $AA
will get interpreted as 509, Do thils by typling BAAA: 9 AA. Then
Lype BAAOL again and the same 4 bytes should look like ULhis.

BAAG- A9 09 LDA $09
NARN-  AA TAX
DAAC-  O# 1

This is all the table doctoring you need to do, so place 3
blank diskette Jn your drive and type IHIT HELLO. This of course
makea BUIAN'S THEKE ULhe "he)lo" propram on Lhe neuly Infitinlized

disk.

BRIAN'S THEME and all of DOS I3 now encrypted 30 that the
program code 15 scrambled and mosty of the chccksums appear faulty
to a normal DOS. In fact, we've actually protected the disk Lo
well - so well, 1n fact, that the disk controller card can't
recognlze the DOS image, and hence the disk I3 unbootsble,

You see, whenever you boot up, your Apple starts the boot
process off by running a small machine language progream in ROH on
the controller card. Since this program's job Is to read in some
data from the disk, It heas to make use of a byte table. However,
none exists in memory since the translate tables are contalned in
RWTS which hsan't been booted In yet, The controller card
resolves this Catch-22 situvation by generating a Ltemporary table
for fIts own use,. .

The program on the cerd loads in sector $00 on track 300
Al Loaka ot dbn very Tleal hyle, Thin bLyte apeaiffes Lhn Lola
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number of sectors that arc to be read durlng this stape ol the
boot process. In & normal DOS 3.3 (but not always fn protected
DOS') this byte Is always 301, conveyling the message that only
this rirst sector §s to be loaded §nto RAMN. When this
{nformation I3 digested, the program {n the card's ROM passes
program control over to seclor 500's code.

The disk controller's ROH code has more than a walk-on part,
however. Sector 500 contains another short batch of machine
language which now calls that ROMN code a3 a subroutlne in order
to read in the next 9 consccutive sectors. This means that the
temporsry byte table gencrated by the controller card must be
used to read in sectors 300 - 309 of track $00 (which, by Lthe
way, contalin the RWTS Image with Lhe permancnt translate tables).
Unfortunately, the temporary lablc contalns the standard valucs,
and hence won't read your proteccted disk's DOS because you
fnftiallzec¢ the entire disk (including Its DOS) with a diddled
byte table,
slightly tedious.
rs from any normal

the thecksums will
fts standard

The solution Is elementary, though
you next have to do Is copy the first 9 scclo
3.3 disk onto the protected disk. That way,
be recognizable to the controller card when 1L uses
byte table to resd these scclors In. s

Start by putting the CIA 1n drive one and your newly
Inftislized diak In drive Ltuo. How beal up Lhe CIA disk and RRUN
Tricky Dick. fead In Lrack [300, seclor 200 from Lhe CIA and

Then write Lhe sector to your

incremenl the sector number by
1‘0

change the drive number to 'DR=2'.

protected disk In drive two and
one with the right arrow. Change Lhe drive number back Lo

and read in track 500, sector $01 [rom the CIA disk. Write IL Lo
your protected disk, and conlinue the process untll seclors L00 -
$03 have been lransferred. Il you only have onc drive, you'll
have to 3uwap the two disks back and forth Jor cach seclor you
copy with Tricky Dick, Thia will call for some exlra alipght-of-
hand, buly will pbviate Lhe decessity of constanlly. changing Lhe
drive number back and forth.

llow read in scctor 104 from the CIA disk and change byte $32
\rrom an 'AD' Lo an 'AA' as shown below.

-
e

30: A6 AT AB AC AD AE AF B2
\

change to an 'AA!
the positions of bytes

Then move down to line $AB and switch
normal table).

$AA and $AB (thelr values arec $09 and $AS9 in a
lhen you've done this the line should look like:

LB; AB A9 09 AA OA OD OC OD
LY ¢

Lhese byles have been suitched

a?
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These changes will no doubt sppesr lamilisr, since you just

gg:d ;hcm to protect the target disk., Il you transfer 8 normal
. cross wlthout changing these values, the RWTS on the
protected disk wlill)l just end up with normal nibble and byte

tables, and hence not be able to make sense of the encrypted dat:

:n that disk. On the other hand, Il you dpn'L make the transfer,
he checksum {n the target disk's sector $04 will be

gnrecognlzable.to the controller card, and hence any attempt tc

doot the protected disk will fafl. The only way to resolve thirs

s%l}emma s to install the same changes in the tables on sector
C that you originally used to protect the disk.

Finjsh off by writing the secto ]
r to the protected diskette.
llow advance Lhe seclor number to $05, sawitch back Lo drive one

ggd copy Il across Lo drive two. Do the aame with sectora $06 -
? 0; When Lthls is completed, the disk will be ready to go.
ou'll fInd that {t boots normally and runs BRIAN'S THEME as Lthe

_bf]l? program (1 nol, repeal Lhe protectlon process, belng extrn
;urc ul when copylng seccltors 300 - %09 scross). However, Il you
00} up a normal DOS and try to RUN HELLO on the protected disk,
g?:olac&ui% get an 1/0 error due to the checksum effect. You'll
! : e 353ame result If you try to copy the protected sk
wilh one of the standard Apple copy program:i g ST

Just to see what the encrypted versfon of BRIANS THEME looks

:l?r to a3 normal DOS, reboot your CIA disk. Then type CALL -151
ollowed by NA2F:N, Thia cancela all dnta fleld checksum crror:
and enables you Lo LOAD HELLO from Lhe "disk you've jus(
encrypted. Do this, and If the machline hangs, hit RESET. Now

:‘De LIST and have a look at the program., The first lines will
appear morec or lc¢ss normal, but starting at 1{ne 200, the program
code really hlts Lhe fan. Everylhing after that 13'3 real mess
and of course Is Incomprehensible to any would-be snoo cr;
Punning Lhis code will have unpredictable results. . )

The

corrupled DRIAN'S THEHE 13 pretty representative of whot

{:LZZILtok Jiff which have been encrypted by changing the
e ables. You'll wusually see a lar i
‘ ge batch of
qxcran.inp,l(.ss data, followed by a lew lines of sensible
instruclliona, This In Lurn merpges Into more gBarbage, and 3o on

But
Léblc: have such a dlsasterous effect?
?Li»only~‘/u a3 many DOS 3.3 values avaflable for disk storage as
u](;e are for RAH storage (64 as opposed Lo 256). So to start

Lh, $AB (or any other disk nibble you choose to mistranslate)

how does changing only one value {n each of the two
Don't forget that there

::lmore Ilkely to be encountered on the dlsk than you might
vUnk, and a falr number of bogus translations of fl should thu
be found when a flle I3 read In. ’

L””Ha(;r:o:etr,dccrtnln detsils of the translation process (vou
S L nd tedious to go Into here) Insure that once a cha.. -
: e In the by&e Ltable |3 used to translate a disk nibble f;
rol. aprendas Lo a aubabantlal number of the nlbbles ﬂcl; l:e
L

reginrdless of Lhelr value, Thus, a slmple change Lo the tables




up front causes & slriking amounl of scrambling later on.

O course If you want to fncreese Lhe probability of all
your program belng undeclpherable, you only have to change some
tiore byltes In the tebles. The best way te do this is Lo switch
some of the values zround. For example, Lry swapping the nibble
table values at ZDAUS (pormally 2 'D3') and $BAS3 (an 'E6') by
typing CALL =151, folloved by BRAWNB:E6 1I BAS3:DJ. Hake ULhe
corresponding alterations Lo the bylLe table with $83AD3:2A 1
BAE6:1F (these addresses zre oblalned by adding 3D3 and &E6 onlo
SBAOO). Then pul in Lhe change from SAB to SAA described above.
Finally, Inftialize a disk and transfer the [(lrst 9 secclors
acrass the way you cid before. Use a diffcrenl diskelle,
however, becausc you'll nced Lhe original 5AA0 disk for Lhe nexl
seclion. Remember to incorporate all Lhe changes in the secctor
50U tables uslng the same melhod you've already learned. Howu
pet the program fnlto mewmory (by cancelling Lbe checksum) and have
a look. JIbal should stog ‘en from ripping ofl your sofltuirel

Uow Lo Edit Epcryeled Soflvare

How that you've discovercd how Lo prolecl sofluware by
patching the translale tables, ycu'rec morce Lhan ready Lo lcarn
how to unprotect L usfng Lhe same melhod. The disk you crceated
above with the $AA substitution for $AGC will make an fdeal medium
for you Lto practice on. Since The Code Breakcer does
automatically some of the operations you've just done by hand,
you should fnd Lhis half of Lhe tutorfal a picce of cake.

Start by DBLOADIng The Code 3rcaker and DRUNing Tricky Dick.
Then fput your neuly protecled disk intc your drive and make sure
the drive number and 0OS paramclers in Tricky Dick's display are
et Lo reed |IL. Loaok al ULrnack 10, sector 2017 bto Ciod he
location of FCLLO (In reallby, BDRIAK'S THENL), ILvs Lrack and
scctor list should be on sector GS0F ol Lrack 12, and Lhe progran
coce should begin on sector SOE of the same Lrack. VYou'll [ind
that I ypu Lry to resd In Lhe (lrabt few zector:n of Lhe propeam,
Tricky Dilck wil1l ratl on aboul halfl of then. This s beecanse
your Ltrinslate table palches have caused Lhe BUVTS on Lhe
protected disk to generate data [(ield checksumy vhich appear
fncerrect to a normal ALTS,

.j'ow hit CTRL S and chanze the data ffeld checksum designator
frog 'Y' to 'II'" as shown in chapter two. This should allow you
to read all the sectors fn BRIAL'S THEHE., lowever, you'll now
finc¢ that those which caused a Tricky Dick 1/0 error before you
cancelled the checksum look like garbage vhen you [Inally do
succeed In getling them Into Tricky Dick's display, To verify
this, do an hpplesofl listing on them using the sequence |
cxplalned 1n Chopler two, If you cver encounter Lhils same
Sltuation with anothker diaka, you zhould fmmedialely suspecl Lhe
{)rLc]:.cncc of sonc¢ lype of protcction fnvolving Lhe Lranslale
wutles,

To test this hypothesis, resd in sector $04 on track $00 and
find the beginning of the byte table. As mentloned previously,
it should start on byte $96 of row $90. This byte should be a
'00' as shown below.

$90: 82 c5 cu B3 BO 88 00 01

\
f{rst value in the byte table

A quick inspection of the standard DOS 3.3 byte table

"shown earlier will reveal that the positfons of *AA' and '09’

have been reverscd. Of course, you already know about this
litllec sublerfuge because you yoursell wecre the agent of fts
creatlon. Neverthecless, pretend that {t's new to you and
contlinue. In order to Illustrate how to proceed from here, I'l1
r’:producc the appropriate line of 3.3 Lhe byte table.

offset: A6 A7 A8 A9 AA AD AC AD! AE AF BO BY B2 B3 Bu BS
table value: 07 08 A8 A9 AA 09 OA 0B OC 0D BO B1 OE OF 10 11
L i
bytes which you reversed

In order to read the disk, we've got to tell The Code
Breaker to edit Tricky Dick's tables to take sccount of the
altered table values.

To do this, use the *I', 'J', 'K', and 'L' keys (uwith or
without pressing the CTRL key at the same Lime to hurry Lhings
up) to move The Code Breaker's cursor over Lhe 'AB' In the
display, then type in "AA'. This value Is {n the [irst column of

_the display, part of which Is shown below.

07- Ab
08- A7
09- AB z=2> change to AA
OA- AC
0B~ AD

Now to hit CTRL S to "save®™ the current Lablc' f.e., patch
ft fnto Tricky Dick. Just for some extra practice, hit CTRL N,
followed by CTRL B, This will make the cursor jump Lto Lhe
last and lirst entries in theée table respectively - handy {f
you're ever In a hurry to get from one end to the other.

While you're on the flrat byte, a '96', type in 'AB'., Keep
your eye on this value and hit CTRL R, Since this command
restores the table to Its previous form, the '"AB' changes right
bick to a '96'. However, notlce thgt the 'AA' you previously
entered remalns unchanged. This ['s becouse you saved {t with
Tl oo, 1'r vou u31\lrvl 1o go right hark Lo Lhe standard POS 1.1

Wl babeb et el oy ettt bhiba ped it by oy e wahd Lype Inow
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CTRL D and the 'AA' would be replaced with the standard value for
that posftfon, an *AB'. If while on the '96', you had duplicated
one of the bytes {n the table, or keyed {n an fllegal value, it
would have begun to flash. In efther case, CTRL R would have put
things back the way they were before you made the offending
keystrokes,

Having succesafully edited the translate tables, you can now
read all of the sectors In DRIAN'S THEME, allas HELLO, on Lhe
protected df sk, Hit CTRL C to get back to Tricky Dick, and chcck
this out. If you get an I/0 error, go back to The Code Breaker,
hit CTRL D, and try egaln,

Tbe D5 = D6 Swikcb

This I3 the most common alteration to the tables currently
fnuse. What Lhe person prolecting Lthe dlak docs |15 subslllute
'DS' (m velue normally rgserved for hecaders) In place of 'DOL (4
legal value). This leaves 'D6' oul of the Lables entirely, and
hence turns fL Into a reserved value as far as that paticular DOS
{8 concarned. 'D6' 13 Lhen auballtuled for 'DS' §in Lhe addrean
and data headers (after all, Il has Jusl become a reserved byle),
So If you 3ee headers beglnning with Lhis byte, change Tricky
-Dick's DOS mark display accordingly, and also cancel the data
ffeld checkaum (a3 rxplalned fn Chapter S). Then read In a (ru
sectors (rom here and Lhere and li13t lhelr conlents, If you (Ind
garbege alternating with sensible code, you should suspecl that

the DS - D6 awitch i3 In effecct.

The next step {3 to use The Code Breaker to edit Lhe
tranalate table, pdtting a 'D6' In place of Lhe 'DS'. Now read in
a few sectors and 113t them, The odds are prelty good you'll be
make 3ense of thelr contents.

Remonmber finslly that disks whose tables have been allered
may hove alao been subjected to other prolection methods. Be
sure to check for this when working with such a disk.

Well folksa, that's all there I3 to The Code Breaker. You
age now privy to one of the latest software protection sccrets
(at” the time of writing). By now you should also be preltly handy
with Lhe CIA utillities, and know your way around the disk quiltle
Wwell. A1l of which means you are recady for your next encounler
With a new member of the CIA - 30 turn the page and shake hands

with The Tracer.

HED

CHAPTER SEVEN — The Tracer

If you've ever wanted to find something on a disk, The
Tracer 13 for you. This member of the CIA team will search each
seclor in the range you speclify, sniffing out the cetalog, the
VT0C, all track and sector 1lists, and any | - 6 strings you
elect. You can choose any or all of these options and The Tracer
w11l turn them up In record time, Jumplng into Tricky Dick to
point out each found ftem on the data display.

The Tracer's services allow you to carry out an almost
unlimited varfctly of disk tasks quickly and easily. For example,
I'm polng Lo show you In thia chapter how. Lo (ind and resacue loat
f1les in the most ropid manner physically posaible on the Apple.
Yéu'll also learn how to turn your machine Into a text retrieval
"scarch engine" Lo track down word processor and document files
on_Lhe baalas of key worda and phrases. Or would you llke to
search for one or 2 3crles of atringa apecified in high ASCII,
low ASCII, or hex - and do this where elther a normal or abnormal
disk format is present? And on the subject of funny formatting,
perhapa you'd (ind JL uaeful Lo Jocate track sand sactor liata,
the VTOC, and Lhe calalog on protecled diskas. These and many
olher disk miracles are possible once you've soaked up thlils
chapler, 5o let's gel started right away by learning how to
cammunlente with The Trancer.

THE TRACER'S INSTRUCTIONS

In the manner to which you are no doubt nécuatomcd by now,

I'm going to starl oul wilth a brief discussion of the Tracer's

instructions, and then follow up with a more {n-depth tutorfal.
Ax uaual, Lhe benal way Lo uac thlas chaplter I3 to read this (lrat
seclion corefully, Utryling oul Lhe varlous commands, then proceced

alterwards to the Ltutorlal.

Tciecky Rick aod Ibe Irascec .

Just like the other two modules, you slways have to use The
Tracer in conjunction with Tricky Dlck. To get The Tracer {nto
memory, type BLOAD THE TRACER and start up old Tricky., Just as
with the other modules, a CTRL E now gets you directly into The
Tracer and displays Its Introductory screen. From this screen
you can efther press CTRL C to get back to Tricky Dick, or hit
any other key to obtain the menu.

Gelting Beadx for Ibe Iracacr

Before jumping from Tricky Dick 1nto The Tracer, "you will
need to act the alot and drive numpers (CTRL O) and the DOS
verslon (CTRL D) of the disk you wish to search, The 'T=' and
'Sz' parameters arg adjusted sutomatlcally by The Tracer, and the
PO e b s lay can b anl Feam The Tenerr'n menu (an danaribnd
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later). \Vhen the menu appears, Tricky Dick's parameters will

sti1] remaln in view, bul fLt's avuthor's name (T. TSE) {5 blanked I

from the screen. lle won't mind though, since he dldn'L wrile The E.a

Tracer, and 1 nceded the room to display some messages. i
Ihe Ueou v
The best way to make use of this sectifon i3 to gelt The '

Tracer's menu up on the screen and refer to ft as I describe iLs
use. The Lop part of the menu lists the 5 search opllons
avallable. These are:

Froeoed
]

VERIFY FORBATTING ; ‘1’
‘,

FIND: T&S LISTS CATALOG SECTORS VTOC Py
STRINGS: F _.q
i
You make your aelectlona by preanlng 'Y' for "yea"™ or 'N' A TI'—'
for "no" when Lhe curaor appears on Lhe (lrst leltler of eanch )
optlon. As selectlons are made, the cursor jumps [rom one oplion p}!:a
to the next, The Tracer Immedialely Jnverses each opllion you
. delect, thus highlighting them for later rcfercnce as you procveed P-.__t‘g
‘Lhrough the mecnu. «g S
The numbers ' - 6 dlircctly bencath "STRINGS" are wherc you ’;xv-%
Lype In Lhe hex and/or ASClI] stringys you want Lo look for, and B
Lhe RANGE section allows you to specifly the high and low poinls
of Lhe range you wish to search. MHNow let's start at the Lop of F}—w
. -"t
the menu and work down through It fndetall. "‘*—]
Verdfy Eocoakllos ]
This 13 where the cursor comes when the menu flrst‘appcars.
A'Y' here tells The Tracer to read In sectors on Lhe disk, but F.r;*ri}
not to analyse them in any vay. The Tracer will do this uslog e
Lhe DOS veraflon and acclor mnarks anhowh tn the Tricky Dick '
¢lsplay. This allows you tu check very rapldly whelher a raonge ﬁ;_"q
of scctors (or the entire disk, il you like ) Is readable using }
a particular set of values In these paramclters. Since Lhe o
fhlloulng 4 options do Involve analysis of the seclor data, if i,_;.’g
you type & 'Y' In response to "verify", Lhe cursor will skip over
Lhem asid jump straight down to botlom of the menu, prompling you [;‘__}_q,;_‘a
to enter the range of sectors you wish to check oul. IT instead —~y——
y o | L ey g : : e
Lo aes ' p;-::ﬂ
T4S LiaLa

A 'Y' here tells The Tracer to look for and display all
Track snd Scctor Lists within Lhe search range you are golng to
enter later {h the menu. Starting here, efther a 'Y' or an 'N'
reply Lo ench option causes Lhe cursor to move direclly on to Lhe

next,
‘ oA

EgLalnn SeeRkecs

As the name implies, selecting this option tells The Tracer
to search for catalog sectors within a given range and show then
to you. Of course, with a normal dfsk you already know where the
catalog is, but this particular service could prove rather useful
when working with protecled software where the cateslog i3 likely
to be somecwhere else on the dlak.

YI0C

This enables you to search for the Volume Table of Contentys,
which under a normal DOS {3 always found on track $11, sector
$00, but which could turn up anywhere on 8 protected dlsk. Ir
you need any brushing up on Lhe function of the VTOC, have
Jmother qulck look at my discusston of [t in Chapter 2.

. IMPORTANT NOTE: Though this never happened once fn my
benchmunrk Lrinla wilh acvernl doren dlaks of personal and
commerclal software, ft's Juat poasible thal » sector which is
not”a T&4S list, catalog sector, or the VTOC could look like one
of these to The Tracer. Simjflarly, having written Lhe program
mysclf, 1 can think of a few ways of "proleclLling” these 3 types
of scctors by changlng them so that they would be unrecognizable
to The Tracer, yel would not 3crew up any DOS operations,
Similarly, The Tracer may pass over one of them {f the sector has
been badly clobbercd. So cxpeclt aboul 99 and 4u/1001% accuracy,
but don't hope for absolute infalliblillity. '

ANOTHER IMPORTANT NOTE: Protected diaks may not have &
VTOC, catalog, or T&LS Yfats, Thelr programs may ‘be loaded by
direct dlsk acceaa, Lhus obviating the need (or theae 3 ltems.

Skripga

If you answer 'Y' to this option, you will be able to
apecify from 1 ta 6 atringa elther In hex, high ASCII, or low
ASCII, and The Tracer will look for them {n each sector of the
range you deslignate. Your 'Y! r:plylcauaes the word "STRINGS"® to
1ight up and the cursor to jump just below It, next to the "1-"7,
This prompts you to tell The Tracer which of the 3 types of
strings you want to enter, 3o you'll neced to select one of the

following:
Stclpg Dealgoalor

Stcipe Txpae

type a '$' sign
type an 'H!
type an 'L

Hexadecimsl
High ASCII
Low ASCII

The character you type will be echoed In inverse on the left
of the cursor. This t3 your slgnal to start keying in the
string, whereupon the fnversed astring designator will jJjump over
to the left of Lhe "1-" to remain there Wwhile you f111 out the
rest ol the menu, . '




If you are entering a brx string, spaces between hex bytlcs ) <
von't be accepted. This allovws maxImum room on the menu for your E

g ‘ro De sure to
string. MHex strings can contain from 1 to 15 bytes. F;'T"
put the leading zeros on 811 hex bytes you enter. For example, - q

*3' should be entercd nn 01. I
s

If you are entering an ASCII string, apaces will be accepted l
and will become part of the string. You can also enter control
chnracters In an ASCIT ararch atring and these vill be diaplayed Fx.»q
in Inverse on Lhe menu., [l you want Lo deatgnote n CTREL MW, Lype —-l -
in a3 CTRL SHIFT M (ordlnary CTRL M Is lhe same as a carrlape
return - which tells The Tracer Lthat you have finished typing the Fn. a

present string). High or low ASCI] strings can consist of 1 - 20 ‘I v

alphanumeric characters. . @1. E

When you enter the 15th byte of a hex string or the 20th l
character of an A5SCII string, The Tracer will sound a Lone and F‘»l’@
will refuse to take any more fnpul. wl—

PN

You can indlcate vwlildcard byles or chorncltera In any nlrln:n_' ﬁ"l"a
by using the '=' sign. However, to avold certain scarch o S
_problems, 3 wildcard will not be accepted as the lirst character: e I
of.» string. So.If you.wanl to search for, aay, =TLLER, just F‘"‘@
enter- ILLER, and you wlill pel thec samc resul Ls. ll“ylnu \:::: -~-|-
wildcard in a hex string, you'll rind that The Tracer w prin
2 double '=' to indicate Lhat the wildcard status applies to both F‘;‘*'ﬂ
digits of the byte. » l

When you have [Inished typing in string 1, simply hit RETURN Fj'ﬂ
(or CTRL M) anc Lhe cursor vill move to the "2-", prompting you l
to type In a second string. If you're entering a hex string, )
you'll notice thet The Trncer won't allow you to pr"r\svﬂl.TH"" '?_“l
unless you have apccifiled bolh diglta of a byle. '”r arfLer

ti the first strin you don't wanl lo search [or any )
e N will jump down Lo the F;_‘_%'_

more, hit RETURN agaln and Lhe cursor
"AANGE" sectjon of the menu.. On Lhe olher hand,
spec)ify more atfings, atmply repent the aame entering,

for esch one,

Specifxipe tbe Bapge
When the cursor fir3st comes here (alfter you have specifled -

2allthe search 2rguments you are {ntested in) It will land next
to "LOV TRACK-", prompting you to enter the lovest numbered Lrask - —p—
In Lhe range you wish to sezrch. "LOov SECTOR"™ fs the cursor’'s
next stop and works exaclly the same way for the lovest scctor.
The high track and seclor, come last snd refer, as thelr names
fr.ply, to the highest numbered tra2ck and sector in your search

range.

i you do want Lo
procrdure

numbers NUST ALWAYS BE ENTERED IN HEX and
ft bytes. However, {rf you want

wil) sppear on the menu as 2-dig
to enter a sinple digit number without typing the leadlnp,i'licro,
yous

H - . I Far rxnmple
Just ey In Uhe At folloued by neTunRe, '
vanted Lo enter '3' a3 Lhe Jlow sectlor, nitting the 1" key plun E"a

o ' 5o -A

Track and sector

RETUKN would leave the entry looking like this: LOW SECTOR-03.

Just as with Tricky Dick, there §s no restriction on the
trnck or sector numbers you are allowed to enter. So, for
example, you could make The Trascer sttempl to start Its search nt
track $FF, sector $FF Il you wlsh, However, since no such
address is likely to exist on any disk, you will simply get a
tortured clicking and grinding spund from your drive 83 DOS
vainly attempta to puah Lhe diak arm 255 tracks Inwards towasrdn
the center of Lhe dlisak, This will will In no way hesrm your
drive, but it will bring the proceedings to an abrupt halt and
elfcit an error message from The Tracer. The reason for making
it possible to enter any track or sector numbers to the standard
values is that the latter may be altered to nonstendard vslues on

‘a protected disk you wish to search, snd the former may incresse
on future disk drives to s quantity well beyond the present 32}
(decimal 36) now avallable on standard Apple drives,

.

The only time this §a likely to csuse you problems {s if you
are searching a 3.2 disk and, having become sccustomed to 3.3}
sectoring, accidently specify. s sector larger than $0C (decimal
13) in the scarch range. 1

Heou Xscdliaallon

When you complete the SEARCH RANGE section, the vords "ALL
0K?" will appear at the left edge of the menu, gliving you s
chance to check that all the tnformation you have just entered 13
correct. If 1t lsn't, type an 'N' here and the menu will be
restarted, erasing all your entries in the process. Hitting a
'Y' at this point begins the search. ’

Fditips Lba Nanw

1f before presaing RETURN, you discover thet you hsve made @
typing error when entering a string type designator (*H', 'L', or
“$') or a string ftaelf, key In CTRL @ (CTRL SWIFT P). .This
erases the entire line and returns the cursor to the starting
point, thus permitting you to refype your string. CTRL € slso
wipes the string designator, so you will have to re-enter this
also. CTRL € also erases the present entry in the "RANGE"
section. Hitting CTRL Z a few times steps back through the RANGE
entries, erasing as it goes. This allows you to replace these
entries without restarting the MENU. It can even be used when
you get the "ALL OK" prompt.

Juwpdpng eut @f Lbe Naou

At almost any time whenyou are fi11ing {inthe menu, hitting
CTRL C will return you to Tricky Dick, and ESCAPE will restart
the menu, both {nstructions cancelling everything you have
entered. The only time you can't use these two commands i3 sfter
you have typed the ffrast byte of a atring, or the first digit of
n Lrnek or nector numbar, AL that polnt In the proceedings, you
will have Lo hit CTRL P firat before 133ulng the command.

o



Yow Ibe Iracer Iraces

ly replaced wilh on

When The Trocer scona o dizak, Lhe menu
and 3cclors belny

and the tracka

fnversec "SEARCHING" messogc,

exomined ore clocked up next to "T=" and "S=" respectively. 1r
you waleh Lhln dalbler dlbaplany, you wlll notler Lhat The Traecer
ALUAYS STARYS 1TSS SEANCH AT TRL WTGHEST DALY Al e ol bn T
RANGE AND WORKS DOMNMAKRDS TO THE LOWESY TRACK AND SECTOR. This
strategy has been sdopted because DOS always writes ffles on Lhe
disk i this nmanner. Gy scarching through Lhe sectors in Lhe
anme hookunrida nrder, . The Traver palns subatantb lal ape el
pdvantoges snd grcally Increoses Lhe lLikellhood ol detectlng
seéctor overlaps (3oon Lo be dlscusscd).

Bow Ibe Tracer Elaga Wbat IL Has Eouvod

The Tracer rcads one scclor

During the course of a scarch,
$2eiF) and

at a time fnto Tricky Dick's buflfer (at 32E00 -

checks It to sce cefther If It's one of Lhe sector Lypes you'yce
selected or contalns a string you're looking for. When The
Tracer Finda one al Lhe zearch nepnmenta you've apeedfbed an The
menu, 1L Immediutely Jumps bLack loto Tricky Dick and unes

Tricky's data display with ASCII to exhibit Lhe contenrts ol Lhe

Jucky sector. The hex numbers whlch Lhen appear afler "T=" and
(1nd

woan

is:"-indicate Lthe track and seclor address vwhere Lhe
made.

If The Tracer has found a specified Siripg, It places Tricky
Dick's cursor on Lhe first byte of that string and, where
possible, the data display Is adjusted so thal the Fow in which

display. In addition,

Lhe atring appears at Lhe top of the data

the word "STRING™, in Inverse, appears in the upper lell corner
of the screen (where "BY T TS5E"™ used Lo be)d. This Is folloved LY

the number on the menu alter which you typed the string.

a catalog sector, or

Whenever The Tracer finds a T&S list,
Tricky

hal( of the seclor In

the VTIO0G, 1t djsplays the (lrst

Dick's data plus ASCII display, and places the cursor on byte

$00. The Tracer will also show, fn Inverse and at tn: . ot
exaclly which of these 3 sector Lypes it

corner of the screen,
has found.

. Note that when The Tracer jumps to Tricky Dick's display to
fleg somcthing 1t has located, It passes complete control to
Tricky Dick. This means that you are actually "In" T.D. and can
use all of 1ts conmands and [unctlons. So, for example, il The
Tracer has just found a secarch string and jumped Lo Tricky Dick
to place the cursor on Lhe first character, you can easily change
the string and then write the altered sector back to the disk In
the uvsusl manner. Or, you might want to hit CTRL 'L' to
disasssemble all the code from the (lagged string to the end of
the scctor. 1 guess you can see that using the Tracer iIn tandem
with Tricky Dick opens up a wealth of possibilfities for disk
diad)ing, limited only by your requinements and experlence withe
Lhie Lwvaor proagramn,

.
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Coptipulpeg Lbe Search i

Once The Tracer has spotted » atring or sector type you are
intereated In, and has relurncd to Trioky Dick to display It, the
hunt {3 by no means over and the The Trecer {3 still "live"™.
The Tracer will not

This meana that If you now press CTRL E,

flanh up 1btn Inlraduclary narnaen an L narmally would, but will
conlinue Lo analyase Lhe data presenlly in the bulfer If your
selections 30 require. After that, {t will look through all Llhe

remaining sectors in the search range for everylhing you selected

Iin Lhe menu,

unleas you apecify otherwlase, The Trecer
will search through the reat of the sector data presently |In
Tricky Dick's buffler for further occurences of any string It has
just found, apd will repeat this process for every other string
you typed In Lhe menu, It does this In numericsl order, so every:
occurrence of string | on the menu 13 flagged flrst, then all
examples of string 2 are shown, and 30 on. Once 3 strlng has
been located In a given sector, the scarch for other exsamples of
1. or other aelected abringa Ia Jnatantaneous,

Thias means thst,

I
However, once The Tracer hss found a T4S list, catalog
sector, or VTOC, ft will not analyse that sector (urther when you
hit CTRL E, bul wil) pn3s on Lo the nexl one In the search range
(this doesn't apply unless you speclifically selected one or morc
of these 3 search options), In such a case, further analysis of
the same secltor data §s almost always unnecessary, and skippling
it speeds up Lhe sesarch. Ffor example, if a psrticular sector
turns out to be a VTOC, then it can't posslbly also be a catalog
sector or a T&4S 1ist, nor 1s It llkely to contain any string that
the vser iIs searching for, If you want to be absolutely certaln,
however, have a qulck look for any of your search strings {n
Lhese 3 types of sectors If The Tracer turns one up.

‘Handlipe Secker Oxeclap

I mean thst part of s search string is

By “"sector overlap",
and the rest of

found in the last couple of byltes of one secctor,
It Is located in the first (ew Bytes of the very next sector.
The bad news about this particular sftuation iIs that (ihere i3 no
way Lo handle it completely saLl:facLor!iy. The good news {3
that 1t §s pretty unlikely to occur, For exsmple, the odds
atsujll;x"\."u‘:“,):flfl‘_t‘"J\.'J'}ﬁé‘ efIUhuetes Subbe vld ek dhalng L) 'uh wpaan
between two sectors is 4 In 256, or 63 to | agalnat.
Honetheless, The Tracer has an algorithm for spotting snd
flagging overlapping strings. What it does {3y display the sector
which contains the laal balf of the spllt string. It also places
Tricky Dick's cursor on the lagal bxke of the string, and, just to
be sure you know what's golng on, djsplays & [lashing '0' (for
"overlap") In front of the "STRING"™ message {n the upper right
corner of the screen. Thias means you will have to look at the
previous (l.e, consecutively higher numbered) sector to see
and/or chanpge Lhe Clral parl of Lhe atrinp. To do this, prean



the right errow once, followed by CTRL R from Tricky Dick. Then
move to line $FB to see Lhe string!s [irsL bytes.

Unfortunately, however, there doesn't seem to be any
prsotical way of dealgning » search utility both for atendard and
nonstandsrd DOS which {35 certain to plck up every slngle
occurrence of an overlapplng string. This {s because Lhere are
many possible sector orders other than the standard DOS order
utillzed by The Trocer. For example, Lhe scclor order may have
been rearranged to speed up disk acce3y, and hence bLe diffecrent
from the sequence in which The Tracer scarches the disk (which |s
based on » normal DOS skew)., Often too, (lles are not written in
consecutive 3sectors, bul are scattered around the dlak. Finally,
and most Importsantly, don't forget thal Lhe Image of DOS 1tselfl
{s written in a sector order which Is Lhe reverse of that of

files.
Altecipg Lbe deacoh Baosa frow Icicky Rlok

If The Tracer has Jjust jumped Tricky Dick and i3 still live

(1.e., haan't reached the end of fts current search ranpe), you

oan uae "¢", ™", and Lhe arrowa Lo Aaclecl o new Alarbing addrenn

from which to search. If you moke use of thla Tucllity, e

“Tracer will always continue: searching downwards, from any track
"and dector shown st "T:™ and "S=",

Wbap tbe Search Ja Cownl:Lcd

When The Tracer has searched throuh the range you nominated,
ft will display an "END OF SEARCH RANGE™ messape and a menu which
allows you Lo efther return to the maln menu or go back Lo Tricky
Dick. Hit & '"1' or a '2' to specifly your selectlion.

dbocting a Ssacch

At any time while the disk Is splinning and The Tracer Is
looking st sectors, you can press CTRL A Lo stop the search. The
treck ond sector where The Tracer stoppéd wlll be shown after
*"T=* and "“S=%, snd 8 "SEARCH ADORTED"™ mesaage will appear.
You'll also be given the cholce of procceding efther Lo the menu
o to Tricky Dick.

. You can even abort a search while In Tricky Dick with a CTRL

A. THds 13 used vhen The Tracer has passed control to Tricky
Dick to dlaplay a find, and fs thus still live. CTRL A here
"unhooks™ The Tracer 3o that i you now hit CTRL E, rathe: than
continuing the search, The Tracer flashes vup fts Introductory
screen, allowing you to stert anew. In addition the me3ssage
stesting what The Tracer found 13 replaced with "BY T TSE"™ in the
upper right corner of the screen. Thia latter operation I3
useful If you Intend to work with Tricky Dick for a while, since
on out-of-date Tracer message on the screen could prove somewhat
distracting.

qn

Iracer Eccor Bapndllog

If for any reason The Tracer 13 unable to'read a sector {n
{ts search range, everything will come grinding (literallyl) to a
halt and you will get o flashing "SECTOR UNREADABLE"™ message.
The address of the offending scctor will appear after "T=" and
"Sz", and a l-option menu will be presented Lo you. As ususl,
you can decide elther to go to Tricky Dick or return to The
Tracer's maln Henvu. In addftlon, you have the cholce of
continuing Lhe sesrch starting wilh elther the next sector or the
nexl Lrack. The NEXT TRACK option decrements the track number
shown and takes up the search from sector $0F or $0C, depending
on the DOS verlons of the target dlak.

This may hsppen frequently with DOS 3.2 disks, since empty
sectors are nol formatted with dats ffeld marks, and hence cannot
bk read. When ft does, remember to try the NEXT SECTOR optlon a
few Ulmes before opting out with NEXT TRACK,

If you want to try using some different DOS marks to search
Lhe unreadable 3sector, you can modify the ones ahown in the
Tricky Dlck diaplay and The Tracer will sutomaticaelly sttempt to
rend Lhe neclar wspaln, Thta procean |In denorlbed under "Chsngling

the Seclor Harks" below.

Defaullipe Lo Lbe Prexiewa Secacchb Jrauwenla

If you decide to return directly to The Tracer's main menu
from elther a "SEARCH ABORTED"™, an "END OF RANGE", or 2 "SECTOR
UNREADABLE"™ menu, you can elect to preserve all the search
arguments (f.e., the 3strings and sector types) you last
speclflied. This enables you to avold Lyplng your menu selections
over agailn if you want to search anolher range for the 3same
arguments. To accomplish thls, press CTRL D Immediately upon
returning to the maln Tracer menu, and Lhe cursor will jump
straight down to Lhe RANGE section. ‘How you just specify Lhe
high and low addresses of the new search range and The Tracer
wil)l look through this for exactly the same strings and/or sector
options that {t was previously hunting lor.

Remember, this command 13 svialleble only If you've just
returned to the main menu from one of the sbove 3 submenus and
the cursor s flashing over the 'V' {n "VERIFY", Horeover, you
must decide to default before entering anything elae. If you
start working through the menu, then use ESCAPE to get back to
the start, the default option will be cancelled.

Cbepgipg Lbe Seckor Hacka

Any time you are at the beginning of the menu (i,e., when
the cursor Is slitting on "ERIFY"), you csn type CTRL S to change
the DOS marks. This process works just ss in Tricky Dick and |3
described in the two chapters which deal with this utility. TYou
can also change these marks any time you get a "SECTOR
UHREADADLE" meafane. Inatead of aelecting one of ¢the
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chojces (described above under "Tracer

any in menu's 8
sccompany 1ng The curaor wlll jump up

Error Handling"™), simply press CTRL S.
to the Tricky Dl;k sector marks, enanblling you to alter them in

the usus)l msnner. When you have made your changes, press RETURN,
eand The Tracer will automatjically attempt once agaln to search
the unreedable sector. 1f 1t aucceeda In rendling thia sector, It
will ocontinue Lhe noarch (rom Lhere unlng Ihhe now poaebonr markn

you Just apeoiflcd.

The above two options come 1In particularly handy when,

having searched one group of scctora on 8 protected dlak, you
have to nominste different parameters to gel Lhrough another
batch whioh have a different set of marks (DOS marks may change

from sector to sector on protected software).

Icaosc Scap Ilwan

search cespabilities to
nlmoal elways gonec
to do all Lhat
testa which,

described The Trecer's
their flrabl resclion haa

ft muat teske a long time
out some benchmark

Whenever 1I've
ny oomputer buddles,
something llke "wow,
searching”., This led me to carry
fn fact, demonstrated that The Tracer i3 Just . like Speedy
Gonzslea - fmsat, [ast, fast, The scan time for a 3.2 disk I3
slways 68 seconds, frrespective of which options or how many y?u
" ¢hoose, - Due to sector skew differences between the two Dos',
however, the plcture with 3.3 dl13ks {3 a bit more complicated
Here the scan times vary from 19 - 135 seconds, depending on
which options are {n eflect and what's on the disk.

THE TRACER TUTORIAL

Let's start by checking out your CIA disk to make sure ft's
resdable by 8 normal RWTS. BLOAD The Tracer and then BRUN Tricky
Dick. Use CTRL D end CTRL O to set the 3lot, drive, and DOS type
parameterss Then hit a CTRL E to get The Tracer's fntroductory
screen up and press any key to display thé mn@n menu. The cur{oi
should be on the first option, VERIFY FORMATTING, so answer 'Y

to t . Wi the option )Jights up and the cursor Jumpa down Lo
g e p 0 RETURMN O RETURN

the RAHGE sectlon, Llype the followling sequence:
21  RETURN F RETURN. This eastablishes that The Tracer 13 to rcaq
starting with track $1F

fn enchs sector in descending order,
and working down to track $00, 3sector $00, Since the
from track 320 onward (for you Lo
for now and plck them up

sector 30F,
disk has some funny formatting
practice on) we'll skip these tracks

later.

Type a 'Y' in reply to the "ALL 0K?7" message, and sit back
while The Tracer checks out your disk, You'l)l be able to follow
The Traoer's progress by watchling "T=" and nS=", and noting the
track and seator numbers [lying by, As 1 mentioned earlier, the
dink gets scanned bockwards, starting with the highest track and
scctor In the search ronge and ending with the lowest, So Il
everything in workling well, you‘ahuuld observe Lhal the track and

o "

sector numbers decrease consecutively as the sesrch proceeds.
When The Tracer has (infshed, it will dlaplay the "END OF SEARCH
RANGE" menu (Il you got an error message before The Tracer
reached track $00, sector 300, you'd better make another copy of
the CIA disk). This indicates that every track from $1IF
downwards {3 RWTS readable using the DOS marks shown fn the upper .
lefl of Lhe acrenn., HiL A '1" Lo Rebl back to the main menu,

Mow type an 'N' and the cursor will Jump down to T4&S LISTS.
For the moment, Jlet's skip this option by typing another 'N'.

Reply 'N' as well to CATALOG SECTORS and VTOC. When you get to
STRINGS, hit a 'Y'. This optfon will light up and bring the
cursor down in position to type in string one. We're going to be

entering several strings Inthis part of the menu, so If you make
a typing error in any string and notice 'It before hitting RETURN,
remember that CTRL @ (CTRL SHIFT P) eresses Lhe erroneous enlry
and allows you Lo retype the string. Il you spot en error after
you've already hit RETURN, use the ESCAPE key to reastarl the menu
and begln anew., |

Type a '$' sign to tell The Tracer thst string-one will be
fn hexadecimal. The inverse '$', which replaces the '-', {s your
cue to start entering some hex bytes, 3o type In 2058FC and hit
RETURN. Keyfing In the flrst character makes the '$' Jump over
Leside the '1-' for your reference Lhroughout the menu, You'll
also notlice that The Tracer doesn't allow you to fnsert spaces
between the Individual bytes, which means that you'll need to
type the string Just as I've written [t sbove, This feature
conserves space on the screen so that you can get up to 15 bytes
on one line. This is the maximum amount you use to specify a hex

string.

By the way, '20 58 FC', 1isted {n assembler, Is '"JSR FC58',
which says "do a GOSUB to the monitor routine (at $FCS8 -
remcmber, you have to reverse the two byltes of hex addresses when
using 6502 machlne code) which clears the screen and homes the
cursor. It 1s equivalent to "HOME™ in BASIC.

You should now (ind that the cursor {s positioned after the
so hit the '$' agaln and start string two off by typing In
Now enter o '=' sfgn and noti&e that (t Is {mmediately
after the '20'. You already know from the "Tracer's
section above that this (s a wildcard deslgnator
that any two-digit byte In the position Lhe two
‘=" characlers occupy 13 accepltable. Finlsh off by typlng 'FE'
and hitting RETURN. The '20=z=zFL' entry tells The Tracer to find
and dlsplay any 3-byte machline code instruction which begins with
JSR $FE. In other words, ve are Interested In having a look at
any Jump to a page $FE SubRoutine In the range of sectors we want
to search., Page S$FE ($FEOO - $FEFF) ts in the wmonitor and

contalns several subroutines which perform setting up and other
functions for the video,

I2_l'
8 207,
echoed tulice
Instructions”
vwhlich signifles

Just to break the pattern a bit, let's also look up some
ASCII. The cursor Yhould nov be happlly flashing away next to
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the '3-', so type an 'H', followed by the word "HELLO". Finlsah
with » RETURN 83 usual. The 'H' tells The Tracer that the string
following it i3 in high A5CII.  Type another ‘W' for astring 4 and
enter the word APPLESOFT, followed by a RETURH.

Now get ready for string 5 by typing an ‘L'. This indicates
that Ltha aAtring 1a tn he In low ASCID (high and low ASCIHT are
oxplatnoed In Appendlx A sl Lho huouk ul Lhe howk), Junt Lo oprel
scquainted wilh the error correcting fscility, type the mlspelled
word "CATALEG". . How correct this by hitting CTRL @. The entlire
string, plus the 'L' atring type dealgnator, will dissapear from
the screen, and the cursor will be returned to the 'S-'. From
here you could decide efther to restart the menu with ESCAPE, or
to Jump back to Tricky Dick with CTRL C.

DPon't use efther of these commands, however. Inastead, key
fn 'L' sgain, and type out the followling atring: CATALO=. When
I discuass the results of the search 1'11] explain why you've
replesced the terminal 'G' of this word with a wild card.

Hit RETURN to go to '6-', but because we're not goling “to
look for any more strings on this search, do another RETURH.
This should bring the cursor down to the RANGE section of Lhe
menu, next Lo "LOW TRACK-", The range we will search on Lhix
trip. will extend from track 300, sector 300 up to track 302,
sector $04 (this takes 1n all of DOS). So type In the folloving
sequence: 0 RETURN 0 RETURN 2 RETURN W RETURN. If 8ll haa gone
well, this should leave Llhe lower part of your menu looking 1ike
the 1}luatrstion below.

STRINGS:

$1-2058FC
$2-20==FE
ALL H3-HELLO
0K? HU-APPLESOFT

; L5-CATALOz
-
- b 6_ :
RANGE: LOW TRACK-00 HIGH TRACK-02
LON SECTOR-00 HIGH SECTOR-0U
3 Now hit CTRL Z a couple of times and retype the data you've
i PV AERTRp 4 Than anauer "Y' to "ALL OK?", starting the ascarch.

The *"SEARCHING" mesassge will be diaplayed and, If you look
quickly, you'll see the high track and sector address appear
brietly after 'T=' and 'S=', A3 usuel, the search begins with
this sector and searches downward through consecutive sectors,
You'll also observe that the sector numbers tick by somewhat more
slowly thsn when you elected to "WERIFY FORMATTIHNG™ sbove. Thils
{3 beonause a string search entalls at least 256 comparisons per
sector for each string in the menu; The "VERIFY" command merely
resds the acctors into Tricky Dick's buffer without analysling
Lhem In sny way, .
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M The first string The Tracer will locste s string 3
e ("HELLO). The "T= S:=" address shows you that this fs on track
$01, sector 309. In order to polint out the atring, The Tracer
F:..rgg has tranaferred control back to Tricky Dick and pul the latter's
—— cursor on the first byte of HELLO. The Tracer hes also sdjusted
the TD display so that the 1ine contalning HELLO (1line $70) 15 at

M the Ltop. Counting nlonp this line until you get to the cursor
o Lolle yuu thot Lhe alrlng'n lral oharsater fa in byle 875 of Lhe

scclor. Finally, The Tracer has put the inverse messsge "STRING
3" In the upper right corner of the screen where "BY T TSE™ used
iidia Lo be. You are now effectively In Tricky Dick and could change
the ffle's name on the disk a3 dliscussed In chapter 2, or for
that matter, use any of the TD tommands.

For the moment, however, let's skip the commands and
continue Lracing our strings. In order to do this, you have to
jlransfer control back to The Tracer by hitting CTRL E, Tricky
Dlck's Instructfon Lo jump to an external module, Thils time,
however, The Tracer knows that it is in Lhe middle of a sesarch

and doesn't display fts Introductory screen a3 Lthe modul es
M normally do when summoned In Lhls manner. Instead, The Tracer
———— keeps looking through the same secltor for all of your S strings.

You'll find on pressing CTRL E that In less than an
eyeblink, The Tracer has found an occurrence of string U
! ("APPLESOFT") near Lhe end of Lhe same sector (at byte $B8), and

;-—-v@g has displayed It fn the usual way. This word tells DOS the
A principal )language the machine is llkely to be uslng.

|

e Hit CTRL E again and The Tracer looks through two more

sectors, stopping at track $01, sector 307, and putting the TD
cursor on byte $D2. The "STRING S" message inthe upper right
corner tells us that "CATALO:=" has been located. Hotice here
that The Tracer can't pul the line . contalning "CATALO:" at the
top of the display because Lhis llne I3 Loo near the end of Llhe

sector,

If you inspect the ASCII display ot the right. of the screen,
you'll probably recognize most of the famlllar DOS commandsa.
E_'—'EH This tells us that we have arrived at the DOS command table which
s e fs used Lo compare direct Instructions that come from the
keyboard. But why did we put a wild card at the end of

DRt TOW AJSULIL, a3 13 1mmculdgtcyy TCULURIILeavic 11vm v aanov oy v
under Lhe cursor. The letter 'C' iIn low ASCII fs $u3;

&'ﬁ‘ translating it to 3C3 by setting its high bit would put It in
v high ASCII. If you read the hex equivalents of CATALOG'Ss

) letters, you'll see that they all atart with "4's' or 'S5's', and
E;:'% hence are all In low ASCI] - except the lsat one ($C7 at byte
¥ $DB) which 13 high. And that of course {3 why we put fnthe wild

card for this character; without {t The Tracer would have been
T looking for low ASCII representations of every letter {n CATALOG
including the lasvu, and hence would have overlooked this string.
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Changling the 183t byte of 8 string from low to high ASCII’

(or vice verss) Is a common programming practice In machine code.
It glves the program sn easy woy ?f recognizing the end of a
string - Juat look Lo see Il Lhe high blL of the 1ast characler
Is different Trom thol of Lhe olher charncteras, Thercefore, 1L In
always wise to substftute o wildcard for this character when
searching for string whose representatjon you are uncertaln of,

You could now elect to change Lthe CATALOG command Lo
something else while stfll {n Tricky Dlck (DOGALOG perhaps?).
The only snag I3 that the new name must contaln the same amount
of letters as did the old. Ifl you wish to shorten any of the DOS
commands, you have move all the commands ahead of It fn the table
.down a number of spaces equal to the number of letters missing.
So, for example, shortening CATALOG to CAT, though useful, would
be rather Tricky wusling Dick, since moving every subsequent
command down U spaces would have to be done by hand. There have
been many programs featured in the users mags which enable you to
do this automatically, so ft's probably wiser Lo employ one of

them. P

Hitting CTRL E takes us back on the trall of our 5 strings

and results In The Tracer turning up one of them on track %00,

sector %09, byte $CB8. The display tells us that we have

- unearthed an example of String two, which was 20=:zFE (JSR to any

address In page $FE). The string 13 20 93 FE, a subrouline call
in the monftor which does a PR hash 0.

Another CTRL E leads The Tracer Lo find a second occurence
of String Lwo, this ULime In track 300, scclor $01, bLyle sul,
This time ft's a 20 B89 FE whlch Is the same as IN hash 0.

Teking the search further leads us to track 300, sector
$001, byte $DO at which we find the first example of String 1|
(2058FC), As I mentioned earller, this {s the machine code
equivalent of "HOME™ fn BASIC. MHere, CTRL E reveals yecl anolher
occurence of string 2 in Jine $38. It's 20 89 FE agaln and CTHL
E located 20. 93 FE right behind It, A .final CTRL E lakes ua Lo
the "END OF SEARCH RANGE™ menu. Hit a 'I' at this point to gel
back to the maln menu. YOU'LL KEED TO USE YOUR CIA ORIGINAL DISK
FOR THIS NEXT SEARCIH, slnce It has one of the targets you'll be
\looking for.

- from the main menu, reply 'N' to VERIFY FORHATTING, but 'Y’
to T&S LISTS, CATALOG SECTORS, VTOC, and STRINGS. When Lhe
cursor gets to '1-', enter GOLDEN DELICIOUS aas a high ASCII
string. Then nominste track 310, seclor $0F aa the low oddreas
of the search range, and track $15, sector $0F as Lhe high end.
Start the search and continue ft each time The Tracer happens

upon one of your search optlons.
The Hr:t. thing you'll notice 13 that there are several T&S
113ts between track $15 and track $11, Each time The Tracer

discovers one of these it will put Tricky Dick's cursor on the
flrat byte of the acclor, and a TLA6 LTAST meaanpe will appear In
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the upper right corner of the screen. When you get to traeck 911
sector $0F, The Tracer will send you s "CATALOG" messmge In lhé
usual place and display the (lrat sector of the cataslog with the
curaor again on the Mlral byta, Continue the sesrch with nore
CTRL E's and The Tracer will display a couple of more coatalog
sectors. This 13 not: exactly astounding since we made no clifort
to protect the CIA disk. Hlowever, a catslog search could come id
hnndy when you are working with the aoflware of less genorous
publishers whose catalog (Il present at all) may turn up anywhere
on the disk. I'll talk about this a bit more {na later sect]on

ol the chapter.

When you get to track $11, sector $01, you'll get a somewhat
different reaction from The Tracer than usual. You will see a
"STRING 1" message with a lashing 'U' In front of ft. Line $08
will be in the top of the data dfisplay, and 1t will look like

tHis:
08: C9 CF DS D3 AO A0 AO AO :lous H
\

cursor {s here

The rlashing 'O' tells you that string one ("GOLDEN
DELICIOUS") overlaps two sectors, In such 8 case, The Tracer
places the TD cursor on the lagal byte of the string, snd puts the
line which containa IL at the top of the display. Hore of thisa
hallowed name can be seen In line $00. However, to view and/or
change the very flrst part of the string, back.up one sector to
sector $02 by hittling the right arrow. HKow do a CTRL R and get
to Lhe bottom of the dats display. You will see the First part
of the string ("GOLD") in line $FB,

llowever, you've jJust altered Lhe track and sector address
while In Tricky Dlck. Recall from the "Tracer's Instructions”
carlier that {f you do thls before The Tracer hss reached the end

"ol Lhe search range, the search will continue from the altered

address. So having Jjust changed 'S=' to 302 in order to read
that sector, you will (ind that CTRL E leads The Tracer to search
It and rediscover string one on sector $01, In order to make
sure that sector $01 gets fully Inspd8cted, however, just let this
happen, and continue the search with the familiar CTRL E.

The next sesrch option The Tracer will uncover {s the VTOC
sector on track $11, sector 300, Again, not too astounding, but
a useful optfon when working with a protected disk whose VIOC has
been moved. While still In the VTOC, change Tricky Dick's track
number Lo 310 and Lhe sector number Lo 305, Remember thsat
changing the track and sector address before The Tracer reaches
the end of Its sesrch range glves you a chance to change your
mind In the middle of a search and efther skip over some sectors,
or go back and have a second look through some that have already

been inspected. 3

Before hittink CTRL E to start the at;rch sgain, teke note

that 1 wanl yvau b Wl EY0L A an acon an Lha mearoah Ia |n



Rendy? Good, hitL CTRL E and follow this up quickly

. progress.
with CTRL A. This will result In a "SEARCIE ABORTED" necssape and
# cholcec of golng back to Tricky - Dick or the maln menu. Type In

a '1'"' to do the latter.

Before doing anything else, hit CTRL D for "default"™ and the
cursor will jump strajght to the RANGE section, This means that
The Trucer will recall the last search options you selected and
{fs prepared Lto track them down through - W rAange vou_sSnég)
Remember thnt you can choose this optlon only when you come Lo
the menu from a Tracer abort, end of range message, or error
nessage. llow -make track $12, secltor ¢00 the low end of the range,
end track $1F, sector SOF the high address. it RETURN, and
before long The Tracer vill come up with a T4S List., Ignorec Lhis
arnd open the d¢rive door. llow hiL CTPL E, and surprise,
you get a “SECTOR UNREADABLE" messagec.

The sccompenying menu presacnta you wilh the usual cholices of
proceeding to Tricky Dick or The Tracer. Dut you also can eclecl
to keep on Llryjfng to search the disk, elther taking up your
missfon on the vefty next (i.e. the next lower) sector, or
electing to skip to the next track. Close Lhe drive door, type 2

'2' to take this latter route, and you'll notfce that Lhe 'T:
Sz' addrecss changes immedjately to the next lower track, sector
$OF, It then continues its usual seclor-by-sector descending

sé¢arch [rdm there., - This menu will become highly rfamlllar as you
search proteclted softwvare, since IlLs DOS marks may vary lrom
sector to scctor, You'll also see It as you work with normal DOS
3.2 disks whose blank sectors are unreadable due to thelr lack of

deto marks

When you arrive al the next T&S list, hit CTRL A whfle still
fn Tricky Dick.” This aborts the search and removes the message¢
from Lhe upper left corner of the screen, replacing {L with "DY T
TSE™ You have effectively turned off The Tracer's disk reading
rovtines, and {f you now hjt CTRL E, the search will nol
continue, Instead, you'll get The Tracer's Introductory screen
Try a CTRL E jyst to check, and then do a CTRL C Lo get back Lo

Tricky Dick. }

WVell, the last few pages should have glivenyou a pretty good

chance to rehearsc most of The Trocer's instructions. Now that

-you two have a good vorking relatfonship, let's get down Lo some
more interesting stuff,

-~

Trocioe Lost Edles wilb Ibe Iracer

Suppose you are workjing with your machine and suvddenly
realize that you haove DELETE'd a (fle you really wanted to kecp.
In chapter 2 we discussed how to {x this In a matter of seconds,
proyidipe ypu badp'L pwl apy more L[lles oo Lbe disk slpce Lbe
geleklion. Dut suppose further that you have made the supreme
blunder cf 2ctually SAVEIng a couple of programs before recallzing
thalt the DELETE'd ffle consfsts of, say, the only copy of your
neorly conmplete PhD Lhesis., You certafnly wil) have rend Lho
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surprise,

diré'uérnings, repeated time snd sgain in the populsr computer
Jiterature, that thls particuler mistake ususlly ceuses the file
concerned to be overwritten with the SAVE'd programs.

Since you somehow Just never got around to making » backup
of your thesis, must you now forseke the halls of academe for a
less stressful environment, perhaps taking up work as a sludge
seraoec, .o at some_othec,.ornfeanlon,. bthat dn=eest,ce~1rdga.ve, to
crcate word-processed documents? Well, thanks to your sagscious
declsfon to become the owner of The CIA disk, you may yet land

Lhat assi{stant professorship you had your eye on.

In order to determine the possiblity of seslvestion from the
foregoing horror, I'd like your to carry out a little experiment.

Put a pewly initialized disk In your drive and type in the
following sequence of DASIC f{nstructjons with a RETURN after each

gne.
FP

10 REM TEST 3

SAVE TEST 3

DELETE TEST 3

10 REM TEST 2

SAVE TEST 2

DELETE TEST 2

10 REM TEST )

SAVE TEST 1

DELETE TEST 1

10 REM TEST 0

»
SAVE TEST ©
DELETE TEST O
What you have obviously done {3 to create, SAVE, and
subsequently DELETE, 4 APPLZSOFT progrims, Doing so0 in the
sequence speclfled above has given each of TESTs 0 - 2 & dern
good chance to overwrite one of the programs that preceeded {t.
In other words, you have committed the Final Fastsl Foul-up

no less than 3 timesl And 30, we ask ourselves, hovw many of your
one-line programs are st{ll {ntact on the disk, and hov many have

been obliterated? To anawer this pithy question, carry out the
operations below wihth Tricky Dick snd The Tracer In memory,
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Set up the Tricky Dick paremeters to read the disk with the
U test programs on It and go Lo the The Tracer's menu. Then
select the T&S LISTS and STRINGS optlons. Type an 'L' for string
one and enter the word TEST. The scarch range should extend from
treck $12, seclor $00 to track $19, seclor $OF. Type these
numbers fnto Lhe menu and start off the 3scarch.

The Tracer's first stop will probably be somewherec pretty
close to track $16, sector $OF, where you will find a T&S 1ist.
The next CTRL E turns up string one Iin Lhe very next scctor as
psrt of the "TEST 0" REIl stslement In propgroam TEST O (you could
check out the entire program by listing It In APPLESOFT with CTRL
L, "A', and 'L'). This Is no blg deal, however, since TEST 0 was
the last progrem we saved, and hence couldn't have been

clobbered.

Continuling the search will bring you to sector §0F of the
next lower track where you'll discover another T45 list. CIRL E
pgaln uncovers the program TEST | on Lhe aeclor $0E of Lhe same

track,
another program Ltherealter.

® To make 8 long story short, {f you keep pumpling in CTRL E's,
you'll get exactly the same results for the other two files,
nelther of which have been replaced by f(irst DELETEing them and
then SAVEIng additlonal programs afterwards. All programs will
probably reside on sectors SOE and $0F of U consecutlive tracks.
This hoppy state of affalrs {3 due to DOS havlng a buflt-in
propensily to avold overwrfting DELETE'd files. This I3 because
1t records the Jast track IL accessed tn Lhe VTOC (at byte $30)
wnd attempts to find (ree space on a track glher that this one
when IL performs fts next disk operation. As you may remember
from our work In Chapter two, the ncxt VIOC byte ($31) tells DOS
which direction from the last accessed track to Lake when looking
for empty sectors. Please note, however, that this does NOT
guarentee that a happy ending to the foregolng saga of Lhe lost
thesls would always be oblainable - so‘don't get careless, 0.K.?

Another important use for the search procedure you used in
\our little experiment I3 to locate lost ffles when one or more
‘catslog sectors have been clobbercd. Once the catalog |Is
destroyed, of course, there is no record on the disk of the
storting address of any of Uthe disk's [lles. MNever mind, though,
because the Tracer makes a rescue operation child's play.

The first step I3 to search the entire disk for T4S 1ists,
together with any strings or other code that you think might
exist In a misslng file. Remember to apeclly these strings in
low ASCII If you're tryling to recover an APPLESOFT program, and
hgh ASCII for an INTEGER program. High ASCII s usually used In
Lextfiles as well. If you can remember any 3peclfiic
fnatructions, lock up Lhe thelr BASIC tokens in the Apple manual,

ond enter these In the menu as a hex string.
finds a TASLIAT, aluaya be anree Lo b2t Lhas flensl [ou aecclaora |

V0n

e can see that fta code Is all intact, establishing thal .
ft was not overwritten, even though we DELETE'd It and SAVE'd"

Whenever The Tracer

contains with Tricky Dick. Inspect them carefully to make sure
they belong to a File you want to recover. Il they do, make a
note of the track snd seclor upon which the T&S 1fst is loceled,
together with the number of track and sector palrs in thet list.

Once you have found all the missing files, the next problem
{3 to restore the catalog treck and put the file entries back.
Chapters two and three describe the composjtion of catalog
sectors In detall, and referring to them should help you in
carrying out this reconstruction. Rather than do this completely
from scratch, try the following ssquence.

(1) Put Tricky Dlck's cursor on the first byte of one of the
clobbered cotalog sector and type CTRL Z. Write the reroed
sector back to the diak. Repeat this for every corrupted sector.

(2) Restore the link pointers of each zeroed sector. Tou'll
rkcall from chapter two thal these specify the track and sector
of the next catalog sector, They occupy bytes $01 (the track
number) and 302 (the sector number) of each catslog sector, On a
normally formatted disk, each sector's Lwo bytes point &t the

next lower seclor. :

(3) With the BASIC prompt on thi screen, type FP, Then key
in SAVE fbllowed by the name of the flrst APPLESOFT program whose
name you wish to restore to the catalog track. Repeat thls
procedure with each of the other programs to be rescued. If the
program Is a binary flle, use BSAVE. Use BSAVE for 8ll textfiles
and INTEGER programs elso, This atep pults the f{le nemes beck In
the right places and partially restores the catalog sectors.

(4) Replace the length velues of esch file name with the
correct values you have copled down (l.e., the number of track
and sector palrs In the (1le's T&S 1ist). These come at the end
of the 'AO's' after the file name and, until you change them to
the right values, will read '02 00' for esch file entry.

(5) Replace the present address of esch (flename's T&S 1ist
with the correct address (which you wrote down during The
Tracer's search). This address consists of two hex bytes just {n
[ront of the (ile type byte. »

(6) For INTEGER program and textfile names only, put the
correct [lle type destgnator ('01' for INTEGER, '00' for
textfiles) in place of the one that {s now there (an 'O4' If you
followed my instructfons above). Remember, this deslignator byte
fs the first hex value in (ront of each ile name.

Though the foregolng procedure Involves doing some
operatlons by hand, my benchmark trials with Apple usera s8s
subjects shows that {t {3 & [ar [aster vay to resurrect Jost
files than using any of the "automatfc" file recovery soltware
presently available. This is because the automatic software
restores every file onthe disk to the catalog whether you really
vanted It or not., Most of my subjects found this an unacceplably
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-alow process.

Fermenber to refecr to Chapler. 2 rfor more details of the
#lzcement of Lhe hex values in the cataloy, scctors. Just to kecp
In the =plirft of this tuterfal, I 5upsest you take your newly
Inftlialized disk vith the TEST programs on It and delfiberately
clobber Jts cotslog scctor. Then try restorinpg all U TEST
programs plus HELLO to the catalog. Il it doesn'tL work the [irst
time, blow away the catalog agaln znd have another try., This
will get you §n good shape for the Real Thing.

Ualpe Ibe Tcacer for Text Betrieyal

Suppose you have a substantial pumber of disks full of word-
processor files whilch are malnly corrcsapondence. Horcover,
you've Kot a mecling wilh your accounlanl tomorrow and have Lo
bring coples of cvery leller you've urfjllen Lo Plumnet Afrllines.
To make things worse, perhaps you (like te) have 3 memory which
I's even less reliable than Plumnct's arrfval Uimes. How are you

golng Lo dig oul all those lelters? -

In fact this Job Is pretty simple because all you do |s
enter PLUMNET AIRLIKES in high ASCII in The Tracer's menu
(although you'd better checl: one or two of your correspondence
files just to make sure your vord processor doesn't use low ASCII
or some method of non-ASCII text compression), Then you search
every dlsk rom top to bottom, using thls string as a search
argunent, Hhen you find only the string In a piece of
corrcapondence, make a nolc of Lhe nane you gave It when IL was
written to the ¢1sk. \fhen you're done, you produce hard copy of
all the lelters whose names you wrote down.

Of course, there could be one minor hitch fn 211 of this -
you migkt not be 2ble Lo remenber the letter's (flename when you
see L In Tricky Dick's display. Il so, you will have to find
fLs T&S 11st, and from there, go to the calalog track to match
Lthe T&S 11st's address with the letter's name. This is golng Lo
require a'biL.mor"e work - bul It serves you right for having such
a lousy memoryl

Fortunately there arc a couple of shortcuts you can use to
Mracl down zn unknoun (lle's catalog entry. Firstly, to find Llhe
Iile's TLS5 1ist, specify a range of IUs Lracks and sectors as a
Troeer seerch atring. Lel's say Tracer has located Lhe wvords
"PlUiinet Afrlines™ on seclor 05 of track $14. The commands CTRL
A and CTRL E, followed by any kecystroke, will take you back Lo
The Trocer's menu. Once here, you select only the STRINGS option
and enter string one In hex as shoun below.

STRINGS:
S1-100%

Thia trrek £nd zeclar palr runl nppenr anmewhere nan the
Prle'n Tl o Lhe vnber Dl rostaabed abifive, The Traver will mevil
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llkely ind this T8S 11ist ln_under 15 seconds {f the disk 1is
nearly full, |

s By the weay, remember not to slso select the T&S LIST,
CATALOG SECTORS, or VTOC options on the menu for this search. As
I mentloned earlier, when the Tracer fInds one of these, it
doesn't search the ssme sector for any strings you might have
speciffed. ’

When you've got the track and sector sddress of the file's
T&S 1ist, the fInal step 13 Lo go back to The Tracer's menu snd
speclfly Lhese two bytes as 8 hex search string. So {7 the 1135t
was on, 3ay, track 315, sector $0F, your string entry should look
like this: $1-150F, You should now search all the catalog
scctors on the disk (f.e from track $11, sector $0F, doun to
feclor 3101 of the same Lroack). This secarch will probsbly take
fless than 3 seconds, If all has gone well, The Tracer wi{ll place
Tricky Dick's cursor exactly 3 bytes in front of the filenome you
are looking lor. This, of course, |s becavuse DOS writes the
address of each [lle's track and sector llst {n this position.

Il you rind more than several unknown files on the same
diskette, you can track down up Lo 6 of them, simultaneously.
First, go through the entire disk mak{ng a note of every track
and sector address in which your search string occurs, Then
specily up to 6 of these palrs as Tracer search strings, writing
down each T&S list that The Tracer turns up. Flnally, enter all
the T&S 11st addresses as search strings, and put The Tracer to
work on the catalog track.

Of course, you don't have to limlt yourself to
correspondence flles when using this technique. You can apply
the same procedure to any stored tertfiles created by any
database program, providing the flles contaln recognizsble
alphanumeric characters, You can also use the same technique for

locating programs.

Scarcblog Disaka witb Bodifled DOS Hocka

Everything you have carried owt so far in this tutorisl can
also be done with the vast majority of protected dfaka presently
avallable. If you have worked carefully through the last
chapter, you'll already have a pretty good Jdea about how
to search locked software with The Tracer., With many nonstandard
disks, 3all you have to do §3 utflize the methods 1 described
fn that chapter for determining and setbting up the Tricky Dlick
sector marks, belore entering The Tracer; :

To get some practice in using The Tracer in this way, let's
3earch track $22 (the one I've protected) on your CIA diak for a
couple of strings. From Tricky Dfck, specify which drive the
disk fs in and set the DOS veérsion to 3.3. Then Jjump Into The
Tracer. Hit CTRL S and set the address fleld hesder to 'DC BF
AA'. Sedect the STRINGS optlon only, and apecify tvo high ASCII

aenrch abrlnpgas aa (ullouwa:
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H1-SECTOR
H2-INITIALIZE

Set up the SEARCH RANGE to examine all of track $22 and
start the Tracer on {its merry way. After 8 bit hesitation on
$0F, the sectors will clock by §n their usual manner until The
Tracer gets down to $03. Here, The Tracer will vainly Ltry to do
s read, but will rafl, displaying the SECTOR UNREADABLE menu.
1 might add that if you were not workjing on the CIA disk, with
whose track $22 ideosyncraclies you are already familfar, it would
have been vselfu)l to have first used The Tracer to VERIFY
FORMATTING on a)l $23 tracks. Ir problema vere encountered, the
disk's formatting should have next been checked out with The
Linguist, Armed with the fnformation on DOS marks gleaned from
this member of the CIA, yovu would then have been able to carry
outl the proceedure that I'm going Lo dcacrlibe next.

i From your work in the lastl chapler youv may remember that, in
order to galn access to Lhis sector, you have to change the data
fleld header from 'DSAAAD' to 'FBCTDB', and the data rield.
tratler from 'DEAA' to 'FFFF'. To make these changes, lgnore the
U cholces on the error menu, and hit STRL S instead. After
fixing up the header anc tratler, a RETURN causes the cursor Lo
disappear and the previously fnaccessible sector to be
nutomatichlly reread using Lhe ncw paramcters.

A considerable amount of nofsy recalibrating will take place
as The Tracer gets to grips with the new marks. Then Uthe
familler "ping" will be heard as the Tracer transfers
communication to Tricky Dick and displays string two. By the

if you haven't already done so, Yyou might frind ft

voy,
f Lhis seclor and the ncxt one

Interesting to Tead the contenls o
we sre sbout to search.

An slternative to the foregoing procedure is to select the
"TRACER MENU"™ optlon when the Tracer does a misread. From Lthe
matn mepu, hit CTRL S and change the scctor marks to those
necessary ta resd the present sector. : Then hitL RETURN, Trlollowcd
by CTRL D, This latter command takes the cursor directly to Lhe
NMANGE section where you enter tlrack $22, sector $03 flor both the
high and low addresses of Lhe 3scbrch range. Then start Lhe

- search In the usual way.

+ A CTRL E here unearths another occurrence of the word
"fhitislize® In the 3aame scctor. Un the nextL Tracer call Lhe
search continues, ogain unsuccessfully, on seclor 102. The dalta
ffeld hcader and¢ traller of thls sector are DEAAEB and DSAA,
respectively, so change them accordingly and hit RETURN (or go
back to Lhe nmein menu and carry out the alternative procvedure I
described above). The next attempt should pick up another
cxemple of string one. Follow Lhe same plan uith sector $01
whose dasta header i3 DOAAAD, and whose data traller is normal.
Do the same for $00 wherc both the data header and trailer are
normal, The vord 'scctor' should be flapged on both Lthese last
tvo arclorn, '
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Searchipg Diska witb Pedified Scclor buwbers

An occasfonally used method of copy protecilon ifs to alter
the sector numbers in the address fleld informastjon to
nonstandard values. For example, it 13 not too difficult to
format a3 3,3 disk so.that the sectors on one or wore tracks do
not range from $00 - $0F, but instead vary, say, from $10 - $1F.
By first checking the disk with The Linguist, you cen easily
detect this and still get at all the sectors with Tricky Dick,
since the latter allows you to use the ';' command to enter any
2-digit hex number after 'S=', !

The Tracer, however, automaticelly returns the sector nhumber
to $0F (or $0C {f DOS 3.2 I3 active) whenever it finfishes one
track and moves on to the next, So what you have to do |s (Irx
The Tracer so Lhet {tL sets this value correctly sccording to the

fnumbering sacheme on the tresck. You Mirast need to find out with
The Lingulst the highest numbered sector on the track or range ofl
tracks you want to search. Then go into the monitor with CALL -
f$1 and type B11B:A9 XX EA, where XX Is the highest sector
number. This patch to The Tracer will enable you to read and
analyse the entire track with ease, Don't worry too much about
the lowest sector; Il this 1s less than 848, The Tracer will
stil]l clock the sector numbers by until {t reaches 300, at which
polnt It proceeds to the ncxt Lreck. Withoes value greaster than
snp, waltl for Llhe error menu and Lake the "NEXT TRACK"™ optlon.

When you are through searching the disk with the funny
sector numbers, don'L forget to either BLOAD The Tracer agaln, or
go back to the monitor to put things back In order with B11B:AD

0OA 80.

Another alternative numbering scheme consists of
Incrementling the sector numbers by even smounts, e.g. $02, $0n,
106, etc. If you encounter this subterfuge, specify a one-track
search range and set the high address to the highest numbered
sector you found on the track. During the sesrch, The Trascer
will display the error menu every Lime It attempts to read an odd
numbered sector as ft steps through the range. When this
happens, just Lake the "NEXT SECTQF" op(lon, and the track will
pcl fully scarched.’ )

Scarcbipg Yallz apd Straogelx Muowbered Iracks
Having dealt with halfl tracks previousaly, you should hesve no

Lrouble here. However, the proceedure 13 a bjit more involved,
and you need two disk drives to bring Il off. Here 1s the

proceedure.

(1) Put the CIA disk in drive one and the tasrget disk in
drive two.

(2) Get The Linguist into RAK and posit
t
disk arm over the track to be resd. P fon the drixe Ltwo
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(3) Load in The Tracer (rom ¢rive one.

(4) Put the halfl track pateh Into Tricky Dick's RWTS as
described in Chapter 5.

(5) Go into The Tracer and specify a3 search range from
sector $00 to sector $OF of the track to be examined. Itake sure
you enter the same track number in the menu that appears on the

track you're golng to sezrch.

Now go to'it. If you hear 3 recalibrate, you may have to
start again. Just to make sure you've got the hang ol searching
half tracks, carry out the above sequence of operations on track
20, 1/2 of the CIA disk. Search a few of the.sectors for Lhe word
"this™ In high ASCII.

Searching tracks which arc numbered In a nonxtandard way

requires s bit of patience bul can also be handled 11 you have
two disk drives. All you have to do Is follow steps | - 5 above
for each track you wanbL to search. P

Eipoding Lbe Dyle aod Hibble Irapslale Iablea

IT you're dealing with a normal -DOS, you know from the
previous chapter where Lhese are located., .Dul on protected
diaks, ft's Just posaible Lhal the two tables may huve been
moved. Thils mecans that you have to fInd them belorc you can do

any editing.
Find{ng the tables {3 usvally no sweat,. Once you've

determined how to read the disk, simply Instrucl The Tracer. to
search the disk.for the followlng strings. .

for 8 DOS 3.2 disk for a DDOS 3.3 dlak

$1-010810 $1-96979A
$2-141516 $2-DEDFCB
s . $3-3EEBFO $3-FCFDFE
"$U-ADADAE $1-000198
$5-D6DTDA $5-CoC1C2
$6-FDFEFF 16-303C3D

Helf the strings in each column consist of 3 consecutijve
byles from the byte Lable of Lheir respective DOS versions; Lhe
obher halfl are similarly constructed from the two DOS' nibble
tables. Since the reason for finding Lhe tebles §s to determine
{f any of their bytes have been altered, it makeca 3ensc to search
for seversl several amall chuncks of each of them. That way, you
maximize the ljklihood of specifyling search strings which exactly
correspond to parts of the tables and hence lIncrease The Tracer's
chances of turning them up. Meedless to say, il the above
strings don't work (s highly unlikely possibilitly) pick some
different chunks and try agaln.

& 2

L)

'hen The Tracer flags the tasbles, the ffnal step I3 to
compare Lhen with the normal vesions shown in the chapter on The
Code Breaker. If any bytes are different, make a note of them
and use The Code Drcaker to edit the tables accordingly.

It looks like we're nearing the end of our little journey
together. If you have followed along with me all the way, your
disk savvy ought to have grown by a substantlal amount, and by
now you should be commandinf some considerable respect among your
computer tuddies. However, we haven't quite reached the end of
the line yet. I stil] have to introduce you *o one more CIA
operative, And that's The Tracker.

w
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CHAPTER EIGHT — The Tracker

The Tracker's job |5 to follow Lhe disk arm from sector to
sector as It makes Its rounds during any DOS operation. Once on
the trall, The Tracker faltkfully records on your screen )
sector visiled and all read or write operztions perforued vhile
DOS I3 LOADIng, SAVEIng, RENANESNng, or dolng anylhing elsc to a
ftle. The entire rccord stays on your screen for as lon3 as you
wish, and If you need a pcrmancnl copy, The Tracker donps the
contents of Lhe screen Lo your printer ¢t Uhe touch of 2 ey,

cach

The Tracker's activities enable you Lo pinpolnt the exact
sector of @ corrupted (fle or catalog where Lhings are going
wrong. This enables you to make shorl work of locating Lhe
source of the problem and subsequenlly f(ixing It with the other

CIA utlllities. Or, how would you like to like to put DOS under z
megnifying glass, watching cvery move 1L makes

as L carrics. out
any disk operation. The Tracker acly as o private tutor In thls

during any dity

regerd, showlng you Just what DOS Is doln,
nccess. The Tracker can even bLe uncd with some prolecled disks,
helping you (iInd where hidden=nlbble counl Uracks and olher
protection devices arc localcd, These and olher usen will be
which follows a bricl sumtary

detalled, as uvsuz2l, In the Tutorlal
of the instructions,

MAKIKG THE TRACKER TRACK

fnstrucltlons Is In the now

The best way Lo use Lhese
famillar manner - carclfully read through Lhenm, LUrylng oul cach,
and then get stlck Into the tutorlal which follows,

Ihe Tracker St andz, Alone .

Unl fke the previous 3 CJIA modules you have been vworking with

in this book, The Tracker does ppl need Tricky Dick In memory {n
order to funcClon properly; all of itls routfnes are so’l\’f‘é
contsined., The Tracker vorka on Its own, fnstalling scverar o0€

patches In crucisl places 30 as to momenlerlly divert the flow of

control out of DOS and Lhrough Itselfl whenever a seclor is% rFad
or Mritten. After carefully monftoring DOS' aclivitles during
Lhis brief detour, fL pasases conten) bhark 1o DNS snd,pptieop) ity
val’ts for the next burst of Information. All of the data f{L
cdllects are passed along Lo your video monilcr (or your
scruliny. They remaln there as long as you like.

Ibe Tcecker Prefera DOS 3.3

The Trecker was chiefly desfgned to be used with a stancard
DOS 3.3. It won't work with 3.2, and_mav _have problens with a

modified DOS, fncluding any of the many speeded-up versions
currently avallable,

el

Geltdioe Ibe Tracker oo Lbe DOS Trail

Starl by typing In RUIl TRACKER,
& cholce of two menmory areas {n

first is between DOS and
the BASIC loader grogrom

whereupon you will be glven

which to place The Tracker.

Its bulfers.
now running will throw

POKES fnto DOS and inlsh up with o DOS subroull

the burlr
which Tt

ers

down fn memery.
e Tracker Is avutomaticall

opcrates with frull
load into

profran

The

you

S

econd

This 3rca comes in

’l)uffer:.

loading of o pro
In fact, 380800 s pretty

RN,

place that

can
headquarters consists of the S pages

The

If you choose Lhis option,

8 couple of fast
ne CALL to move

This creates an fnsulated "hole" in

y BLOADed, and¢ from which It
assurance of not belng clobbered by eny BASIC

serve as

handy when you u|{sh

few prograns pul any code there.

gram which itsell «n

When you type In your cholce,

jure abo

reslarl
Ly

progran

Lo

loader

ul
Lhe

the
com

iltselr,

the localion,
be summanned;

Instructions which

1000 - 1020, In caae

you will be asked

If you type a 'Y' and The Trocker will

The

Tracker's
of RAN beginning at $8800.

to follow DOS through the
1akes use of space above Lhe
'3ale most of the time, since

ir you're

If you Lyped un lucorrect Instruction, hit an 'UI' to

menu., I
way, just bcroreIBRUIHng The Tracker, the loader
mils suiclde by overwriting part of ftaelfr. Thlias _La
; Loy, cxgrad ehdod WM e ‘memory Wwhich nmight
Interfere with your work. So ir you want Lo take a look atl Lhe
Lype In LOAD TRACKER, followed by LIST (the
change the DOS buffer locatlions are In lines

you're Inlerested). ’

Is BLOADed. hit anv ev. te cnnpue, phq

Once The Tracker

'..J.f‘»i.am‘v\‘,.‘; Yo ey suart theé menu.

The leow

The Tracker's menu glves you one or two dis

depending on how you respond Lo the firat,

defaul L

The fir3t thing you will see |3 tLhe

Each (3 (o]l

value whilch can be acceptedt by lyping s RETURK,

Y_Lvog Y i

Taneiesponas'eT LY Lna S e
the tracks belng vislted during @ DOS
scclors being accessed,

However,

seclor nuibers will also be shown.

The next chofce

A RETURI or LY
Tracker to sho

TRACKS ONLY ontipn
Iracker will only show you
operatfon; It will omft the

Il you kit RETURN or

play options,
lowed by a

1r

caa

the

to appear {s LOGICAL OR PHYSICAL SECTORS,

W you Lhe physicel numbers,

+ = w0 sector numbering schemea {3 explafned in Chapter u,

Y hae

your cholces,

reztart.

final que

Lhe

nenny,

o

ticn azks
Lype, ¢ RETUKN

An

ESChPFE

or

)

Ifi,'no

L

hit an

'”l

‘takes Lhe loglcal sector default; 2 'P' tells The
The difference between

to

In responte to any questjon also

'

1
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reruns the menu,

Ibe Tracker's Djsvlax

Durfng any DOS disk operatfon, the tracks and scctors sre
displayed fron lelft to right Ifn the order that they are visited

by the disk arm, This {5 carried out in real time, with the
number of each track and sector getting written on Lhe scrcen the
moment {t {3 accessed. The track nunbers are printed in ioverse

and the sector numbers appear |n porwal type. In order to save
Screen 3pace, The Tracker rever repeats the same track number

tvlce {n a row, Thus, every sector number following a track
number refers to a sector on that tract., This means that |r your
I3t pos command was CATALOG, the display of the next nos

Operation will start off without a track number., This is because
the catalog track a0d the Mlrst track accessed durfng any disk
8¢cess are the same (Lracl: 111),

. Inverze 'R' or '‘H', followed by a
>, will sppear on Lhe screcen (rom Lime to time, The 'Rt Lells
You that B read cycle Is §n Progress; Lhe 'VU' fndjcates thal
Information {5 belng written to Lhe dlsk. To conserve screen

You'll also notice that an

3pace, Lhese letlers Bppear cnly at the beginning of ecach cycle.
In other words, when DO Atgps readlng nnd slorts wrlling, ur
vice versa, Lhe corresponding leller appears on Lhe sereen and
applies to all Lhe trnck and acclor numbera follovwing 1L, You'}l

belween Lhege Luo functllons
exnmple whife

that DOS zwi{tlches
slnplc operatlon, [lor

find in many cases
sSeveral times during a
RENAMElng or SAVEing.

Al]l the Information The Tracker oulputs to your video
monflor (s 1isted horizontally across Lthe screen in rows,
starting at the very top, and moving down, rov by rov. If the
Screen {1]s completely and The Tracker s still collecting data,
It Jumps back to the top of Lhe screen and keeps on writing.
This, or course, Is going Lo overwrite S5ome of the data just
recorded, However, this almost never becomes a problem, and
you'll find that the Lrack ‘and Sector, nunbers accesscd during
most DOS operations won't Lake up the ;:nllrc screcen,

fnformatfon on the screen,
This means that you
Apple and clobber he

When The Tracker prints a row of
It also moves the text window down one ) {ne.
«can't scclidentally type aomelhing Into your
dlap“lay. IT you (ssue a 1OKE command when Tracker Informalion js
shawxn, the screen will be clearecd only up Lo the last Ilne of
data, Stndlarly, a CATALOG will cause the fJlenames Lo scroll up
undernesth the data display.

Tracker puts a2

Yhen a DOS operation |s completed, The
This enables you

flashing '"8v ar4er the last sector accessed.
to fnatantly Mind the end of the current display, irrespective ofl
anything else that happens to be on the screen. If you watch
closely when The Tracker |3 tracking a DOS operation, you'll see
the '*% racing frantically along ahead of the other bytes, ITf
other Barbage Is present on the screen vhen this §s happeniny,

Hin

B v et e

' i
youmay also notice that The Tracker clears a path through {t two
bytes zhead of the Informatfon telng written,

IT you RUIl or BRUN b file, ft will load fnto memory and The
Tracker will display fn the usual way 8ll the tracks and sectors
befng accessed. llowever, the pragram-will not start running.
Instead a flashing 'R' will appear et the end of the data
display. This is because the very (Irst thing many programs do
I5 reset the text wincow and clear the screen Lo prepare for
dfsplaying a logo, menu, cr wvhat have you, Haturally, all the
data The Tracker has Just printed fAstantly goes down the tubes
In such a sttuatlon. 5o The Trocker stops DOS from running the
progran and walls untl]l you have had time to examine and digest
Lhe Informatian. Vihen you are ready lo continue, hit any key
()cxcept 'P') and the program will start up.

This feature comes In handy when you are tracking a program,
ome of whose Iirst [unctions 18 to load or run another program.
In such i case, one or both of the programs are highly llkely to
replace Tracker [nformalion with thefr own display before you get

a chance to see what's going on.

net a flashinpg 'R* and you decide thst you want »
permanent rccord of Lhe Information displuyed 30 far, turn on
yaur printer and hit Lhe 'p* key. Thls causes the entire screen
Lo be dumped Lo Lhe prianter. YOUR PRINTER CARD HUST BE 1IN sLoT 1
Folevmes ortion 1o VOKK. Mhen your hord copy 11 ready, hit any
key Lo run Lhe program Juat loaded,

It you

Tbe Tracker'a Use of BESET

You can Instantly get the menu back At sny time by pressing
RESET. A lfttle later on, I'll shouw you how Lhfs czn be

¢lsconnected.

Ibe Tracker Lives oo

Orce The Tracker |3 Installed, It remafns "l1ive" until you
dlsconnect {t as described below, yor rebool DOS." This means
that il you load {n a flle, run 1t, nmodiry ft, or whatever, The
Tracker walts patiently for the next dfsk access. You'll
Aomellmes find thst In the course of your work you will have
completely forgotlen aboul The Tracker, Then, when you leaat
cxpecl it, The Tracker will pop up agalnand string data across
Lhe screcn the very fnstant the dfask Crive sterts spinning.

Ibe dwpersand and Coolrol-Y Ootieps

Once The Tracker 1{s fnstalled, you can type an '4&' from
BASIC or a CTRL Y from the monitor and 8 "YOUR COHHAND?" message
will appcer. This enables you to make use of one of several
options by responcding with one of the letters shown below.

B returns )?ou ‘to BASIC if you typed 8 ‘&' to gel Lhe conmand




prompt up, or to the monftor Il you 30( the prompt with a CTRL Y.
This option §is useful In case you hit &n '¢' or CTRL Y ULy

mi{stake.

R revectors RESET baclk to {ts ususzs) destinatfon in the
monftor. Oncec you have 1ssucc this Jostruction, a KESET will no
longer take you to the mecnu. Thiu meana Lhnl you can Inlerruptl 2
disk operation wilth RESET (aftcer flral opening the drive door, of
coursel). This Is handy Il you notjce that during a porticular
access, code |Is belng executed which wipes the screen without
Flrat engaging the The Tracker's f(loshling 'R" trap.

U unhooks The Tracker so that it does nol outpul any dala
durihg a DOS operaotfon. lowever, even after this Instructlion has
been given, "The Tracker 1fes dormant, waltlnpg to lcap Into acllon
once agaln JIf you faszue an 'S5S' comnand aa cxplalned below,

Z (zap) unhooks The Tracker apd puts the DOS buffers back In
their normal locatfon. You only need to vse this fnstruction {fr
you have elected to load The Tracker between DOS and Its bufllers
and now wish to INIT a disk. A disk INITed¢ with the buflfers
moved |3 llkely to crash. Once having used '2', you should RUHN
TRACKER and start all over again if you wish to verk further with

.The Tracker,

S starts the Trocker up agaln from the very beglnning (handy
{f you previously Issued a 'U' command and want to pgel The
Tracker back). If you use this instruction, the RESET,
empersand, and CTRL Y vectors will be sct up by The Tracker, and
the menu will be displayed.

P dumps the “screen to your printer., This enables you to
make a permanent record of The Tracker's display at any time.
Before fssuing this Instruction, make sure your printer 13 Lurned
on and the printer card Is In slal ooe. Othervise, Lhc prograw

will hang. =

After you Mave made your selection, The Tracker will ask

"ARE YOU SURE?"™ If you are, hilL a 'Y" or RETUKN and you command

will be carried out. If you type an 'N' here, the "YCUR CONIALD"

. prompt will appear once agafn, glving you a chance to chanje your
mind,

-

THE TRACKER TUTORIAL

Put The CIA disk In your drive, type in RUIl TRACKER, and
select the "run at $60800" option., Hit any key Lo get rid of the
fntroductory screen, and In response to The Tracker's menu press
RETURN 3 times, taking the menu defaulls. You are now ready to
start tracking, so place a disketle In your drive newly
inftislfzed with the following EELLO program:

16
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10 HOME ;
20 VTAB 18:KTAB 17
30 PRINT "HCLLO

Hhen this Is done, key in LOAD HELLO., 'The drfve will start
spinning and The Tracker will stsert shadowlng the disk arm,
spewing oul {nformatlon as IL goes. When the LOAD I3 complete,
this serfes vi wvyies sfivula oe 4t-uhe wop OF your screen:

11 R> 0 F 12 F E "

In my fllustration, the numbers in boldface type should be
in Inverse on your screen. The Inverse '11' tells you that the
disk arm moved to track $11 first of all, The inverse 'R' means
Lhat RUTS next sauftched InLo 2 resd mode, The nexl two numbers
Indlcate that Lhe arn went firat to sector $00, then to sector
$0F on track $11. A3 y oo @@ baplusFsed s i Rpganes e lpss,
now, track $11, sector 500 contafns the VIOC, and sector $0F on
the same track §s where the catalog beglns. All DOS operstions
oh a normally formalted disk begin by accessing the VTOC, and
Lhen going to sector §OF to start searching for the specified

file name.

In this case, DOS found the HELLO file name in sector $0F,
83 you might uell expect, and s8lao read In the locatlon of {ts
track and sector 11al fn the same sector. The next lnverse
number, a "12' tells us thalL Lhe arm swung over to track $12 Lo
find the TLS 1ist, the first stop in losding in any lle. The
'F' Indicated that HCLLO's T4S 11st §is on sector $OF of track
312, DOS read Lhis liat In so It could find the rest of the
program's sectors. In this case there |Is only one more sector -
SOE on track $12. The 'E' in the display tells us that DOS read
Lhis sector fnto RAM, completing the LOAD. Iype LIST to confirm
Lthat the program |5 right where It ought Lo be.

liow hit RESET to return to the menu and type 'Y' in response
to the first option.
only. If you now LOAD NHELLO, you'l]l get just an fnverse '11' and
'12, the two tracks vislted.

snd this timeYanaver 'P' to the "LOGICAL OR

"ft RESET agaln,
Now type HUN NELLO. Your display

PHYSTCAL SECTONRST™ queallon,
should look llke Lhis

11 &> F 0O 12 F 2 R

]
flashing

This time, you've 1isted HELLO's physical seotor humbers,
The only difference between this display and the last one Is that
the very last sector number {3 a8 '2' inatead of an 'E'., You'll
probably remember from Chapter 4 that sector numbers $0F and $00
are the same In both systenms, but that logical sector $0E's
physicol number on.the disk 13 $02,

o

Thia tells The Tracker to display tracks



The flashlnc 'R* Indfcates that a program wents to rur Lut
I3 being held back by The Tracker. This s fn case the progran
does Joncthing to wipe out Lhe display when it frfrst starta
running., If your printcr card Iu tn-nlct onc, you can et hord
copy of the {nformat{ion shown on Lhe acrecn by Lurnlng on your
printer and hitting "P' while the R ts still rflashing, Ir not,
hit any key uwnd Lhe prograr vill run.

You wont Lo nce a more dramatic example of Lhe
differences belween Lhe Lwvo acctor numberlng achemes, ey
BLOADIng Tricky Dick first wlith one oplion In elfcct, and Lhen
wilh the other.

" Ibe Awoecaand apnd Cootrol=zY Cowwands

llow Lype tn an 'C'y and In responze to Lhe "YOUR
INSTRUCTION?™ prompl, preaa the 'R' key. (1L o 'Y' or RETUNK I1n
response Lo "ARE YOU SURE?", an¢ Lry Lo reslard Lhe menu wilh a
RESET.
Its normol destination §n the monitor,

3t1l) 1ive and wil) contlnue to clock up DOYS Gatu. How you coan

Wse RESET to Interrupt a program running In RAN or a disk accegs
(nrovldlng you 1IftL the drilve door (or Lhe Jaltter),

To.make the RESET vector polnt back to The Tracker's nenu,
type "L apaln and LIl the 'Y ey, Thils =darta The Teaeloee e
from scratch, Uhillv you are cxpeertmenbtag w0 e e el
commanGs, turn Lo The Tracker's fnstructions a few poges back and

try oul the other ampersand/CIRL Y options.

Finally, rlnl_:h offl thls practice sesslon by RENMAMESng HELLO
to NI, an¢ DELETEIng MHI, Then try INITing a disk wilh The
Tracker f{nstalled. Notice the intricate and lengthy sequecnce of
operatlons carrled out by DOS during these various funcltions.
IT you do, you'll begin to sce why so many specded-up versions ol
POS proliferale.

0o Lhe Tratl®of Lbe Wild Doogle

Some protected di sks currentiy on Lhe market are normally
gormallcd and have a standard DOS, allowing you Lo CATALOG Lhem,
nd to load and 3ave (Jles In the usual way. llovever, Lry as you
w111, you can't back Lthem up wilh an ordlnery copy propruam.
In olmost every case, Lhls indicates that Lhe programs are
accessing the disk du'rlng loading and looking for somelhing
special.

There are several things that software protected In thisy
manner might look for on Lhe disk. The moslL common target, and
by far one of the most resistant to copyling, is the nibble-count
track (also referred to as a "dongle track"). This is usually a
completely unformalted track consisting almost entlrely of sync
bytes, Buried somewhere iIn the midst of all the '"FF's' (or
:hnlcvcr value the sync bytes take) is one or perhaps a3 couple of
lock bytes™ whicy differ In value from the syncs. AL some slafc

.

"mn

Nolhing wi]l happen because 'R’ revectors "RESET' back Lo,
Houever, The Tracker js -

=1

during the loading of a program protected in this menner, the
track fs read and its sync bytes are counted up. This |3 where
Lhe lock byles come In, since they supply & reference polnt upon
which the countiny, algorithm con starl and finliash.

If the total number of syncs read fn doesn't match or nearly
nateh o mople numbier Lhe noflwiire publ faher has put fn a special
place on Lhe dlisk, verloua nuaty thinga lmmediately Lake place
(such aa o wewory Wlpe, v dlak crush, and pcrhaps even a subtle
disk corrugtlon). Since a nibble count track i§s quite difficult
Lo copy even with a so-called "nibble éopler", the number of sync
bylen on o copled veralon |z unlikely Lo be the ssme as on-Lhe
origloal disk. This mc¢ans Lhal when you Lry Lo boot Lhe copy,
Lhe nibble count won'l be zuywhere near Lhe value of the hidden

nuigber.

One way round this problem 13 to disable the routine which
countls up the nibbles, an operation oflen made consjderably
casier Il you know exaclly when the track Is accesaed. The
former task requires o conafderable knowledge of machine code,
bul Lhe latter Lask can be carrled oul automaticaslly with The
Tracker, providing Lhe prolecled dlak | running a normal DOS.

After Installing The Tracker, sifmply run the program with
the zuspected nlbble-caunt. roubfne, Walkch the displmy closely.
FEoa e e Leaek ba Present, 1L ks unlikely Lo be dividod up
Into seclors. S50 whal you'll see I3 an Inverse track number
appedr on Lhe screen with no sectors between It and the very next
Lraock number, In additlon, there wlll usually be some
considerable delay bctueen the printing of these two treck
numbers while all the nibbles are being read and counted up.,

If this occurs, you fmmediately know the number of the
dongle Lrack, anc precisely when it I3 accessed during a load.
IT you (ind such a Lrack on cne program on 8 disk, check all the
other programs for Lhe same trick. Hlovever, to put a stop to
this nefarlous operation, you'll have to bone up on machline code.

]
Well, I guess we've jJusl about come to the end of our work.

together. Dy now, the CIA utilities should be old friends Lo
you, and you should be as familiar with the Apple disk as you are
vith your own back yard. 1 slincerely you enjoyed this tutorial
anc Lhat the CIA will give you many hours of pleasure.



APPENDIX A — Gelting on Top of Hex

Using the hexadeclimal number system f5 a bil ]lke having, sex
- once you've trfed It, you'll ncver want to give ft up
(unfortunately, however, I can'L think of ony olher fecaturesx thal
hex usage and sexual expcrience hove In common). So Lhis
appendlix |Is deslgned Lo enable Lhe virginal newcomer to hex to

effectively penetrale this unncecessarily mystcrious subjecl aml
come to & full understanding ol L3 secalngly arcane symbu)
system. Il you work carefully Lhrough the nexl few paies,

satisfactior Is guaranteced.

Evopy luober Syalcewa

You already know that the number Sfystem we use day In and
day out Is based on the digits 0, 1,2, 3, n, &, 6, 7, 8, 9.

This glves us only 10 digils (a total wvhich corresponds nicely Lo

Lthe number of fingers wve havel) with which Lu construcl the
nearly Infinfte range of numbers we have to dcal wilh (nour many

actjivities.

Stop -to reflect for o moment en how Lhlw mircculoua process

work$, If we're counting up a large anount of somelhing, ve
atart out by snylng "anc, Luwo, Lhree, ..", and so on, unbL il wn
gel to 9, Here we hove already run vol ol owr allotbed 10
aymbols for enumeralting Lhinga. So whal Jo we do Il we need Lo
keep on counting? We go right back Lo '0' and sLarl over apain,
Only this time we stick a '1' §fn front of the numbers we're
using. This glves us 11, 12, 13, and so on, up Lo 19. .
stick a 2 in

To keep the count golng from there, we now
front and keep right on using the same 10 symbols. This process
repeals itselfl over and over again in 2 loop until we rcach G9,
NWhen Lhat happens, of course, we've used up all our allelted

symbols 'twice. a But this ddesn’'t stop us at all. I'e just slick &
third digit In front and kecep right on counting: 100, 101, 102,
process Lhat a

etc. So powerful §s thls scemingly obvious
British mathematiclan, Alan Turing, showed Lhal zny machine thal
- ¢can do §t can compute just about any lunclion thatl we humans
“nlght want to carry out. Only 5 few years after he published
this startling research, the (irst working example of thalL device
wethave all come Lo know and wershlp - Lhe digltal compuler - was

buflt,

Vhy hos this kindergarten exercise been the subject of decp
mathematjcal research, not Lo mentjon some considerable
belabori{ng by me in the last 3} parapraphs? Becouse Il 13 so
remarkably flexible - so flexible, in fact, Lhat 1t can be used
YiLlh sny number system, nowmatter hou few or how many symbols §L

contains,
Let's Say for cxample that homo sapfens had evolved with

B ringera on ench hand, Jreaving the human race n Lotal of 16 Lo
CoURL VLI, At e ol Ul U Lo Uhad e il Vo v Ve
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perimeters of our palms. WYould this have meant that primitive
man would have been tvnable to determine, say, howv many head of
bufrfalo (or wives, perhaps) that he could call hls own? Not a
bIL ol jL! Uc don't kave Lo plow our way Lthrough Alan Turling's
paper to see thal our llcanderthal forebesrers (and we ourselves)
could still do any amount of counting necessary f(or survival.

Infact, ve vould need nothing more than a set of 16 symbols
upon uvhich Lo repcal cnd)easly Lhe fnuglcal loop thet 1 described
above. In fact, we already know of {10 symbols from our everyday
"decimal"™ nunmber system which would be likely candidates: the
digfts from 0 to 9. Ve couldn't really usc the numbers fros 10 -
' for the six symbols wve're missing, Lhough. They consist of 2
diglts, o characlerfstic which makes Lhem unsultsble lfor the
dounting loop I've been discussing.

. One solutlon would be to use the letters from A - F vhen ve
ran oul of diglits vhile counting something. This would give us »
Lotal of 16 counting symbols: '

0123456789 ANCDETF

This time, vhen ve got to '9' In our count, we could keep
solng a lfttle lonper by chanting "nine, ay, bee, see,...”, and
Aooon unl il we gol Lo "er™, AL Lhix polnl we vould be In Lhe
same predicamenl ve encountered with our "decimal” number system
- "¢ would have run oul of symbola. Knowing about our speclisl
loop would save tLhe ¢ay, however. We vould simply go back to
zero and count up agaln - just lilke I did with the declimal
numbers. So we'd put a 'l' In fronl of the zero and call (Ut
"Len". Then off we'd go with "eleven, twelve", etc. Ve would be
doing exaclly the same thing as belore, except that 10 would come
after 'F' instead of after '9', When we got to '19', we could
continue: "1A', "1B', "1C', ... right up Lo '"IF'. After that we
vould start with '20', just llke before.- 4

If we continue this process long enough, we would get to
'FF', the last of our two-digit numerals. VWhat has happened here
Is that we have counted up to 'F' répeatedly - Just like beforc
vhen we counted up to '9' repeatedly to get '99', So Just like
'99' in our previous system, 'FF' would be followed by '100', and
so Lhe process would conllnue as long #s we wished.

Hhat our mythfcal prehjstoric race - with thelir 16 fingers
scraping the earth as they shurfled through their existence -
would have left us is a sixteen-based or "hexadecimal* system of
numbers. Illuch to the consternation of beginning computerists,
vhose counting habils evolved from Lhelr 10-fingered ancestors,
machfne code programmers positively revel In this number system.
Docs this mecan Lhat they were really born.with 16 fingers? Since
the seemingly incomprehensible verbal output rrom many such
programmers insures that the beginner wlll never get close enough
to ahake handy wilh Lhen, he or she Is unlikely ever to rind out.



Vakiog IL wilb Dibpacy

Let's put aslde Lhe questlion of our many-finpered friencs
for the moment and engage in another plecc of fentasy. Let's
suppose Lthls time that cvolubllon haod left us wilh ¢ cricl

endowment - two hands, bul only ppe (lnpcrl Surcly Lhis would
hnve relcguted the human race Lo o numberieas exbatene e - no
arfthmetic, algecbro, colculus, ur Lhe remarkable malhemallceal

accompl Ishments of an Elnslein or a Godel.

Hhnt. eoold yau panatbly o with nne (inpee A0 SO s e b

counl up a larpge pnount ol Sowmelhilog (oo o ude ansiver s o beane )y
In fect, Lhere zre Lwo ways you could use Jour solilery
appé¢ndage. Firat, you could close It Intc o Fist (if Lthat's the
rlghl word), end sccond, you could slick it up ke Lhe air. I
think you can already see Lthat Lhese Lve movemenls alenc might
forn the basis of a useful counling procedure. Jusl as in Lhe
previous two systems, let's lel our syithols starbt with '0°.
He'll signify Lhin with a closcd (ist. Then we could Jel o
Minger thrusl Into the alr sbond for a '"1'. This means v could
begln by polnting ol Lhe cellling and Intenlap "ond”. ol owetve
already run out of fingers, so our nunber syslemcononly countain
Lhe symbols:

0 | T

Let's see what would happen If we applled our counting loop
to this number system. As usual, we sbLarl by counling “onc", Lut
2lrcady find that we've run out of sinple digits. The way we
handled this in both our previous examples was Lo fo bucl and
start with '0', this time pulling a *1' in front of L. If we 00
Lhat now, we end up by foldling our finger againsl our »alw ond
3aylng "ten", wriling it as "10". Aftler ten we can thrusl cur
(Inger In the alr again and sing oul "elecven", wriling "1i1v,

S50 far we've uscd cxactly the same rule of thumb (or MMnger)
that formed Lthe basis of pur counlting in the previous Lwo
systems: Whencv®r you use up 21) the single digfts you have, o
back nnd use Lhcm once more. Each time you starl with cero
Agaln, Increment Lhe number In fronl of the digits., In decimal

this would enable us to count by 'I's' from '10' Lc '20' Lo ‘30,

and 3o on. The resull of the same process wilh only '1's' and
'0'a! vould give us:
. L

>

0 | 10 (]

Holice thal here we've alrecady run oul of numerals Lhal can
be formed witlh one or two diglita, This fa exoctly Lhe same thng
thel happened Lo us when we get tc '99' In declmal or 'FF' In
Fex, In other vords, jual as '99' {3 oblained by counting up to
'9' repesatedly, here an '11' the result of counling up to '1*
repeatedly (well, oactually only Lufce). The only diffcrence
betveen the 3 ayatens is that Lhe fewer the onc-digitl counling
fyrbels you kave, the qulicker you run out of two-dlgit numbers,
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What we did before when we¢ exhausted all our 2-digit
combinations wes to asy "one hundred”, and to begin to form
numersls vy suuvang AR V' Y T VI C Bt umem. Y we oBNR' ao

exactly the same agaln and get:
0 1 .10 11 100 | 101 ~ 110 1

Now we've run out of 3-digit numbers, so we continue Lhe
process by saying "one thousand®, Jualt as we do when we reach
'999', the last 3-diglt number {n decimal. We can thus continue
from 111

1000 1001 1010 1011 1J00 1101 1110 1111

- 8nd keep on indefinitely. OF g:ourse, the quentity or digits
in our numerals would increase markedly as we kept on counting.
However, thils would probably be 8 Lrivial considerstion to e
person with only one finger,

s So even using only 2 symbols in thia "binsry” number system,
you can count up to any amount you llke., And our old friend,
Alan Turlng, showed us that If you can count, you cmn represent
and manlpulate useful data. However, just one person weggling a
alngle fInger up and down would take a long time to process most
kinds of Informatlon that we might be interested In. S0 one way
to speed things up would be to form s large population of such
people into smsll groups, By arranging » group's oolleotive
fingers into different patterns of "up™ or "down®, it could
represent a single unit of Information -~ like &8 letter or a

number, for example.

The size of the groups may be somewhat arbitrary, but let's
Just say that each contalns 8 members of our finger-flinging
population. Thls means that esch group could signal a bilnary
number, a ralsed [inger representing a '1', and a lowered (inger
signifylng a '0'. The numbers possible to form In this manner
would range from 0, wllh each member's (Inger pressed against hia
palm, to 11111111, with el)l B members' fingers ralsed. In
decimal terms, one group could then represent the numbers from 0
to 255 (binary 11111111, hex FF).

This system slso makes possible group-to-group communication
which could take place by one group shouting its number to-
another group., However, asince things would get pretty nofsy
under thias aystem, ft might be more orderly to desfgnate s few
speclal groups as reglstrars (or "reglatera®, perhaps) who would
run to one group, look at fts finger pattern, reproduce {t on
thefr own flngers, and finally, race slong to another group to
show {t to them.

These possibilities are extremely fortunate, sinoe your
computer's {nsjdes sre something 11ke a clty populatad by this
mythical race. Although looking fnstde your Apple won't reveal a
vast f(leld of waggling f(ingers, your machine does contain
thousands of microscoplc switch-11ke devlices which can only adopt
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‘one of two states - open and shut.

tiny switches (properly called a "(lip-
flop™) i3 open It, signala s '0'; ITF fL's closed, It repreaents a
YA Esch switch's output 1s popularly referred Lo as 2 "o k"
Since 256 bit-patterns can be formed from Jjust B8 bits, ft is
poasfible to uae them to represenl all numbers, Jellers,
punctuastijon, mnehlne fInatructliona, plus a number ol olher
specielized symbols. Accordingly, Lhe Apple and monl wlher
microcomputers to handle Informatlon using proups of B bluis.
Thear nre onlled “hylen™,

If one of these

] gueas you can 3ce why Lhe Linury number syabem b pretbly
important in computing. Bul where does hexadecimal come Into Lhe
picture? The most Important reason for bringlng fn hex |s thal
sl though your Apple loves binary, experience shows Lhal your
brain cen't cope very well at all with all those confusing arrays
of '1's' and '0's'. In fact vorking in binary proved Lo be a

nightmare for the earlier ploneers of computing.

This means that we need on ennlcr number ayanlem Lo cope wl ey

system of numbering, 3lnce all dala, fnstructjons, anll even

memory locations are represented In the machine In bLinary. Now
you might think that decimal is Lhe obvious cholce. It isn't,
however and Lo ace why nal, have a Jook al lhe following Lable

which compares binary Lo hexadecimal,

binary: 0 1 10 11 100 10V 110 1\ 1000 1001 1010

hex: o | 2 3 u 9 6 1 8 9 A
binary: 1011 1100 1101 1110 11

hex: B C D E F

Notlce that all the poasible patlerns of M binary hits are
exhausted at exaclly Lhe same Lhat we run out of single-dipll hex

numeralst Thisshas to do with the facl, that 16 = & raiscd Lo Lhe

power of 4, Don't worry to much about ‘this, bul Instead think of
how ecasy this fact makes conversjon betwecen the Lwo syslems.

. In foct, all you have to do to convert apg binary number Lo
hex, or vice versa, Is use the above table. For cxample, let's
corpert 11001001 into hex.

Stepl: Split the binary number fnto U-biL groups.
1100 1001

Step 2: Use Lhe table to Lranalate each group of U bita Into
fts hex equivelent.

1100 = C 1001 = 9

WIS D B LTI Syaad e e
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Step 3: Shove the two hex numbers together,
c9

The anawer 13 C9. To show thst It |3 s hex number, 8 *$' {5
always placed In front, glving us $C9. . You'll sece me using thias
convention extensively throughout the book.

To get from hex to binary {3 equally simple. You Jjust
reverse the process, For example, to translate $U4A, we use the
charl. nbave Lo (Ind Lhat 4 = 100 and A = 1010, Thus $8A =
V001010, Ry the way, hecauae every bil fn sn B-bit byte has to
be mccounted for, YODIDIO nhould be wrilten 01001010, Thla firatl
zero 13 called a laadliog zero; it doesn't alter 1001010's value
any more Lhan, say, Lhe leading '0' {n '09' (l,e., 09 = 9).

Ho such simple converslon procedure |3 aveilsble for
translating between binary and decimal, 30 hex has got Lo be the
chofce. Once you get used to 1t though, it's really a joy to
wse. Everything In computing 13 orgenized in '16's', making ft
ensy for you to snee Jual where you are. | won't go fnto exsamples
here, bul suffice it Lo see that you'll soon sppreclisate
hexadecimal as you learn more about computing.
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When a machine-code programmer {3 desling with deta he often
I's concerned about which bits are gak (l.e., which equal 'I') and
which arc glgag (equal to '0'). Of particuler Importance sre the
bigb kik (allas Lhe sign bit, the high order bit, bit 7) and the
Jow bit (the low order bit, bft 0)., The B bits In s byte are

numbered as lollows.

bit number 17 6 5 & 3 2 1 0
A
an B-bit byle o 1t 0 0 1 0 0O 1

You can see that the high bit 13 clear and the low bit §s
set. All Lytes passing into and out of your Apple must have the
high bit set. So when you type In data [rom the keyboard, load
files from the diak, or send Information to the screen, this rule

will be in effect.

This means that the Apple recognizes tuo types of ASCII -
the normal version, or "low" ASCII, In which esch character's
high bit s clear (e.g. $41 = binory Q0100 0001 = ‘*A'), end
"high" or "screen"” ASCII which s exaclly the same, gxQaRk that
the high bit fs set (e.g. $CV = 1100 0001 = *A"), The CIA
utilftics make It convenlent for you to work with both.

Raakwacd Addcaasna

One quirk displeyed by the 6502 (in common with certafn
other microprocessors) Is that It can't properly Interpret an
memory oddrcss unleas fls two bytes are reveraed. For example,



-

Al you wanted to fnstruct the 6502 to deal wilh the address, - q' Hex Binary Decimal Hex Binary Decimal
$FC58, you would have to specify iL as 'S8 FC*. R :
‘ . 0 0000 0000 0 10 0001 oDOO 16
‘ Exalualun DBing ;—~-~Q{ 1 0000 0001 1 20 0010 0000 32
oree hh 0000 0010 < 3F- 001Y 1111 63
A final ftem you need to know about |3 a machinec-code . 3 0000 0011 ‘ 3 np- 0100 0000 6N
fnatruction which comes up on a number of occaslons vhen you are t"*ﬂ ] 0000 0100 ] 1F 0111 1111 127
working with a d|sk. It 45 called "Excluslve OR, abbrevialed T 5 0000 0101 5 go 1000 _nonn P
EOR.,  Now you already know aboul Lhe U arfthmelic operalions. S — % e — S e 1010 1010 170
-+ 7/, 8nd x. Each of these " can be performed on binary and hex, ' ?":i 7 0000 0111 1 Cco 1100 0000 192
83 well as decimal. The way to think about EOR is as a SLh 8 0000 1000 8 E8 1..1.Q 1000 il 2
Arfthmetc opernllion Lthnl ¢an only be performed an | he hinary _ Y wuun AN ST g ) e P |-';|| 1110 - 25U
lrnn»‘l“"nnﬂ"fnci‘ br-oecimal’ number ey e s g e g, © ?_.-_'] A 00vo 1010 10 * FF Fevr e 255
Involves only the fndividual bilts themselves. Here's how 1t i} 0000 1011 " :
works: C 0000 1100 12
ﬁ._ﬂ n 0000 1101 13
0 EOR 0 = 0 0 EOR 1 = I EOR 0 = 1 ' EOR 1 = 0 JE 0000 1110 14
F ‘ﬂ 3 0000 1111 15
In a nutshell, 1 two bits are the same, thelr EOR product ey
13 0; 1 they're different, ft's 1. 1In Lhe four cases above I v
only used one bit, llere's an example of whal would happen Il you F a
applled these four rules to all 8 bits In a byle. =
$41 EOR 373 = $32 ‘ -
$41 = c1o0 o001 $73 = 0111 0011
0100 0001 “q

EOR 0111 00v

0011 0010
2 |
HEX - DINART - DECIHAL CONYERSION CHART
*On the next page, I've sel out .a chart you can use Lo F_‘}ﬂ
convcrl.,hex to binary and vylce-versa. It shows the (Irst 16
velues, @nd Incltdes 3some other commonly used higher valuea., Al) F q

decimal equivalents are also given.
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